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Que 1.1. | What do you mean by cloud computing ? Also, give its

properties.

Answer

1. Cloud computing is tlhie means of delivering all IT from computer
applications, software, business processes, messaging, and collaboration
to end users ns a service wherever and whenever they need it.

2. Cloud computing is a paradigm for delivering IT where rapid provisioning

_is an important characteristic for computing resources, data applications
and IT.

3. Cloud computing helps us to face the challenges such as :

i Decreasing the capex and opex cost.
ii. Enhancing the service quality.

iii. Maintaining the desired and right level of security, compliances,

regulations, and policies across the different functions of enterprise.

iv. Rapid provisioning, agility, and business transparency for consistent
self-service delivery.

4. Thus, cloud computing is the service and deployment model using large

resource pool based provisioning of virtual or physical resources in a

service model using the internet (public cloud) or intranet (private cloud).

Properties of cloud computing are :

1. User centric: This means once a user is connected to cloud any data,
such as images, videos, applications, becomes his property. Not only the
data but the devices connected to it and the user can share it with other
users.

2 Task centric : Cloud computing focus on what one need and how
application can do it. Here documents are given more priority than the
applications which create them.




13E ‘CS"IT‘BGM-'”

Cloud Computing
. .1 <elfhealing, backups arc available for every docypy,
3 sfgr:;{:;ﬁ}f:‘:; ifone document crashes there will be itg dup]il.‘zl::
in :

ready to run. .
and intelligence : Multi-tenancy refers to sharing of

4 Multi-tenancy large pool of users. As various data are stored 1y

d cosis across 4 A
:;l:dazar.a mining and analysis are necessary for accessing m&“‘mﬂlion

in an intelligent manner.
able : Many processes in cloud computing shall be aytopy, ate

5 smhF IWM backing up crashed data with its duplicate. Hence, pmmmming
is associated with cloud computing.

Flexible : Flexible as the users may be of different varieties and hence
it has to match with their needs.

Quel®. l What are the advantages and disadvantages of cloud

computing 7

Advantages of cloud computing :

Cost saving : It helps us to save substantial capital cost as it does not

need any physical hardware investments.

2 Strategic edge : Cloud computing helps us to access the latest
applications any time without spending our time and money on
installations.

3 High speed: Cloud computing allows us to deploy our service quickly in
fewer clicks. This faster deployment allows us to get the resources
required for our system within fewer minutes.

4 Reliability : Through cloud computing we can always get instantly
updated about the changes.

& Hob'i].ity: Empl?}'ees who are working on the premises or at the remote
lu::amu.s can easily access all the cloud services. All they need is internet
connectivity. '

6  Unlimited storage capacity : Cloud computing offers limitless storage
capacity.

Disadvantages of cloud computing :

1 Performance i ;
our : nance can vary : When we are working in a cloud environment,
pplication is running on the server which si multaneously provides

2  Technical issues: ;
other technical im;efhmi technology is always prone to an outage and

&

L
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3. Security threat in the cloud : Before adopting cloud technoldgy, we

should be well aware of the fact that we will be sharing all our company’s
sensitive information to a third-party cloud computing service provider.
Hackers might access this information,

4. Internet cuﬁnectivity : Good internet connectivity is must in ¢loud

computing. We cannot access cloud without an internet connection.

5. Lack of support : Cloud computing companies fail to provide proper

support to the customers. Moreover, they want their user to depend on
FAQs or online help, which can be a tedious job for non-technical persons.

Que 1.3.: I Explain vision of cloud computing.

Answer

1. Cloud computing provides the facility to provision virtual hardware,
runtime environment and services to a person having money.
These all things can be used as long as they are needed by the user.

3. The whole collection of computing system is transformed into collection
of utilities, which can be provisioned and composed together to deploy
systems in hours rather than days, with no maintenance costs.

4. 'The long term vision of a cloud computing is that IT services are traded
as utilities in an open market without technological and legal barriers.

5. Inthe future, we canimagine that it will be possible to find the solution
that matches with our requirements by simply entering out request in a
global digital market that trades with cloud computing services:

6. The existence of such market will enable the automation of discovery
process and its integration into its existing software systems.

7. Due to the existence of a global platform for trading cloud services will
also help service providers to potentially increase their revenue.

8. Acloud provider can also become a consumer of a competition service
in order to fulfill its promises to customers.

Que 1 4. | List the major categories of parallel computing systems.

Answer l

Categories of parallel computing systems :

i. Bit level parallelism : It is a form of parallelism which is based on
increasing processors word size. It shortens the number of instructions
that the system must run in order to perform a task on variables which
are greater in size,

ii. Instruction level parallelism : It is a form of parallel computing in
which we can calculate the amount of operation carried out by an
operating system at same time. For example :



Cloud Computing 1S E (csqy,
_———_—_—.—___ U .SQMt'n
Instruction pipelining

Out of order execution

L
2
3 Register renaming
4
LY

Speculative execution
Branch prediction

Que 1.5, ' Discuss the issues related to cloud computing

Several issues related to cloud computing are :

,— Issues in clouds j
f Security issues f—

Data i ,
, ———— ——{ ata issucg
—-—L Energy related issues ,

|I Fault tolerance 7

Fig 151

Security issues : Some of the securi i
e st v ty problems which are faced by the

is wel) Seti:rne; F;;oar”w:ﬂ : Vendor should make sure that the server
the external threats jt may come across. A cloud

i5 good only when there j ‘
s n there is good secunty provided by the vendor to the

i s'-'ﬂ-lﬂty on
security Lay._.r"f»:ﬁ’t;':";fs’ Even though the vendor has provided good
cause of its own getj tomer, the customer should make sure that
Pering of dagg f, lon, there should not be any loss of data or
or other users who are using the same cloud.

'ﬂformatlon
tween diﬂer:mt:y *Security related o the information exchanged
or between hosts and user, This issues pertaining
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to secure communication, authentication, issues concerning single sign
on and delegation.

Data issucs : Various data issues in cloud computing are as follows :

1.

7.

Data loss : If the vendor closes due to financial or legal problems there

will be a loss of data for the customers. The customers will not be able to

access those data because data is no more available for the customer as

the vendor shut down,

Data location : When it comes to location of the data nothing is

transparent even the customers do not know where his own data are

located. The vendor does not reveal where all the data are stored. The

data will not even be in the same country of the customer, it might be

located anywhere in the world.

Data lock-in ; Software stacks have improved interoperability among
platforms, but the APIs for cloud computing itself are still essentially
proprietary, or at least have not been the subject of active standardisation.
Thus, customers cannot easily extract their data and programs from
one site to run on aoother.

Data segregation : Data in the cloud is typically stored in a shared
environment whereby one customer’s data is stored alongside another
customer’s data, hence it is difficult to assure data segregation.

Data confidentiality and auditability : Current cloud offerings are
essentially public (rather than private) networks, exposing the system
to more attacks. Auditability could be added as an additional saver beyvond
the reach of the virtualized guest OS providing facilities arguably more
secure than those built into the applications themselves and centralizing
the software responsibilities related to confidentiality and auditability to
a single logzical layer.

Data integrity : One of the biggest concerns with cloud data storage is
the verification of data integrity at untrusted servers, and how to deal
with sensitive data. It is not an easy task to maintain customer’s most
sensitive cloud data securely, which is needed in many applications for
clients.

Deletion of data : Data that has to be deleted by the user because he or
she no longer needs it or many no longer process it for another reason
is also deleted by the provider and no more copies of data are available.
This can lead to problems, particular in connection with backups.

Service level agreements : According to the purpose for which the
data is processed, it is important to agree on binding service levels for
availability and data recovery and i necessary, sale guarded by supporting
fixed penalties in the event of non-compliance with the agreed service
levels,
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Various perfo

(33

.'"
rmance issues in cloud computing are :

+ion performance or application hang.yp. .
Si?;p:ﬁ::?:r: :,‘s}sigfvod for RAM or CPU cyeles, and ’.E‘l:tl-llls :Usy
or more RAM is added.
Slow access to applications and data : Bandwidth ig
cause, and the most common solution is to add fast
connections.
Horizontal and vertical scalability :

i, Vertical scaling : Vertical scaling (up) entails adding
resources to the same computing pool. Morg

al]
©F Procesgey,

uauajlj, ﬂie
er "“t“'l:lrk

ii. Horizontaiscaling: Horizontal scaling (out) requires the
of more machines devices to the computing platform to h
increased demand. Sustained increases in demand, hower,
horizontal scaling and load balancing to restore and maintain
performance. peak

addition
andle the
er, requi

Energy related issues: Various energy related issues are as follows :

L

=

Fault tolerance ;
L

Cloud computing is rapidly growing in importance as incre
of enterprises and individuals are shifting their workload
providers.

The electricity costs involved in operating a large cloud infi

! rast

multiple data centres ean be enormous. In fa adinliidd
often must pay for the peak power they draw
consume.

Lowering these high o
cloud service providers.
Insufficient or malfunctioni
the resources reducing 8y's
High power consumption
dioxide (CO,) emission

asing numbers
to c]ﬂud service

ct, cloud service providers
, 88 well as the energy they

perating costs is one of the challenges facing

ng cooying system can lead to overheating of
tem reliability and devices lifetime.

by lhg imfrasnucture leads to substantial carbon
contributing to the greenhouse effect.

Fault tolerance ;
! 1s one of the key i .
tolerance is concerned with ¥ 18sues of cloud computing. Fault

system to tolerate software fa“ the t“*"-‘]'lﬂilzll.mls necessary to enable a

aults,
These software faults

Systems operations, bm:ﬁy or may not manifest themselves during

ghould provide the o enthey do, software fault tolerant techniques
Prevent sysiem Fai!urmmm mechanisms of the software system to
Fault tolerance ? CArTences,

development, oftf]:: 1:::; €8 are employed during the procurement, or
Provide mechanigmsg 4, l:ar& When a fault occurs, these techniques
from occurring, ¢ software system to prevent system failure
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Que 1.6. | What are the hurdles in cloud computing ?

Answer_ |

Hurdles in cloud computing :
1. Securlty:
i, Asthe servicesare opened and delivered over the network between
the cloud service provider and the consumer, the security in this
model is perceived at higher levels.

i. Other inhibitors can be location-independent resource pooling
where consumer does not know where his services are running or
where his data is stored.

ii. Limited service management and monitoring capabilities in the
public cloud model also added to the complexities.

2. Regulation and compliances :

i  There is a need of data governance models to be established in the
enterprises and federating data privacy.

ii. In large organizations, IT delivery is taken with the concerns of
reliability, performance, and availability.

iii. There are different levels of maturities for organizations seeking
different levels of Service Level Agreements (SLA) but cloud service
providers are not equipped to deliver the services.

iv. There is a need of stringent Recovery Point Objective (RPO) and
the Recovery Time Objective (RTO) with the agreed number of
mins'hours down-time.

3 Cloud migration :

i.  This requires the property of powerful interoperability of platforms
that should identify the appropriate application that can be migrated
to the cloud.

i It is important to identify the interdependencies and integration
points with standards and interfaces that are lacking among service
providers.

ii. Cloud migration becomes more complex if the service bundles are
integrated from multiple cloud service providers. This can also
become the deal breaker or the reason for downgraded performance.

4. Workload suitability for cloud :
i Not all the applications are suitable candidates for the cloud.

ii. It depends on the function of the business, enterprise policies,
application architecture, scalability, suitability, usage patterns
according to pay-per-use-model, or infrastructure requirements in
the service model.
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Que 1.7- ,Expls:'n briefly the term cloud.

swer i i
;Ch::,ﬂ“ extendon ofthe internet with some level of inherent dis"iplinu
L
and ethics. . ; ;
» Cloud can be thought of unification of information technalogy With
" pusiness intelligence. “
id functionalities and web standarg,

3 T - merges virtualization, gnd
model which is delivered to the customers gye, th
e

ingle utalit

a single utaity ; ;

;:MML whereas the business intelligence defines the best cost schem
leading to win-win situation for both the cloud service provider g¢ w:ﬁ'
as the cloud service consumer.
Cloud brokers negotiate the best deals and relationships between th
cloud consumers and cloud providers. e
They can use specialized tools to identify the most appropriate cloud
resource and map the requirements of the application to it.

Cloud broker services are mainly categorized into three group :

a Service intermediation broker provides a service to a consumer
that enhances a given service by adding some value on top to increase
some specific capability.

Service aggregation brokerage service combines and integrates

into one or more services and ensures that data are modelled across
all component services and movement, security of data between

the service consumer and multiple providers.
c bS:pima:bitrage is similar to cloud service aggregation but services
. ::Ei wmawd are nqt fixed. In addition, these services provide
lity and opportunity for the service aggregator.

Quels. I What are the components of cloud ?

Components of cloud -
L »
F!]oud service consumer (or end user) :

L Cloud servie )
interact wjtli RH:T':” are the end users known as clients, which
requirement, ystem and demand for services as per their

i Theclient can s e
be categorized into the following three categories :

& Mobile cfj . o
'ﬂpmp: ;lazwar;dm"hlfa clients run the application from
demands for hjg, smart phones. This category of clients

er speed and high level of security.

n
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b. Thin clients:Thin clients neither have hard drives nor have
DVD ROM drives, and largely depend on the server.

¢ Thick clients : Thick clients are gelf-sufficient in terms of
ACCCRS0ries.

2. Cloud service provider:
Cloud service providers are the agents which host the servers in

i
the cloud and deliver service to the end users.
The major cloud providers ure Google, Amazon, Sales Force, IBM,

Microsoft and Rackspace.
3. Internet medium : Internet medium is the communication channel
between the consumer and provider where services are redirected.

i.

4. Datacentre:
Datacentre is the collection of servers where the applications

subscribed are housed.
It consists of storage, network, and server.

i

i
Give the characteristics of cloud.

Que 19

Answer
dapesry Dk Rge el

Chnractcrij-:ticu of cloud are :
Self-service on-demand : As a cloud consumer, users are privileged to

1.
request and provision computing capabilities bundled with services with
or without approval process powered by automation and workflows.

2 Ubiquitous network access : This is the characteristic by which end
user and server computing devices can be accessed over the network
even using the next generation heterogeneous devices such as

smartphone, tablets, thin and thick clients.

3. Resource pooling :
i Thischaracteristic 1efers to the pooling of resources across multiple

datacenters.
ii. These pooled virtual datacenters are then divided into multiple
pools to provide their services to various consumers in a multi-

tenant model.

These pools can have both physical and virtual resources.

The devices provided by this pool give the notion of location-
independent compute (storage, servers, processing, network
bandwidth, virtual machines, etc.), where the consumer does not
have contral or visibility about the service location and its geography.

il

iv.

4. Rapid elasticity :

i This characteristic makes the provisioning rapid and elastic.
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i This provisioning can be automatic and can flex-up and flex-down
on the basis of spikes of utilization.

i Theconsumecr can view the infinite capacity available as a service,
which can be bought at any point of time.

Que 1.10. I What are the challenges in cloud ?

=5

Challenges in cloud :

L Lack of control : In case of lack of control, by delegating the IT
management to a third party, the service consumer loses the ability to
directly control and monitor the execution of the submitted workload.

2 Security : For security, trusting a third party to store enterprises
confidential data is a source of potential concern and needs to be
effectively addressed by the cloud service provider.

3. Interoperability among multiple service providers : This leads to
avoid vendor lock-in, it is desirable to be able to run the same virtualized
application on clouds provided by multiple vendors. Appropriate standards
need to be in place for addressing this concern.

4 Resource management : The management of computing, storage
and other resources in a distributed system is recognized as a ‘hard’
problem.

Que 1.11. l Explain cloud services.

On the basis of user requirements, the cloud infrastructure has given various
servicing schemes in order to deliver the utility to the consumers or clients or
end users :

a Infrastructure-as-a-Service (IaaS) :

i  Infrastructure-as-a-Service (IaaS) model allows the customer to
provision processing, storage, network and other important software
such as operating system and applications.

i The consumer does not have control over the underlying
infrastructure but has control over the operating systems, storage
and deployed applications.

b. Platform-as-a-Service (PaaS):

i Platform-as-a-Service (PaaS) model provides capacity to the
customer to deploy the customer-created applications into the cloud
infrastructure using the programming language or tools supported
by the cloud provider.

1-12E (CSIT-Sem-7)
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'
1.

iii.

The consumer does not manage the underlying cloud infrastruciure
such as network, storage, etc., but has control over the deployed
applications.

It also provides solutions for integrating cloud computing into
existing application, services, and infrastructure with a market-
oriented approach.

¢. Software-as-a-Service (SnaS):

L

Software-as-a-Service (SaaS) model enables the customer to use
the provided application hosted on the cloud infrastructure.

In this model, the customer does not have any control over the
cloud infrastructure but has a little control over the application
configuration settings.

The applications are accessible from the client devices such as thin
client or web browser interface.

Fig. l.ll.l..Clou_d services.

Que 1.12. l List the benefits of cloud.

‘Answer

Benefits of cloud :

1. Increased agility on the IT datacenter resources and innovation.

9 Enabling of self-service portal and thus ensure Virtual Machines (VMs)
in less lead-times.

3 Adherence of SLAs as the VM Joad-times and down-times are significan tly

reduzed.
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4. Trial and error configuration tests can be c?nf‘!e at l.‘nse'. '
Complete control over cloud usage for administrators |5.posa:blc_
Scalability and flexibility allow the 1aaS cloud to almost deliver the promise
of unlimited IT services on demand.

7. Usage-based payment and not getting billed when the utilization
decreases.

8  Significant reduction in the costs for IT datacenter.

9. Dynamic sharing of the resources available in IT dl}tacemer through
private cloud so that demands can be met cost effectively.

10. Considerable increase in the utilization of resources of IT datacenter.

11. Increase in the operational efficiency of the resources in the IT
datacenter.

12. Achieve a greener datacenter.
13. Support for heterogeneous hardware vendors. Avoids vendor lecking.

Que 1.13. I Explain the evolution of cloud computing.

Evolution of cloud computing :
1. Grid computing :

. Grid computing appeared in the carly 1990s as an evolution of
cluster computing.

i Grid computing proposed a new approach to access large
computational power, buge storage facilities, and a variety of
services, Users can consume resources in the same way as they
use other utilities such as power, gas, and water.

ui.  Grids initially developed as aggregation of geographically dispersed
cluster by means of internet conneetion.

iv. These clusters belonged to different organizations and
arrangemcents were made among them to share the computational
power,

V.

Diﬂ'erenE from a large cluster, a computing grid was a dynamic
aggregation of heterogeneous computing nodes, and its scale was
nationwide or even worldwide. -
2 Utility computing :

i Utili.uf computing is a vision of computing,
provisioning model for computing services in w
as storage, com
packaged and o

defining a service
hich resources such
pute power, applications, and infrastructure are
ffered on a pay-use basis,
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i The business model introduced with utility computing brought new
requirements and led to an improvement of mainframe technology,
additional features such as operating systems, process control and
user metering facilities,

ii. The idea of computing as utility remained and extended from the
business domain to the ncademia with the advent of cluster
computing.

3. Software-ns-n-Service : Refer Q. 1.11, Page 1-11E, Unit-1.

4. Cloud computing : Refer Q. 1.1, Page 1-2E, Unit-1.

Que 1:14; | Discuss the architecture of cloud computing.

/Answer l

Cloud computing architecture refers to the components and subcomponents
required for cloud computing. These components consist of :

1. Front end platform :

i Cloud computing architecture consists of front end platforms called
clients or cloud clients.

ii. These clients comprise servers, fat (or thick) clients, thin clients,
zero clients, tablets and mobile devices.

iii. These client platforms interact with the cloud data storage through
an application (middleware), through a web browser, or through a
virtual session.

iv. The front cnd refers to the client part of eloud computing system. It
consists of interfaces and applications that are required to access
the cloud computing platforms like web browser.

2 Back end platform:

i.  The back end refersto the cloud itself. It consists of all the resources
required to provide cloud computing services.

b. It comprises of huge data storage, virtual machines, security
mechanism, services, deployment models, servers, ete.

i, It is online network storage where data is stored and accessible to
multiple clients.

3. Cloud based delivery : These include the following :
i. Software-us-n-Service (SanS): Refer Q. 1.11, Page 1-11E, Unit-1.

ii. Development-as-a-Service (DaaS) : Development as a service is
web-based, community shared development tools. This is equivalent
tolocally installed development tools in the traditional (non-cloud
computing) delivery of development tools.
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i, Platform-as-a-Scrvice (PaaS): Refer Q. 1.11, Page 1-11E, Unit.).

iv lnfrnst.ructure-ns-n-ScwiceﬂauSJ : Refer Q. 1.11, Page 1-11E,
Unit-1.

Network : The cloud network layer offers : :

i High bandwidth (low latency) : Allowing users to have
aninterrupted access to their data and applications.

i. Agile network : On-demand access (o resources requires t!m ability
to move quickly and efficiently between servers and possibly even
clouds. :

Network security : Security is always important, but when dealing
with multi-tenancy, it becomes much more important because we
are dealing with segregating multiple customers,

——— . e
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Que 1.15. | Write some applications of cloud computing.

A.nywer

A;ﬁpliéétions of cloud computing :

1

Big data analytics : From fraud recognition to statistical investigation,
big dﬂlﬁ[ exist universally. Analyse how Hadoop and great presentation
computing clusters can be set-up in both public and private clouds.

Develop and test : Build and test applications in on-requirement

platforms using constantly configured resources, lower expenditure,
and decreased release cycles.

| 1-16 E (CS1T-Sem-7)
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3. Disaster recovery : Public and private clouds facilitate commercial

‘Answer
¥ T L e

solutions to maintain highly accessible applications with flexible multiple

dotacentres and provider architectures, and reduce down-time and data
loss.

Gamingapplications : Distribute flexible capacity to assemble random
traffic actions and to lower expenditure for the ongoing life cycle
management by public and private clouds.

Web and mobile applications : Deploy mabile applications and web
applications that are extremely scalable and accessible across a range of
verified architectures, technologies and clouds.

Give limitations of cloud computing.

Limitations of cloud computing :

| L

Data protection :

i.  Dataseccurity is a crucial element that warrants scrutiny.

ii Enterprises are reluctant to buy an assurance of business data
security from vendors.

iii. They fear losing data to competition and the data confidentiality of
coOnsumers.

iv. Inmany instances, the actual storage location is not disclesed, adding
onto the security concerns of enterprises.

In the existing models, firewalls across datacentres (owned by
enterpriscs) protect this sensitive information.

In the cloud mode), service providers are responsible for maintaining
data security and enterprises would have to rely on them.

Data recovery and availability :

vi.

L All business applications have service level agreements that are
stringently followed.

ii. Operational teams play a key role in management of service level
agreements and runtime governance of applications.

ii. Inproduction environments, operational teams support :
a. Appropriate clustering and fail over
b. Data replication

System monitoring (transactions monitoring, logs monitonng
and others)

d.  Maintenance (runtime governance)
Disaster recovery

Capacity and performance management.



Cloud Computing

1-17E (CSIT-Sem

3

T

1-18 E (CS/IT-Sem-7)

Intreduction

Management capabilities : .
Despite there being multiple cloud providers, the managemeng
platform and infrastructure is still in its infancy. o
i. For example, features like Auto-scaling are a crucial rcquiremem
for many enterprises.
iii. There is huge potential to improve on the scalability anq loag
balancing features provided today. -
Regulatory and compliance restrictions :
L Insome of the European countries, government regulations do nof

i Itsavestime and money as many resources working together will
reduce the time and cut potential costs,

i.  Itcan be impractical to solve larger problems on serial computing
i It can take advantage of non-local resources when the local
resources are finite.

iv. Serial computing wastes the potential computing power, thus
parallel computing makes better work of hardware.

| Que I-.IB.'I Describe briefly the components of parallel computing.

allow customer’s personal information and other sensitive ‘Angwer '

information to be physically located outside the state or country,
i Inorder tomeet such requirements, cloud providers need to set-up
a datacentre or a storage site exclusively within the country g
comply with regulations. !
ui Having such an infrastructure may not always be feasible and isy
big challenge for cloud providers.

PART-2 6

Underlying Prianciples of Parallel and Distributed Computing, -
- Cloud Characteristics, Elasticity in Cloud,. . .
On-Demand Provisioning.. . - . ;

Questions-Answers

id

Long Answer Type and Medium Answer TypoQueat: ons
i ' sorga Tty ta it

1..

Que L.17. l Write a short note on parallel computing. Write the
advantages of parallel computing over serial computing. i

Answer , |

L

2

Parallel computing is a computation type in which multiple pruccssor!_l B
exccute multiple tasks simultaneously. 'r.

Problems are broken down into instructions and are solved concurrently,

The main reason for parallel programming is to execute code efficiently,

since psfrallt;l programming saves time, allowing the exccution of
applications in a shorter time. i

Advantages of parallel computing over serial computing are :

Components of parallel computing :

. Assign
Computing
problems parallel ]
computations
to processors
¥ l
Parallel S
algorithms | Mapping Hardware
and data architecture
‘,structurcs

Dperating system

[ F
Dependency I ming

analysis Bindi
High-leve] |P'nding Application software
languages (compile,
load)
Performance
evaluation
Fig. 1.18.1.

Computing problems :
i. Numerical computing : Science and engineering numerical
problems demand intensive integer and floating point computations.

ii. Logical reasoning : Artificial Intelligence (Al) demands logic
inferences and symbolic manipulations and large space searches.
Parallel algorithms and data structures :

Special algorithms and data structures are needed to specify the
computations and communication present in computing problems

(from dependency analysis).
Most numerical algorithms are deterministic using regular data
structures.
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ii. Symbolic processing may use heuristics or “°“'d°t‘3'ministici
scn_rcht’.‘s.

'Qn_e 1.1_B.r| What are the properties of distributed computing ?

Answer |

Properties of distributed computing :

L

. Parallel algorithm devclopment requires interd_isciplim,,;l[
interaction. 'i

Hardware resources @ _ 'l

i  Processors, memory, and peripheral devices (processing nodes) furm}
the hardware core of a computer system.

ii.  Processor connectivity (system interconnects, ne

ects, network), memory
ization, infl he syst hitecture. ‘
organization, influence the system architecture.

Operating systems @

L Manages the allocation of resources to running processes.

Mapping to match algorithmic structures with hardware architecture!
and vice-versa, processor scheduling, memory mﬂpping.i
interprocessor communication. ! . 1

.f
!
|
|

1
Fault tolerance :

|
L Whenone on some nodes fails, the whole system

can still work fine

except performance. ' I

i Need to check the status of each node. |

Each node play partial role : I
L

Each computer has only a limited, incomplete view of the syst,em.‘,
i.  Each computer may know only one part of the input,

Resource sharing : Each user can share the com
storage resource in the system with other users.

Loafl sharing : Dispatching several tasks to each node can help L=.hl11'e|I
loading to the whole system. '

puting power and

Easy to expand : We expect to use few time when adding nodes. Hc:lpc,l

to spend no time if possible.

Performance : Parallel com

utin ; {
distributed compating. p g can be considered a subset of

Write a short note on distributed computing. |

i
u

1-20 E (CS/TT-Sem-T7}

Introduction

Answer

) Bl hald = Lt

1. Distributed computing is a model in which components of a software

system are shared among multiplo computers to improve efficiency and
performance.

In distributed computing, each processor has its own private memory

(distributed memory). Information is exchanged by passing messages
between the processors.

computer.

(=1

A distributed system allows resource sharing, including software by
systems connected to the network.

The goal of distributed computing is to make network as a single

Examples of distributed systems / applications of distributed computing

are : Intranets, Internet, WWW, email.

Que 1.21. | Differentiate between parallel computing and distributed

computing.
S.No.| Parallel computing Distributed computing

1. It is a type of computation A system whose components are
in which many calculations | located on different networked
or the execution of computers, which communicate
processes are carried out and cbordinate their actions by
simultaneously. passing messages to one another.

2. It occursin a single It involves multiple computers.
computer.

3 Multiple processors execute | Multiple computers perform tasks
multiple tasks at the same | at the same time.
time,

4. Computer can have shared | Each computer has its own
memory or distributed memory.
memory.

b. Processors communicate Computers communicate with
with each other using a each other through the network.
bus.

6. Increase the performance Allows scalability sharing
of the system. resources and helps to perform

L computation tasks efficiently.
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m Explain briefly the architecture of distributeq

computing.

Answer

Architecture of distributed computing:
L Data-centered architecture:

i

L

.

These architectures identify the data as the fundamental element
of the software system and access to shared data is the core
characteristic of the data-centered architectures.

Therefore, especially within the context of distributed and parallel
computing system, integrity of data is the overall goal for such
systems.

The repository architectural style is the most relevant reference
model in this category.

It is characterized by two main components; the central data
structure, which represents the current state of the system, and a

collection of independent components, which operate on the central
data

The ways in which the independent components interact with the
central data structure can be very heterogeneous.

2. Data-flow architecture :

i

In the case of data-flow architectures, it is the availability of data
that controls the computation.

With respect to the data-centered styles, where the access todata is
the core feature, data-flow styles explicitly incorporate the pattern
of data flow, since their design is determined by an orderly motion
of data from component to component, which is the form of
communication between them.

Daul-ﬂ;ow architectures are optimal when the system to be designed
embodies a multi-stage process, which can be clearly identified into

a collection of separate components that need to be orchestrated
together.

3 Virtual machine architecture :

L

This class ofnrc!ﬁte_ctu.rnl styles is charncterized by the presence of
an abstmct‘ execution environment that simulates features that
are not available in the hardware of software.

Applications and system are im
. plemented and become portable
over different hardware and software environment as long as there

is an implementation of the virtual machj i i
1 : chine they inte
constitutes its execution. Y Fface with
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Call and return architecture :

i.

ii.

it

This category identifies all the systems that are composed by
components mostly connected together by method calls.

The activity of systems modeled in this way is characterized by a
chain of method calls whose overall execution and composition
identify the execution of one or more operations.

The internal organization of components and their connections
may vary.

Architectural hlyles based on independent components :

L

fry

This class of architectural styles model systems in term of
independent components having their own life cycle, which interact
to cach other in order to perform their activities.

There are two major categories within this class, which differentiate
in the way the interaction among components is managed :

a. Communicating processes : In this architectural style,
components are represented by independent processes that
leverage Inter-Process Communication (IPC) facilities for
coordinate management.

b. Event systems : In this architectural style, the components
of the system are loosely coupled and connected. In addition to
exposing operation for data and state manipulation, each
component also publishes (or announces) a collection of events
that other components can register with.

Que 1.23. | What do you mean by dynamic cloud infrastructure ?

Answer I

Cloud computing clients can access standardized IT resources to deploy
new applications, services, or computing resources rapidly without re-
engineering their entire infrastructure, thus making it dynamie.
Cloud dynamic infrastructure is based on an architecture that combines
the following initiatives :

1

a.

b,

Sorvice management : Offers business transparency and
automation across the pillars of business for consistent delivery.
Asset management : Maximizes the value of critical business and
IT assets over their life cycle with industry-tailored asset
management solutions.

Virtunlization and consolidation : Reduce operating costs,
improve responsiveness, and fully utilize the resourees.

Informatlon infrastructure : Helps businesses achieve
information compliance, availability, retention, and security
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objectives.
o Encrgy efficiency: Offers green and sustainable energy 8alutiong
for business.

£ Security : Provides end-to-end industry customized governance
risk management, and compliance for businesses.

g Elasticity : Maintains continuous business and IT operations whjje
rapidly adapting and responding to risks and opportunities.

Que 124, | Explain technologies used for distributed computing,

Technologies used for distributed computing are :
1. Remote procedure call:

i Remote Procedure Call (RPC) is the fundamental abstraction
enabling the execution of procedures on client's request.

It allows extending the concept of procedure call beyond the
boundaries of a processor and a single memory address space.

i The called procedure and calling procedure may be on the same
system, or they may be on different systems in a network.

iv. The system is based on a ¢client server model.

The server process maintains a registry of all the available nrocedures
that can be remote invoked, and listens for requests from clients
that specify which procedure to invoke together with the values of
the parameters required by the procedure.

vi. RPC maintains the synchronous pattern that is natural in process
procedure and function calls.

2 Distributed object frameworks :

L Distributed object frameworks extend the object-oriented

programming systems by allowing objects to be distributed across a
heterogeneous network and provide facilities so that they can
coherently act as if they were in the same address space.

Distributed object frameworks leverage the basic mechanism
introduced with RPC, and extend it to enable the remote invocation

ufo!uject methods and to keep track of references to object made
available through a network connection.

Distributed objects frameworks give the illusion of interaction with

@ local instance while invoking remote methods, This is done by a
mechanism called proxy-skeleton.

iv. Pro_xy l%nd skeleton always constitute a pair, the server process

maintain the skeleton component, which is in charge of executing
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the method remotely invoked, while the clients maintain the proxy

component allowing its hosting environment to remotely invoke
methods through the proxy interface.

9‘3 1.25.'| What are the characteristics of cloud computing ?

‘Answer |

éhmcterlstics of cloud computing are :

1. Ondemand self-service : Resources can automatically be provisioned
without the need of human interaction as and when needed.

2. Compalibility : Cloud services allow access to the data from any location
and on any device. Employees can work from anywhere,

3. Elasticity : Cloud services are scalable. Consumers can add resources
they necd and discard resources they do not want.

4. - Reliability : Cloud runs on multiple servers and is automated to run
even if one server foils. Resources are drawn from the other servers to
ensure continuity without any interruption.

5. Disaster recovery : With replication and storing across multiple servers,
cloud allows easy cost-effective solutions at times of data loss due to

. some theft or calamity.

6. Updates : Consumers need not worry about software updates and
technical issues. The cloud servers are located in different places away
from our business premises. The providers do all the updates and patches.

7.

Security : Cloud services offers enhanced security. We ean access our
data from any system even if we lose our personal device.

Que '1._2_6_:'! Write a short note on ;:ln.sticily in cloud.

Answer '

L TIPS L1

L

Incloud computing, elasticity is defined as “the degree to which a system
is able to adapt Lo workload changes by provisioning and de-provisioning
resources in an autonomic manner, such that at each point in time the
available resources match the current demand as closely as possible®.

2. Elﬁslin’ty is a defining characteristic that differentiates cloud comput.ing
from previously proposed computing paradigms, such as gnid computing.

3. The dynomic adaptation of capacity, by altering the use ot'co_mputing
resources, to meet a varying workload is called elastic computing.

4. Elasticity aims at matching the amount of resource allocated toa service
with the amount of resource it actually requires, avoiding over-
provisioning or under-provisioning.
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i i ired, should
. seianine i g, allocating more resources than required,
o &;::;&Tcll:: ?l:le'lie:-\-im provider often hasto pay for the resources that
are allocated tothe serviee. o s
] - onine e, allocating fewer resources required, must
6. Under-provisionng, t.¢ s bty cith & et

be avoided, otherwise the service cann

service,

Que 127. | What are the advantages of elastic cloud computing ? |

Answer I

Advantages of elastic cloud computing :

L

Cost efficiency:
{  Cloudisavailable at much cheaper rates than traditional approaches
and can significantly lower the overall IT expenses.

i By using cloud solution companies can save licensing fees as well as
eliminate overkead charges such as the cost of data storage,
software updates, management etc.

Convenience and continuous availability : Cloud makes easier
aceess of shared documents and files with view and modify choice. Public
clouds also offer services that are available wherever the end user
might be looted Moreover it guaranteed continuous availability of
resources and in use of system failure, alternative instances are
automatically spawned on other machines

‘Baclmp and recovery : The process of backing up and recovering data
is easy as information is residing on cloud and not on a physical device.
Thlse various cloud providers offer reliable and flexible backup/recovery
solutions.

Clo_ud ile'nvirunment friendly : The cloud is more efficient than the
lym_ca.l IT infrastructure and it takes fewer resources to compute, thus
saving energy.

Scalability and performance : Scalability is a built-in feature for
cloud deployments. Cloud instances are deployed automatically only

when needed and as aresult enhance performa i
2 nce with -
of computations. pe excellent speed

Que 128, l What are the disadvantages of elastic cloud computing ?

Disadvantages of elastic cloud computing ;

L Security and

cloud mmpuml:fi'g:y in the cloud : Security is the biggest concern in
infarmazionwef'lnu?pam“ essentially hide their private data and
¢ as remote based cloud infrastructure is vsed, it is
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then up to the cloud service provider to manage, protect and retain data

confidentinl.

Limited control : Since the applications and scr'-fi-::_es are running
remotely companies, users and third party virtual environments have
limited control over the function and execution of the hardware and

software.

Dependency and vendor lock-in : One of the mnjor_d.rnwba_clu of
cloud computing is the implicit dependency on the provider. It is also
called “vendor lock-in". As it becomes difficult to migrate vast data from
old provider to new. So, it is advisable to select vendor very carefully.
Increased vulnerability : Cloud based solutions are expos-ed on the
public internet therefore are more vulnerable target for malicious users
and hackers.

©00©
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Service Oriented Architecture.

Questions-Answers

Long Answer Type and Medium Answer Type Questions -

Que 2.1. | Briefly describe the Service Oriented Architecture (SOA).
Answer
1. Service Oriented Architecture (SOA) is an architectural approach in

which applications make use of services available in the network.

2. Service Oriented Architecture (SOA) is a style of software design where
services are provided to the other components by application components
through a communication protocol over a network.

3. SOA allows users to combine a large number of facilitics from existing
services to form applications.

4. SOA encompasses a set of design principles that structures the system
development and provide means for integrating componcents into a
coherent and decentralized system.

5. SOA based computing packages functionalities into a set of interoperable
services, which can be integrated into different software systems
belonging to separate business domains.

6. SOA provides a translation and management layer within the cloud
architecture that removes the barrier for cloud clients obtaining desired
services.

Que 2.2, l Explain the major roles of Service Oriented Architecture
(SOA),

| Answer |

There are two major roles of Service Oriented Architecture (SOA) :
1. Serviceprovider:

a.  The service provider is the maintainer of the service and the
organization that makes available one or more services for others
to use.

b. To advertise services, the provider can publish themina registry,
together with a service contract that specifies the nature of the
service, how to use it, the requirements for the service, and the
fees charged.



Cloud Computing

2-3E (CSIT-Som.,
R ol

2.  Service consumer:

o Theservice consumer can locate the service metadata in the regs ry
and develop the required client components to bind and yse the
service.

b.  Services aggregate information and data retrieved from other
services or zreate workflows of services to satisfy the request of
gIVen service consumer.

Que 2.3. | Describe the guiding principles of SOA.
Alnswerl

éﬁdhg principles of SOA :

1. Standardized service contract : Services adhere to a given

communication agreement which is specified through one or more service
description documents.

Loose coupling : Services are designed as self-contained components,
maintain relationship that minimizes dependencies on other services,

Abstraction : A service is completely defined by service contraets and

description documents. They hide their logic, which is encapsulated
within their implementation.

Reusability : Being designed as components, services can be reused
more effectively, thus reducing the development time and the associated

costs. It allows for a more agile design and cost effective system
implementation and deployment,

;.ack of state : By providing a stateless interaction pattern, service
increase the chance of being reused and aggregated, especially in a

saeqa.rio where a single service is used by multiple consumers belonging
to different administrative and business domains.

Discoverability : Services are defined by description documents that
constitute supplemental metadata through which they can be effectively

discovered. Service discovery provides an effective means for utilizing
third-party resources.

Composability : By using services as building blocks, sophisticated
and complex operations can be implemented. Service orchestration and
chufeo'graphy provide a solid support for composing services and
achieving the business goals.

Qs34 | What are the advantages and disadvantages of SOA ?

Answer l

Advantages of SOA ;

1L Service reusability : In SOA, upplications are made

_ . from existin
services. Thus, services can be reused to make many ap ‘

plications.

l

2
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Ensy maintenance : As services are independent of each other they

can be updated and modified easily without affecting other services,

3 Platform independent: SOA allows making a complex application by

combining services picked from different sources and are independent
of the platform,

4 Availability : SOA facilities are casily available to anyone on request.

g Reliability : SOA applications are more reliable because it is easy to
debug small codes rather than huge codes.

g Scalability : Services can run on different servers within an
environment, this increases scalability.

Disadvantages of SOA :

1. High overhead : A validation of input parameters of services is done

whenever services interact, which decreases performance as it increases
load and response time.

2 High investment: A huge initial investment is required for SOA

3. Complex service management : When services interact they
exchange messages to tasks. The number of messages may go in millions.
It becomes a cumbersome task to handle a large number of messages.

Que 2._5,;'—' Explain the application areas of SOA.

Answer - |

| Application areas of SOA are:

1. SOA infrastructure is used by many armies and airforce to deploy
situational awareness systems.

2. S0A is used to improve the healtheare delivery.

3. SOAisused in mobile solutions apps such as games and they use inbuilt
functions to run.

-

SOA helps to maintain museums a virtunlized stornge pool for their
information and content.

Que 2.6,

:

What are the benefits of using SOA ?

Answer

Benefits of using SOA :

1. Language neutral integration : Regardless of the cevelopiog

langunge used, the system offers and invoke services through a common
mechanism. Programming langunge neutralization is one of the key
benefits of SOA's integration approach.
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Que 2.7. | Explain horizontal layer of SOA architecture.

2-6E (CSIT-Sem.y,

Component reuse : Once an organization built an applicag;,
component, and offered it as a service, the rest of the "rg““imﬁﬂn%
utilize that service.

Organizational agility : SOA defines building blocks of capabilitiag |

provided by software and it offers some services that meet 80me

organizational requirement which can be recombined and integrateq
rapidly.

Leveraging existing system : This is one of the major use of (),
which is to classify elements or functions of existing applications and
make them available to the organizations or enterprise.

‘Answer.

SOA architecture is viewed as five horizontal layers :

L

2

3
4

5

Consumer interface layer : These are GUI base

‘ sed apps for end users
accessing the applications. ' :

Business process layer : These are business-use cases in terms of
application.

Services layer : These are whole-enterprise, in service inventory.

Service component layer : They are used to build the services

_ , uch -
as functional and technical libraries,

Operational systems layer : It contains the data model.

Que 2.8. | Explain vertical layers of SOA architecture,

Answe

A e i

Vertical layers of SOA architecture :

1

3
4

Integration
data integra
enterprise a

lay "”s!ﬂﬂ? with platform integration (protocols support),

tion, service integration, application integration, leading to

pplication integration supporting B2B and B2C.

gt;:fﬁ: :.h?wz:lc: h?’ er : Security, availability, performance etc.,
¢ the quality of service parameters whi

on required SLAs, OLAs. which are configured based

Informational layer : Provide business information,
Governance layer: IT strate

_ : gy is governed
achieve required operating an . dol.

ve hhorizontal layer to
d capability model.

Qha 29, l Explain the elements of SOA,

on |

e ————
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Answer |

Elements of Service Oriented Architecture (SOA) :

1.

SOA
T
& | | ]
A?r]:alriliz:f:n Service ::;E;, Service Bus
i ; I \
Contract Implementation [nterface
[ ! 1
Business logic Data
Application frontend :

a. Application frontends are active elements of the SOA, delivering
the value of SOA to the end users.

b. They initiate and control all activity of the enterprise system.

Service : It is a software component that encapsulates a high level
business concept.

Contract : It provides a specification of the purpose, functionality,
constraints, and usage of services.

Interface : Functionality of the scrvice exposed by the service to the
clients that are connected to the service.

Implementation : The service implementation provides the required
business logic and nppropriate data. It contains one or more of the
artifacts : programs, configuration, data and databases.

Business logic : Business process represented by the service.

Data ; Data represented in the service used by the service.

Service repository : It registers the services and their attributes to
facilitate the discovery of services, operation, access rights, owner,
qualities, etc.

Servicebus: A flexible infrastructure for integrating applications and
services by : routing messages, transforming protocols between requestor
and service, handling business events and delivering them, providing
Qo8, security, and managing the interaction among services.
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REST and Systems of Systems, Web Services, Publish-Subscrip,
’ Model.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

——

Que 2.10. | Write a short note on REST.

It

Representational State Transfer (REST) is a way of getting informatijon

content from a website by reading a designated webpage which contains
an XML file that describes and includes the desired content.

-

REST is used by cloud provider to provide updated subscription
information.

The provider could prepare a web page that includes content and XML
statements that are described in the code.

Subscribers only need to know the Uniform Resource Locator (URL)
for the page where the XML file is located, read it with a web browser,
understand the content using XML information, and display it
appropriately.

REST uses the same publishing approach that many sites use with RDF
Site Summary (RSS). RSS uses the Resource Description Framework
(RDF), which is a standard way to describe a website,

REST offers the following benefits :

L Itgives beltt‘?r response time and reduced server load due to its support
for the caching of representations.

2. Server scalability is improved by reducing the need to maintain session
state,

3. A_ﬂingh.f browser can access any application and any resource, so less
client-side software needs to be written.

4. A separate resource discovery mechanism is not needed, due to the use
of hyperlinks in representations.

5.

Ithasbetter long-term compatibility and evolvabili ty characteristics.

e ziL i What are HTTP methods used by REST architecture ?
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Answer l

The REST architecture makes use of four HTTP methods. These are :

1. GET method : This method helps in offering read-only access for the
resources.

Cloud Enabling Technologies

2 POST method : This method is implemented for creating a new resource.
3. DELETE method : This method is implemented for removing a resource.

4. PUT: This method is implemented for updating an existing resource or
creating a new one.,

Que 2.12. I Write a short note on RESTful API.

1. A RESTful API is an Application Program Interface (API) that uses
HTTP requests to GET, PUT, POST and DELETE data.

2. A REST{ul APl is referred to as a RESTful web service that is based on
Representational State Transfer (REST) technology, an architectural

style and approach to communications often used in web services
development.

3. REST technology is generally preferred to the more robust Simple Object
Access Protocol (SOAP) technology because REST leverages less
bandwidth, making it more suitable for internet usage.

4.  An API for website is a code that allows two software programs to
communicate with each other.

5. REST isalogical choice for building APIs that allow users to connect and
interact with cloud services.

REST{ul APIs are used by sites such as Amazon, Google, LinkedIn and
Twitter.

A RESTful API breaks down a transaction to create a series of small
medules. Each module addresses a particular underlying part 40!? Fhe
transaction. This modularity provides developers with a lot of flexibility.

Que 213, | Differentiate between RESTful web service and RESTless

web service.
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8.No.| RESTfulweb service

18 vy 1oy A=

interoperability between

A not has iy
the principle of REST. Sedon |
computer systems on the '

e |
internet, -
2 | UseREST. UseSOAP, ' ' o~y
3. | Support various data format Support XML fnrmh:
such as HTML, JSON, ete.
4. Us-:': URL to expose business Use the service mm'!
logic. business logic, L
|9 | Easier and flexible. Not easy and flexible. |i
6. Inherits security measures Defines its own securityla i
%, fer: !
from the underlying is more secure, % Band
transport protocols,
7. | Consume less bandwidth and | Consume more bandwidth ang
ol resources, resources,
Que;

22414 | What are the advantages of REST 7
Answer |
The advantages of REST are -

L. Separation between the client and the server:

& The REST protocol totall

Y separates the user interface from the
server and the data stora

ge.
For example, it imp:rc!ves the portability of the interface to other
types of platforms, jt increases the scalability of the projects, and

allows the different components of the developments to be evolved

indep-cndcntly.

2. Visibility, reliability and scalability ;

a  The separatjon be
advantage, that cach development ¢

without problem, I

an scale the produc
They can mj

Brate Lo other servers or make all kind i
ase, provided that th nds of changes
y.

e data from egch request is sent

L | Anapplication that provides Anapplicationm\\

9-10 E (CS/IT-Sem-7)
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c¢. The separation makes it easier to have the front and the back on
different servers, and this makes the apps more flexible to work
with,
3. The REST APl is always independent of the type of platform op
lmsuagcs H

a. The REST API always adapts to the type of
being used, which gives considerable freedo
testing new environments within the develo

syntax or platforms

m when changing or
pment.
b. Witha REST API we can have PHP, Java, Python Servers.

Que 2.15. | Write a short note on web services.

1. A web service is a software packa

ge that is used for communicating
between two devices or web entiti

es lying on the network.

2. They involve aservice provider along with a service requester, i.e., the
client.

3. Since web services are advantageous as they are language transparent,
so there is no issue whether

the fundamental system is providing the
service developed in Java, P

HP or any other language while the client
application is written in Python, Ruby, PerlorJ avaScript,

4. Task performed by web services :

i.  Webservices are searched for over the

accordingly.

ii. Asawebserviceiscalled, it would
for the client that has invoked th

network as well as call upon

be capable of providing operation
e web service.

Ql;q_-!-'._ll_i_.. :| What are types of web services ?

Two types of web services :
L SOAP web services :
L

The abbreviation of SOAP is Service Oriented Architecture Protocol.

It is an XML based protocol having the main benefit of implementing
the SOAP web service as its security.

i

iii. SOAP offers a wrapper for sending a web service based messages
over the Internet by the help of HTTP protocol. All its messages are
usually in XML format.
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i - i :Each i
iv. The SOAP message consists of : c. Self-descriptive messages message includes enough

information to describe how to process the message so that

a  SOAPdocument has a root element termed as the < server can easily analyse the request.

X i En\’e]n
element. This element is the initial element ugeq

in an XMy d Hypermedia As The Engine of Application State
document. (HATEOAS) : It need to include links for each response so
b Thennext the "Envelope” which is categorized into two Paryy’ that client can discover other resources easily.
The former is the ‘header,’ and the later is the ‘body.’ i
¢. The header includes the routing data that is essentially yp, 2 e e S e e aLn en Al i et i
information telling the XML document to whom or for Whigy 7 contained within the request itself and server would not store
the client needs to be sent to. anything related to the session.
d  Lastly, the body includes the actual message. i InREST, the client must include all information for the server to
2 REST (Representational State Transfer) web services : fulfill the request whether as a part of headers or URI.
i REST service is not a collection of paradigm or specific rules, it g, Cacheable: -
instead the style architecture for software. i~ Every response should include whether the respoll::e is lﬁ;hia:ﬂe
i at the
i. Those appsthat are designed using this architecture are col]ectiq.rej, oer not and for how much duration responses can be cac
termed as RESTful web services. client side.

ii It establishes the resources through the use of URL as well g
depends on the nature of the transport protocol (like HTTP's: GET,
PUT, POST, DELETE, etc.) used to perform the resources.

iv. Allocation of resourcesin REST depends on the URL. It is more like
conventions based application.

ii. Client will return the data from its cache for any suh.sequent request
and there would be no need to send the request again to the server.

4. Client-Server:
i  REST application should have client-server architecture.

ii. A client is someone who is requesting resources and are not

concerned with data storage, which remains internal to each server,
Que 2.17. I Explain architectural constraints of web services. and server is someone who holds the resources and are not
- = concerned with the user interface or user state.

6.  Layered system:
i Anapplication architecture needs to be composed of multiple layers.

ii. Each layer does not know anything about any layer other than that
of immediate layer and there can be lot of intermediate servers
It is a key constraint that differentiates between a REST API and

Architectural constraints of web service are ;
L Uniform interface :
L

between client and the end server.
e SRR . - iii. Intermediary servers may improve system availability by enabling
ii. It suggests that there should be a uniform way of interacting with load-balancing and by providing shared caches.
agwven server irrespective of device or type of application (website,
mobile app).

6 Code ondemand:

ii. Th ideli i Itisan optional feature. According to this, servers can also provide
o Thereare four guidelines principle of uniforrm interface: |

a. Resource executable code to the client.
t urce-based : Individual resources are identified in
requests,

h. l(iélltlml:::lnlion of resources through representations :
wiient has representation of resource ' i
e and it contains enough

odify or delete the reso
1 _ urce on the server,
provided that it hag permission to do sg,

Que 2.18..| Differentiate between REST and SOAP.

TR P ET
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Answer
S.No. _REST . BOAP'! 1< i
REST is Representational | SOAP is Service Om
State Transfer. Architecture Protocol.
It is an architecture style. It is a protocol. S

3 |Itusessimple HTTP protocol. | It uses SOAP envelop and then
HTTP to transfer the data,
It supports many different | It supports only XML format_
data format like JSON, XML,
YAML ete.
Performance, scalability, and | Slower performance ur;r
caching is high.

scalability is bit complex, caching
not possible,

It 1s used widely and

It is used where REST is not
frequently.

possible.

Que 2.19. | Explain briefly publish-subscribe model.

L

‘Answer

In software architecture, publish-subscribe pattern is a message pattern,
a network oriented architectural pattern, which describes how two

different parts of a message passing system connect and communicate
with each other,

_ln modern cloud architecture, applications are decoupled into smaller,
independent building blocks that are easier to develop, deploy and
maintain.

Publish/Subscribe (Pub/Sub) messaging provides instant event
notifications for these distributed applications.

The publish-subseribe model allows messages to be broadeast to different
parts of a system.

Publish-subscribe is a sibling of the message queue paradigm, and is one
part of a larger message-oriented middleware system.

Meu-amng systems support both the pub/sub and message queue models
in their APL. For example, Java Message Service (JMS),

This pattern provides greater network scalability and a dynamic network

topology, with a resulting decreased flexibility to modify the publisher
and the structure of the published data.

2-14 E (CIT-Som-7)
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'Que 2.20. l Explain how publish-subscribe model works.

working of publish-subscribe model :

l Publisher ;810_ Publish/subseribe channel } E

1.

o

[=2]
b

=

Quezal

Message

Mesrage

Subsenber

# Subseriber

Publisher : Publishes messages to the communication infrastructure.
Subscriber : Subscribes to a category of messages.

ication i lasses) : Receives
Communication infrastructure gchunel! ¢ R
messages from publishers and maintains subscriber subscription.

The publisher will categorize published messages into classes where

subscribers will receive the message.

A publisher has one input channel that splits into multiple output

channels, one for each subscriber.

Subscribers can express interest in one or more classes and only receive

interested message.

i d subscriber are unaware of each
In pub/sub model the publisher an : : ach
other. The publisher sends messages to subscribers, without konowing

about subscriber.

1 i 13
Subscriber receives messages, without having knowledge of th

publishers. If there are no subscribers aro

information, the message is dropped.

Answer |

und to receive the topic-based

What are the benefits of publish-subscribe model ?

= ; i el :
Following are the benefits of F"'-""l"h'!"'ltmm.m3 mi;ﬂm stems can be
1. It decouples subsystems that need to commUniEe rly :mnnged even
managed independently, and ;?ssngns can be prope
if one or more receivers are offline. 2 the sender. The
2. Itincreases scalability and improves responsiveness of

sender can quickly send a gingle message

to the input channel, then
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processing responsibilities. The Mesy i {i. Dramatic increase in control :

return to its core
s : a . +
sible for ensuring messages dc]ivereglnﬂ a. Virtualization provides a flexible foundation to provide capacity

infrastructure is respon ;
interested subscribers. tg according to the demand for an organization.
New servers can be quickly deployed. Therefore, services can

3 It improves reliability. Asynchronous messaging helps applica;,, b.
continuously run smoothly qndor increased loads ang haﬁzh be provided within minutes.
intermittent failures more effectively. le c. It is also easy to ship the infrastructure when it is deployed

4 Itallows scheduled processing. Subscribers can wait to pick up Mesgs, using virtualization techniques.
until ofl'-_peak hours, or messages can be routed or processed accordiy jii. Simplified disaster recovery:
to a specific schedule. & o More efficient and cost effective disaster recovery solutions

5. Itenables simpler integration between systems using different Platform, I' can be realized with virtualization technologies.

prng-rampning languages, or mqlmt%nicahan p_-rob:_im[s, as well as betweer b. Serversand online business can be transferred to an alternate
on-premises systems and applications running in the cloud. a site within minutes with the help of virtualization.

6. It facilitates asynchronous workflows across an enterprise, iv. Business readiness assessment :

7. Itimproves testability. Channels can be monitored and messages can be a. Virtualization introduces a shared computing model to an

enterprise and it is easy to understand infrastructure
requirements in a virtualized environment.

PART-3 e2icn 2 i Virtualization can help to:

1. ‘Reduce the cost of the existing infrastructure by reducing operational

inspected or logged as part of an overall integration test strategy

Basics of Virtualization, Types of Virtualization, [ :

» » Implementati : i :

Levels of Virtualization.. - .. Oﬂ and systems management cos.t while maintaining the needed capacity.

2. Reduce the complexity of adding to the infrastructure,
it S T = — l 3. Gatherinformation and collaboration across the organization to increase
Questions-Answers' ' * -0l d both the utilization of information and its effective use.
Long Answer Typle oy e S T 4 Deliver on-Service Level Agreement (SLA) response time during spikes
g : and Medm:jnl A-“-’I - “'_lf_il:- 'I_ YPE{ i Qll_es@iopss A in production and test scenarios.

— ' 5 Build a heterogeneous infrastructure across the organization that is

Que 2.22. I Define virtualization. Why it is needed 7 more responsive to the organization’s needs.

Explain various current virtualization initiatives.

L ﬁrtﬁajizatinn 1s an abstracti - - Answer
: ction layer (hypervisor) that dec Flriavilic i g
F:‘lf::;?] ha.rdj"flre from the Operating System (0S) to deleifr?;pg]rf att}:: ! Various current virtualization initiatives are :
2 The m“:;ﬂt@zatmn and flexibility. ; 1. Virtual CPU and memory :
multiple m"ﬁtm" P:::thnn P!'C:'-'ideg the isolation of platform and allows i,  Physical CPUsand RAM canbe dedicated or dynamically allocated
=R €sses to run multiple virtual machines on the same physical to virtual machines.
3. Following are the benef; ) i As there is no OS dependency on the physical hardware, with the
L Mo ; nefits provided by virtualization : ~ CPU checking off, virtual machines can be migrated to different
ney saving : hosts, with background changes to the physical CPU and memory

a.  With virtualizat resources being transparent to the guest 0Ss running on virtual
ion tech . ' B par gu
can be reduced. nology, the number of physical servers machines.

b. Therefor
e, the ongoin
: . g procurem il
Ongoing operational costs will also b:]l-l:;juc:intenance, and

PN
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2 Virtual networking : e

i is creates a virtual ‘network in a box’ solution that allgy,

i E-:n-isc-l’m manage virtual machine network traffic through‘l:e
physical Network Interface Controller (NIC) and allows eqeh, °|'l.he
virtual machines to have a unique identity on the network fmu:
the physical host.

2  Virtual disk:

i  Storage Area Network (SAN) based storage is presented as storage
targets to the physical host, which in turn used to host virtua]
machine’s vdisks (virtual disks).

4 Consolidated management :
i  The performance and health of virtual machines and guest 084

can be monitored and console access to all of the servers cap be
obtained via single console. |
5 Virtual machine:

i Active virtual machines can be transparently transferred across
physical hosts with no down-time and no loss of service availability
or performance.

i The virtual machine's execution state, active memory, network
identity, and active network connections are preserved across the
source and destination hosts so that the guest OS and running
applications are unaware of the migration.

6 Storage virtual machine :

L Vdisks of active virtual machines can be seamlessly and
transparently transferred across data stores, while the execution
state, active memory, and active network connections remain on
the same physical host.

7. Dynamic load balancing :

L Dynamically load balances virtual machines across the most optimal
physical hosts to ensure that pre-defined performance levels are
met.

i Virtual machines can be automatically and seamlessly transferred
to a less busy host if a particular host in a resource pool isina high
utilization state. - "

:u. Different resource pools can be defined for different business needs.
wv.  Forinstance, production peols can be defined with more demanding
service level requirements, while development pools can be used
with more relaxed service level requircments,
8. Logical Partitions (LPARs) :

i LPA_'Rl.q result in hnrdv?nre layer logical partitioning to create two or

EL isolated computing domains, each with its own CPU, memory

. ress space and L0 interface, with each domain capable of housing
separate OS environment on single physical server.,

18 E (C/IT-8em-7) Cloud ;
e g g
ii. LPARscan share CPUs or have dedicated physical CPU,

ii. Likewise, an LPAR can be a dedicated physica] memory address

space or memory addresses can be d ;
LPARSs as needed. ynamically allocated among

9. Logical Domains (LDOMs) :

i Operating systems running in each logical doma;
independently managed, that is, stopped, st f'::;ﬂ r:tn be
without impacting other LDOMs running on the host. booted

ii. A Type 1 'bare-metal’ hypervisor isolates computi :
from physical resources. fg environments

iii. Furemmp]e,dnmhmamssdhﬁmtthrmmhe,pmm y
the multithreading technology, because the hypenh::u;f

dynamically managing and encapsulating the allocation of physical
resources.

10. Zones:

i Zoneis an OS-level virtualization solution rather than a hardware-
level hypervisor solution.

ii. Eachzone is an encapsulated virtual server environment running
within a single OS instance.

ii. As such, zones share a common kernel, through a global zone,
although ‘non-native’ zones can emulate an OS environment other
than that of the host's native OS.

Que 2.24. | What are the advantages and disadvantages of
virtualization ?

Answer_|

Advantages :
1. Virtualization software reduces VMM complexity.

2. Improves functionality.

3. Increase performance.

4. Provides server consolidation, testing and development, the provision of
dynamic load balancing and the disaster recovery and also improves the
system reliability and security.

5. Conscrvation of energy, maintenance of legacy application and
supporting a cross-platform office.

Disadvantages :

1. High risk in the physical fault.

2. Itis also not easy, quite complicated.

3. Not supported by all applications.
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4 It has single point of failure, demands power machines, ﬁm“]imtiun
‘ may lead to lower performance. "

5 Application is identified to be always not possible.

E‘,Tu_;l Write a short note on server virtualization,

Answer

i.. - S_ca-'ver virtualization works asa masking of the Sf:nfer computer thyy
comprises the count and identity of resources with servers, storage.
processors and OS from the end user.

9 Administrators divide the physical server into multiple isolated VMg
talking to same resource pools. _

3 Virtualization of servers provides an abstraction of the physical server
by maintaining resource pools for server users (Fig. 2.25.1).

— B
Application Application

[ Operaling system ‘ ' Operating system l

|FPU, Memory, Disk ‘ |_CPU. Memory, Disk I

| VirtualizationHypervisor ]
L (] o]
' Fig. 2.25.1. Server virtualization. |
Virtual machine :
L Vmw_al machine can be termed as a virtual environment, partition, or
container.

2. Inaserver environment, a server that does not physically exist but is
created on a different server is called ‘guest’,

The instance where a virtual machine runs is termed as ‘host’,
These hosts can have multiple VMs running on the physical server.

All VMs assigned 10 a pool of resources can be i i
pool-based available resources, i e ﬂSﬁ.'Fde te

When a user talks to this VM, he/she is privileged to use his/her VM as

a physical server with all functionalities sing e
such as accessing the'0Ss,
CPU, memory, and hard disk from the common pool. ¥

The hypervisor virtuali T
i ﬁm. irtualizes multiple virtual servers hased on supported

Eachvi inpi ;
“achvirtual machine is bundled with an 0S, CPU, hard disk, and memory.
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w.-tunll:alion technologies : Two major types of technologies are
cmployed in server virtualization ;

o Hardware virtualization :

i  Hardware virtualization is also known as hypervisor-based
virtualization, bare-metal hypervisor, type 1 virtualization, or
simply hypervisor.

i This virtualization technology has a virtualization layer running
immediately on the hardware which divides the server machine
into several , virtual machines or partitions, with a guest 0S
running in each of these machines. :

iii Thebinary transparency is provided by avirtualized approach
and products enable the transparency for 0Ss, middleware,
and applications.

b. OS virtualization :

i This type of server virtualization is also known as 0S-based
virtualization, 0S-level virtualization, or type 2 virtualization.

ii. 08 virtualization creates virtualization environments within a

"' gingle instance of an OS.

iiiL.  Virtual environments created by OS virtualization are often
called ‘containers’.

iv. Because all virtualization environments must share resources
ofasingle 08 while having a private virtual OS environment,
a particular implementation of the technology may alter the
file system orientation and often introduce access restrictions
to global system configuration or settings.

[ )
[Application]| | [Application]
[ Guest 08 || | [ Guest 0S|
[ Application B | Hypervisor ]
| Host S B
L| Hurdware ]J

| Fig. 225.9. S virtiafizaion,

L a®

Que 2.26. l What are the types of virtualization ?

Answer |

Types of virtunlization :
L 08 virtuulization :
i Virtuulizingnnopcmtingsystcmcnvirnnmentisthemmtcommﬂn
form of virlualization.
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ii It involves putting a second instance or multiple instan
operating system, like Windows, on a single machine,

i This empowers businesses to reduce the amount of |, -
hardware required to run their software by cutting down the num;:'l
of actual machines.

iv. It saves companics cash on energy, cabling, hardware, rack g
and more, while still allowing them to run the same Quantiy, 01"
applications.

2 Application-server virtualization :

L Application-server virtualization is also referred to as ‘g
load balancing,’ as it spreads applications across servers an
across applications, )

i This ensbles IT departments to balance the workload of Speci
software in an agile way that does not overload a specific server o,
underload a specific application in the event of a large Project oy
change.

o It also allows for easier management of servers and a
since we can manage them as a single instance.

3. Application virtualization :

L Application virtualization operates application on computers gg if
they reside naturally on the hard drive, but instead are running on
a server. ;

i Theability to use RAM and CPU to run the programs while storing
them on a server, like through Microsoft terminal services and
cloud-based software, improves how software security updates are
pushed, and how software is rolled out.

4 Administrative virtualization :

L Administrative virtualization is one of the lcast-known forms of

virtualization, likely due to the fact that its primarily used in data
centers.

oy U‘r iy

d‘-'&ncgq
d sen'en

Pplicationg,

i The concept of administration, or ‘management,’ virtualization

means segmented admin roles through group and user policies.

5  Network virtualization : Network virtualization involves virtually
managing IPs, and is accomplished through tools like routing tables,
NICs, switches, and VLAN tLags.

6.

Hardware virtualization : Refer Q. 2.25, Page 2-19E, Unit-2.
7. Storage virtualization :

L SFnrage virtualization is an array of servers that are managedby?
virtual storage system,
i These

Fvers are not aware of exactly where their data is stored.

Cloud Enabling Technologies
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Mmal’ A |

yarious implementation level of virtualization :
j. Instruction Set Architecture (ISA) level :

1

e

2 Hardware abstraction level :

i

ii.

At the ISA level, virtualization is performed b emulati :
[SA by the ISA of the host machine. ¥ emulating a given
The basic emulation method is through code interpretation

An interpreter program interprets the source o i
instructions one by one. ons to target

One source in;truction may require tens or hundreds of native
ular-gcr, instructions to perform its function. This process is relatively
slow.

For better performance, dynamic binary translation is desired.
This approach translates basic blocks of dynamic source Imstructions
to target instructions.

The basic blocks can also be extended to
blocks to increase translation efficiency.
AVirtual Instruction Set Architecture (V-ISA) thus
a processor-specific software translation layertot

program traces or super

requires adding

he compiler.

It is performed right on top of the bare hard.ware and generates a
virtunl hardware environment for a VM.

The idea is to virtualize a computer's resources, such as its
processors, memory, and V'O devices so-as hardware utilization
rate by multiple users concurrently may be upgraded.

1 Operating system level :

L

1

OS-level virtualization creates isolated containers on a single

physical server and the OS instances to utilize the hardware and
software in data centers.

The containers behave like real servers. OS-level virtualization is
commonly used in creating virtual hosting environments to allocate
hardware resources among a large number of mutually distrusting
users,

Library Support Level Virtualization with library interfaces is
possible by controlling the communication link between applications
and the rest of a system through API hooks.

1 Library support level :

L

i

Virtualization with library interfaces is possible by controlling the
communication link between applications and the rest ofa system
through API hooks.

The software tool WINE has implemented this approach to support
Windows applications on top of UNIX hosts.
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5 User-application level :

i

23

Virtualization at the application level virtualizes an application 5,
VM. 1
On a traditional 0OS, an application often runs us o process,

ii.. Therefore, npplication-levcl virtualization is also knowp

process-level virtunlization. The most popular approach is to dOplo,
High Level Language (HLL).

Application level

JVM/.NET

Library (user-level APT) level

WINE/Visual MainWin

Operating system level

Virtual Enuironmenb‘FVM

Hardware abstraction layer (HAL) level

VMware/Virtunl PC/Xen/
User mode Linux/Cooperative Linux

Instruetion set architecture (ISA) level

Bochs/BIRD/Dynamo

Fig 2271,

PART-4

il

Virtualization Structure, Tools and Mechanism, Virtualization of

CPU, Memory, I/ 0O Devices, Virtualization Support and |
: - Disaster Recovery. . ... . 1 Y
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Qn'e 2.28. Describe virtualization structure.

i In virtualization structure, the operating system manages the hardware,
Avirtualization layer is inserted between the hardware and the operating

2 system. The virtualization layer is responsible for converting portions of
the real hardware into virtual hardware. ‘
3, Therefore, different operating systems such as Linux and Windows can

run on the same physical machine, simultaneously.

5. Dependingon the position of the virtualization layer, there are several
classes of VM architectures:

i Hypervisor(\'irtuu.'l Machine Monitor) architecture

i Para-virtualization

ii Host-based virtualization

Que 2.29.. l Describe hypervisor architecture and Xen architecture.

Answer. |
Hypervisor architecture :
]

. The hypervisor supports hardware-level virtualization on bare-metal
devices like CPU, memory, disk and network interfaces.

9 The hypervisor software sits directly between the physical hardware
and its OS.

3. Thisvirtualization layer is referred to aseither the VMM urthehype{ﬁsur.
The hypervisor provides hypercalls for the guest 0S and applications.

4. Depending onthe functionality, a hypervisor can assume a micmke'rnlel
architecture like the Microsoft Hyper-V, or it can assumé a mm_mhi_.hlc
hypervisor architecture like the VMware ESX for server virtualization.

5. A microkernel hypervisor includes only the basic and unchanging

functions (such as physical memory management and processor
scheduling). The device drivers and other changeable components are

outside the hypervisor.

6. A monolithic hypervisor implements all the
including those of the device drivers.

mentioned functions,
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The Xen architecture :

—_Th

1. Xen is a microkernel hypervisor, which separates the policy from the
mechanism.
2. The Xen hypervisor implements all the mechanisms, leaving the poli
to be handled by Domain 0. cy
3. Xen does not include any device drivers natively. It just Provideg
mechanism by which a guest 0S can ‘
4. Xen provides a virtual environment located between the hardwarg and
the OS.
5. The core components of a Xen system are the hypervisor, kernel, apg
applications.
6. Like other virtualization systems, many guest OS can run on top of the
hypervisor.
7. The guest OS, which has control ability, is called Domain 0, and the
others are called Domain U.
8. Domain 0is a privileged guest OS of Xen. Domain 0 is designed to access
hardware directly and manage devices.
9. The responsibilities of Domain 0 is to allocate and map hardware
resources for the guest domains (the Domain U domains).
Control, VO
(Domain 0) Guest domain Guest domain
= =] |> = > | > = 2| |=] |>
2 3 1] EE ] 1Bl IE 1] 12
U] L8] |B) (&) (2] |(&]]g]le| g
| Domain U—I | XonoLinux | [ XonoWindows |
l_ XEN (Hypervisor) I
I_ Hardware devices ]
i, 229,
Que 2.30,

Write a short note on binary translation with full

virtualization,

Describe host-based virtualizati

OR
on.

pin
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) n!".'l" translation with full virtualization :
u .
Full virtualization :
Lo With full virtualization, non-critical instructions run on the

directly while critical instructions are discovered ang .
traps into the VMM to be emulated by software, replaced with

i Both the hypervisor and VMM approaches are co
virtualization.

ji. Critical instructions are trapped into the VMM because bi
translation can incur a large performance overhead.

iv. Non-critical instructions do not control hardware or i i
security of the system, but critical instructions do,

v. Therefore, running non-critical instructions on hardware not only
can promote efficiency, but also can ensure system security.

¢ Binary translation of guest OS requests using a VMM :
i,  VMware puts the VMM at Ring 0 and the guest 0S at Ring 1.

ii. The VMM scans the instruction stream and identifies the privileged,
control and behaviour sensitive instructions,

L

nsidered ful]

iii. When these instructions are identified, they are trapped into the
VMM, which emulates the behaviour of these instructions. The
method used in this emulation is called binary translation.

iv. Full virtualization combines binary translation and direct execution.
The guest OS is completely decoupled from the underlying
hardware. Consequently, the guest OS is unaware that it is being

Direct
Ring 3 User apps execution
of user
Ring 2 requests
Ring 1 Guest 03
Binary
; translation
Ring 0 VMM of OS
requests

Host computer
system hardware

Fig 2301
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t-based virtunlization :

ive VM architecture isto install o virtualization layer

at g .
i :::;“:ﬁg; host OS. This host OS is still responsible for mﬂnagi;:
the hardware.
i The guest OS are installed and run on top of the "iftunlizaun
lnyer. ;

Dedicated applications may run on the VMs. Certainly, some othe;

Answer |

Para-virtualization :

i ]
' applications can also run with the host OS direetly.
iv. Advantages of host-based architecture :
a. The user can install the VM architecture without modify;
the host OS. The virtualizing software can rely on the hogt 08
to provide device drivers and other low-level services. This will
simplify the VM design and ease its deployment.
b. The host-based approach appeals to many host machip,
configurations. Compared to the hypervisor/VMM architectyre
the performance of the host-based architecture may also b
low.
Que 2.31. Describe para-virtualization.

| Application J | Application

Para-virtualized Para-virtualized
guest operating guest operating
system system

Hypervisor/VMM

Hardware

'Fig.231.1.

| 35 i I
Para-virtualization needs to modify the guest operating systems.
A para-virtualized VM provides special API requiring substantial 03
modifications in user applications.
The virtualization layer can be inserted at different positions in a machiné
software stack.
Para-virtualization attempts to reduce the virtualization overhead, and
thus improve performance by modifying only the guest OS kernel.
The guest operating systems are para-virtualized. They are assisted by

an intelligent compiler to replace the non-virtualizable OS instructions
by hypercalls.

g-28E(C §/1T-Sem-7)
s
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The traditional X86 proceasor offers four inst
Rings 0. 1. 2| ﬂnd 3.

The lower the ring number, the higher the privilege of; -
executed. Instruction being
The OS is responsible for managing the hardware ang 0
instructions to execute at Ring 0, while user-leve] ﬂppli:elimn o
Ring 3.

Tuction execution rings:

Ring 3 User Apps
Ring 2 Direct
execution
! of user
Ring 1 requusts
oo Paravirtualized
Ring Guest OS
H_ypercal!s to the
Virtualization layer virtualization
layer replace
7 non-virtualizable
Host computer 0S instructions
system hardware
Fig 2311,
Que 2.32. | What are the various tools of virtualization ?

Various tﬁbls of virtualization are :

1.

2  KVM (Kernel-based Virtual Machine) :

Ganeti:

i Ganetiis a cluster server management tool developed by Google.

i Ttis built on existing virtualization technologies like KVM, Xenand
other open-source software. :

ii. Ganeti wasinitially started as a VMware alternative for managing
networks, storage, and virtual machines and notas acloud platform,
meaning it lacks several of the features that come with larger open
cloud projects.

iv. It was designed to bandle cluster m
and offer quick and casy recovery
commodity software.

anagement oi'\ri.rf.uﬂ-l servers
after physicn! failures using

L KVM is an open-source virtualization tool for Linux and contains

virtualization extensions (AMD-V or Intel VT).

SR Sy — Ty A e sk e R e e Py e T T
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L CPU virtualization is a

iy
i.. Itcaneither be operated in emulation or hardware mode, However

without the CPU extensions, the overall performance will bo poor
iii. Itwas designed for command line.

iv. KVM has a decent management interface that enable users to
perform actions like launching and stopping virtual machines or
taking screen shots with ease,

oVirt :

i oVirtisavirtualization solution used to manage/create virtual data
centers. oVirt manages storage options, virtualized networks, and

virtual machines using interactive an easy to use web-based
administration and user portal.

L oVirt supports several advanced virtualization features like live
storage migration, high availability, and the ability to control and
schedule the deployment of virtual machines.

Packer:

L Packer can be used by system admins to build and subscquently
manage the operations of virtual machine images.

i. The same commands and files can be used to build an image on
Digital Ocean, AWS or for vagrant and VirtualBox.

fii. This enables us to use the same system for development which we
then create in production.

Vagrant :
i Vagrant is a command-line tool that provides a framework and

configuration format for creating, managing and distributing
virtualized development environments.

i. Vagrant enables usersto share their running vagrant environment
via the internet.

L Xenisa best Linux hypervisors.

i The Xen hypervisor is inserted between the server's hardware and
the operating system.

uL  This creates an abstraction layer that allows multiple guest operating
systems to be concurrently executed on a single physical server.

v.  Xenis included with moest popular Linux distributions like Fedora,
RHEL, CentOS, Ubuntu, and Debian,

Q_ue_‘!.aa.l Write a short note on CPU virtualization,
|_! ad

o -

hardware feature that allows a single processor

toact as if it was multiple individual CPUSs,

2.0 E (CS/IT-Sem-7) Cloud Enabling Technologies
e ting system to eff

is allows an operating system to efectively & efficiently utit:
2 ’(I;‘}IEU power in the computer. ¥ utilize the

CPU virtualization goes by different names de
manufacturer.

or Intel CPUs, this feature is r:a]]ed Intel Virtualization T,
fnwl VT, and with AMD CPUs it is called AMD.V. Regard |echn°lum :ﬁ&:
is called, each virtualization technology

provides generally the
features and benefits to the operating system. same

CPU virtualization is disabled by default in the BIOS ang needs to be
enabled in order for an operating system to take advantage of it
CPU virtualization involves a single CPU acting as if it were multiple
separate CPUs. The most common reason for doing this is to run multiple
different operating systems on one machine.

CPU virtualization emphasiz.e? performance and runs d; on the
available CPUs whenever possible. ety

pending on the CpPy

The underlying physical resources are used whenever possible and the
virtualization layer runs instructions only as needed to make virtual
machines operate as if they were running directly on a physical machine.

Que 2.34. | Describe memory virtualization in cloud computing.

1.

Answer

o RLERES L

‘Memory virtualization decouples volatile Random Access Memary (RAND

resources from individual systems in the data center, and then aggregates
those resources into a virtualized memory pool available to any computer
in the cluster.

The memory pool is accessed by the operating system or applications
running on top of the operating system.

The distributed memory pool can then be utilized as a high-speed cache,
a messaging layer, or a large shared memory resource for a CPU.

Memory virtualization allows networked and distributed, servers to share
a pool of memory to overcome physical memory limitations, a common
bottleneck in software performance.

With this capability integrated into the network, applications can take
advantage of a very large amount of memory to improve overall

performance, system utilization, increase memory usage efficiency, and
enable new use cases,

Memory virtualization implementations are distinguished from shared
memory systems.

Shared memory systems do not permit abstraction of memory resources,
thus requiring implementation with a single operating system instance
(i.e., not within a clustered application environment).

F S o e e
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Memory virtualization is different from storage based on flash memy,
such as Solid-State Drives (SSDs) - SSDs and other similar technologiey
replace hard-drives (networked or otherwise), while mem

il or
virtualization replaces or complements traditional RAM., 4

Que 2.35. I Write a short note on IfO virtualization.

Answer

1

6.

/O Virtualization (IOV), or input/output virtualization, is technology
that uses software to abstract upper-layer protocols from physical
connections or physical transports.

This technique takes a single physical component and presents it to
devices as multiple components,

Because it separates logical resource from physical resources. IOV is
?onsidered an enabling data center technology that aggregates IT
infrastructure as a shared pool, including computing, networking and
storage.
Recent Peripheral Component Interconnect express (PCle) virtualization
standards include single root /O virtualization (SR-1I0V) and multi-root
/O virtualization (MR-10V),
SR-10V converts a hardware component into multiple logical partitions
that can simultanecously share access to a PCle device.

MR-10V devices reside externally from the host and are s'rlmrod across
multiple hardware domains.

‘Que 236 | How /O virtualization works.

/Answer

i

In /O virtualization, a virtual device is substituted for its physical
equivalent, such as a Network Interface Card (NIC) or Host Bus Adupter
(HBA).

Aside from simplifying server configurations, I/O virtualization setup
has cost implications by reducing the electric power drawn by O devices.

Virtualization and blade server technologies cram dense computing power
into a small form factor. With the advent of virtualization, data centers
started using commedity hardware to support functions such as burst
computing, load balancing and multi-tenant networked storage.

VO virtualization is based on a one-lo-many approach. The path between
aphysical server and nearby peripherals is virtualized, allowing a single
IT resource to be shared among Virtual Machines (VMs).

The virtualized devices interoperate with commonly used applications,
operating systems and hypervisors,

g.32E (CSAT-Sem-7) Cloud Enabling Technologies
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is technique can be applied to any server component, including ¢:
Tb:;:d RAID controllers, Ethernet NICs, Fibre Lhanmni Hlnlﬂ:‘,jlni:l:k'
Sardsand internally tnounted Solid-State Drives (SSDs), For i

single physical NIC is presented as a series of multiple virt mmmmg:‘t,n

Que 2 37 | Describe virtualization support.

. With the helpof VM technology, anew computing mode known as eloud

> ing1 ing. Cloud tingi :
mputing is emerging. Lloud computing s transforming the comput
f:ndgwpcbyshaﬁngthqharcfwareandmmof o, e puting
center to third parties, just like banks. eng putational
9. Cloud computing has atleast two challenges :

i  Theability tousea variable number of physical machines and VM
instances depending on the needs of a problem. For example, a task
may need only a single CPU during some phases of execution but
may need hundreds of CPUs at other times ?

i The slow operation of instantiating new VMs. Currently, new VMs
originate either as fresh boots or as replicates of a template VM,
unaware of the current application state. Therefore, to support
cloud computing, a large amount of research and development is to
be done.

Que 2.38 | Explain Disaster Recovery (DR) in cloud computing.

[Answcr_- l

L Disaster Recovery (DR) is one of the important factors for eloud
deployments.

2 DR defines the factors to ensure service availability and trust, and help
to develop credibility for the cloud vendor.

3. DR has been treated as separate disciplines that focused on p!a.nn.in_g
and recovering business operations having following catastrophic
disruptions :

i  Site/facility destruction, hurricanes, tornados, floods and fire.

ii. Often long duration (days to weeks).

iii. Ofteninvolves shifting work (and people) to alternate facilities for
some period of time. o

4. The objective of the DR plan is to provide critical I‘I‘ service within a
stated period of time following the declaration of a disaster and perform
the following activities :

L Protect and maintain currency of vital records. _
ii. Select asite or vendor that is capable of supporting the requirements
of the critical application workload.
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ii. Provide a provision for the restoration of all IT services whep,
possible,
ADR plan includes procedures that will ensure the optimum availabilit

of the critical business function and the protection of vital records
necessary to restore all services to normal.

When DR plans fail, the failures primarily result from lack of HA (High

Availability) planning, preparation, and maintenance prior to the
occurrence of the disaster.

An infrastructure supporting high availability (HA) is essential for a

rapid DR. The system and application designs must be built to support.

HA and rapid DR.

To prevent gaps in DR plans, recovery procedures, technology platforms,
and DR vendors, contracts must be updated concurrently with changes.
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‘Long Answer Type and Medium Answer Type Questions, -

REER

_Qu_tl'a'.l. Explain the layered architecture of a cloud.

Layered architecture of a cloud :

Application layer

(Web services, multimedia, business applications)

'

Platforms layer

{Software framework)

Infrastructure layer

(Storages, virtual machine)

Y

Datacenter layer

(CPU, memory, disk, bandwidth)

1. Applicationlayer:
a.  This layer consists of different cloud services which are used by
cloud users.

b. These applications provide services to the end user as per their
requirements.
2. Platform layer:
a.  Thislayer consists of application software and aperating system.

b. T_hL- objective of this layer is to deploy applications directly on the
virtual machines,

clo ud Computing . 3-3E (CST. Seni )

D

[nfrastructure layer :

1t is o virtualization layer where physical resources are parqjy;

into set of virtual resources through different vmm“‘:?ﬁd

technologies such as Xen, KVM and VMware. zation

This layer is the core of t.h:e_doud environment where cloud

are dynamically provisioned using different i

technologies.

n Datacenter layer:

This layer is accountable for managing physical re roch s

servers, switches, routers, power supply, and cooling system ete.

in the datacenter of the cloud environment. '

b, All the resources are available and managed in datacenters to
provide services to the end user.

c. The datacenter consists of physical servers, connected through
high speed devices such as router and switches,

* QuedZ2. | Describe _brieﬂy NIST cloud computing reference
architecture.

Answer - ]

NIST cloud computing architecture :

a.

Cloud
consumer
Cloud provider | (loud
Cloud broker
auditor
Cloud carrier

1. Cloud consumer :

i A cloud consumer is the end user who browses or utilizes Lhe
services provided by Cloud Service Providers (CSP), sets up service
contracts with the cloud provider.

ii. Inthis, set of organizations having mutual reguiatory constraints
performs a security and risk assessment for each use case of cloud
migrations and deployments.

ii. Cloud consumers use Service-Level Agreement (SLAs) to specify
the technical performance requirements to be fulfilled by & cloud
provider.

iv. SLAs can cover terms concerning the quality of service,
and remedies for performance failures.

ity,
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Cloud auditor :

L Cloud auditor is an entity that can conduct independent asse
of c]ou_d services, seeurity, performance and informatiop :ﬂ '“
operations of the eloud implementations, Yoten
L The services that are provided by Cloud Service Providerg (Cs
can b-e evaluated by service auditors in terms of privacy imp, ’
security control and performance, ete. "
iii S!Ioud Au:ditor can make assessment of the security controlg i the
mfo_mmuon system to determine the extent to which the contre),
are un;?lemenled correctly, operating as planned and construct;
the desired outcome with respect to meeting the security necess; tieg
for the system,
iv. There are three major roles of cloud auditor :
a.  Security audit
b.  Privacy impact audit
c. Performance audit
Cloud service providers :

L
or end users.

ii. It offers consumers to purchase a growing variety of cloud services
from cloud service providers.

i There are various categories of cloud-based services :

1aaS providers : In this model, the cloud service providers
offer infrastructure components that would exist in an op.
premises datacenter. These components consist of servers,
networking and storage as well as the virtualization layer.
b. SaaS providers : In Software-as-a-Service (SaaS), vendors
provide a wide sequence of business technologies, such as
Human Resources Management (HRM) software, Customer
Relationship Management (CRM) software, all of which the
SaaS vendor hosts and provide services through internet.
PaaS providers : In Platform-as-a-Service (PaaS), vendors
offer cloud infrastructure and services that can access to
perform many functions. In PaaS, services and products are
mostly utilized in software development. PaaS providers offer
more services than laaS providers. PaaS providers provide
operating system and middleware along with application stack.
to the underlying infrastructure.

a

4. Cloud broker:

L. Anorganization or a unit that manages the performance, use and
delivery of cloud services by enhanci ng specific capability and offers
the value-added services to cloud consumers.

i. It combines and integrates various services into one or more név
services,

It is a group or object that delivers cloud services to cloud consumery |

5. The middleware layer provides software b

Cy‘ﬂﬂ Compulinﬂ “E(CSQT-&I‘.“

" a'r:;o’;tﬂ;?.:tl:l:i;;;:;n arbitrage which allows Mexibility ang
., There are major three services offered by a cloud broker -
" a Service intermediation

b, Service aggregation

¢. Service arbitrage

Cloud carrier : v
The mediator who offer connectivity and transport of cloud services

i within cloud service providers and cloud consumers.
It allows access to the services of cloud through Internet —
telecammunicatiun. and other access devices.

Que33.: l Discuss the scope between provider and consumer of
. 1oud computing reference architecture.

;IIST clou
i “ The cloud provider and cloud consumer share the control of resources

in acloud system.
This analysis of description of controls over the application stack helps

: to understand the responsibilities of parties involved in managing the
cloud application.

B L e s T ——

‘. Cloud

Application layer l

consumer
_Cloud provider

Fig. 3.3.1. Scope of controls between pnmd_fr mLcl consumer.

Saa

Middleware layer

Operating system
layer

1 The application layer includes software applications targeted at end

USers Or programs.

{ The applications are used by SaaS consumers, or installed/managed/

maintained by PaaS consumers, [aaS consumers, and Saa$ providers.
uilding blocks (for example,

libraries, database, and Java Virtual Machine) for developing aPPJiCE:jon
software in the cloud. The middleware is used by e mmu{ze:

and hidden from SaaS consumers.
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The OS layer includes operating system and drivers, and js hid
SaaS consumers and Paa8 consumers. .
An IaaS cloud allows one or multi
single physical host.

Generally, consumers have broad freedom to choose which 0g 4,
hosted among all the OS's that could be supported by the cloud Provi b

The laaS consumers should assume full responsibilit j
: . L y for th
0S's, while the IaaS provider controls the host OS. By

ple guest OS's to run virtunlizeq o
)

T T
]
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Public, Private and Hybrid Clouds. - |

Questions-Answers : ol 2

Long Answer Type and Medium Answer Type Questions 4

Que3d.

———

Write a short note on public cloud.

ar

;

(=
:

Public cloud is a cloud in which the cloud infrastructure and computing
resources are made available to the general public over a public network

Public cloud offers resource pooling, self-service, service accounting
elasticity, multi-tenancy to manage the solutions, deployment, and
securing the resources and applications.

Fig, 3.4.1. Public cloud.

=3
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¥ e
//mmo to offload cnmmodity applications to thir d‘Paﬂ‘.y

rprises
‘ Een:lcg providers (hosters).

The term 'pu.
That itis

use. , " - ;
That a user’s data is publicly visible - publie cloud vendors typica]]

: trol mechanism for thei o
provldc an access con their users,

are the examples of public cloud application -

blic’ does not mean :
free, even though it can be free or fairly inexpensive to

Following
d o Public facing web pages
p. Public Wiki's and blogs

C.
Data intensive workloads

d- -

The services consumed from a public cloud are as follows™
i Security and data privacy

i Easeofaccess

iii. Discovery of services

. RESTful interface support
v. Lowercost
vi. Speed and availability

Que 3.5. | Discuss security in a publie eloud.

Answer ;.
Security in a public cloud :
L. Multi-tenancy :

. Aslongas the cloud provider builds its security to meet the higher-
risk client requirements, all of the lower-risk clients get better
security than they would have normally.

i A bandage manufacturer may have a low risk of being a direct
target of malfeasance, but a music label that is currently using file
sharers could have a high risk of being targeted by malfeasance.

L When both the bandage manufacturer and the music label use the
same cloud (multi-tenancy), it is possible that attacks direeted at
the music label could affect the bandage manufacturer’s
infrastructure as well.

. So, the cloud provider must design the security to meet the needs

" ofthe music label and the bandage manufacturer gets the benefits.
Security review :

® Asltha time passes, organizations become lenient with their security
policies,

Jobs resembling batch processing with lower security constraints,

——
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w.

3 Mutual risk ;

8

v.
vi.

4 Employee physical screening:

L

iv,

6. Multi-geographical datacenters :

L
g

Services & 3%
In order to tackle security review, cloud service Provider

conduct regular audits, review, and assessnients for the ae:u :
This should be done by security specialists who are able t, idem-,l
the issues and fix them, ity

The report should be provided to each client immediately
assessment is performed so that the clients know the ¢
of the overall cloud's security.

after
‘-“‘l'entnl‘:‘I

There can be a situation where the cloud service provider may

be the cloud operator, but providing a value-added service on topy
another cloud provider's service.

Like somebody wants to offer the SaaS-based services, it is goods,
lease the infrastructure of an IaaS provider and offer the Sayg
based services instead of building the infrastructure from i,
scratch.

In this way, the tiers of 12aS and SaaS are developed on top of exg
other.

In this setup, there is a risk associated to each operator and servig
provider and it is shared among them.

They share the security risks at different levels.

Therefore, a holistic risk mitigation plan should be devised to sy
the architecture of the cloud provider.

In this outsourcing world, it is common for the organizations to hin
the contract services. Same thing works for the cloud servix
providers.

Like regular employees, contract employee background verificatin
should be done by a third party for cloud service provider.
Service provider should publish its policy to all type of employes
and report should be generated for the employees once th
background verification is accomplished.

This screening establishes the trust between the user and the servia
provider.

Disasters, whether man-made or natural, are part of life.

They can be storm, earthquakes, fire, or cable cuts. In practice, ¥
cloud is a reliable model as it is not based on single or one locatie®

based datacenter. Cloud datacenters are distributed and heo*
less prone to disasters.

But sometimes organizations sign up the public cloud services o
one location only,

W

V.
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uting ;
Giﬂ“d got .+ is more important for the providers to test their
[n this case: it they are heavily tied with SLAB and

rr ecﬂ v er ’ 0 i as
1

palties. p_— organization as a consumer should also check
1 ]

At the Bnmedisaster recovery options with mock drills of fail over.

and test the.ty. Physical threats are also important to be analyzed

Ph)rgil‘.‘.ﬂl ’e?:-I:IOUd gervices from a provider. There are various points
0

to be anﬂli‘:e n'll the facilities of the cloud provider have the same level
" ether
' “frhsecuril!" ? - .
y sible that only one site is secured and there is no information
i It:if::[e for the data residency ? . L
: ther datacenter is having all the necessary physical security
il Whem :;nts such as biometric access, surveillance cameras, logbook,
com

i 2
escorts, and automatic alarms

. gegulntions :

L

g Pro
L

9 Dat

L

iv,

W‘ Write do

tloud,

If any of the service provider says that they never had a security
igquey it means they are either misleading or not aware of the
conse;quent:cs of the incidents.

So. all cloud service providers should have a special task force for
ﬂn;r incident response based on the policies and regulations.

These policies should be shared with the end customers also.
gramming conventions :

Whether it is IaaS, SaaS, or PaaS, cloud providers still use their
own software that may be prone to security threats and bugs.

It is recommended to the cloud providers to use the secure coding
and programming practices. [t should be based on standards that
are well documented, reviewed, accepted, and adhered.

a control :

Today in the security domain, an organization's greatest risk is data
and information control.

All governments and corporate organizations have laid down
compliances and regulations to handle the situation.

Therefom: the cloud service provider should be able to adhere to
the guidelines laid by the region or agency.

The cloud provider should own the policies to meet the regulation
and compliances,

1:1:.1:& should be strong encryption mechanism for the in-flight

wn the advantages and disadvan tages of public



Cloud Architecturd, Services & Sl“'ﬂse

3-10E (CS/T-Scm-7)

jAnswer l

;\é;-nn-tng.cs of public cloud:

1. Pedble

2 Reliable

3. High scalable

4 Lowcost

5. Place independence
Disadvantages of public cloud :
1. lLess secured

2. Poor customizabte
Que 3.7 What do you mean by private cloud 7

Answer |

L -f::-'ljl-’ﬁ;-cluuds are deployments made inside the company’s firewall (on-
premise datacenters) and traditionally run by on-site sCTVEIS.
e benefits of a public cloud computing

9 Private clouds offer some of th
environment; such as elastic on-demand capacity, self-service

provisioning, and service- based access.

3. Private cloud is suitable when the traditional requirements, such as
control, security, and resiliency, are more emphasized by an organization
with the restricted and designated user access and authorization.

Services in private cloud :

1. Virtualization _
2 Government and management
3. Multi-tenancy

4. Consistent deployment

5. Chargeback and pricing

6. Security and access control

Benefits of using private clouds :
L Eliminating capital expenses and operating costs :

i. l')wnership of the hardware or seflware climinates the pay-per
use potential, as these must be upfront purchases.
i. The full cost of operations must i
fu he ) :
it shouldered as there 18 10
i Ifthe private cloud hardware is si
I i are is sized fo i
inefficient excess capacity. ek feady; VLR ol

iv. Otherwi %
ise, the owner will face complex procurement cycles.

3-11 E (CRIT-Sem.T)

clovd compti%8
oving undlffercntintcd heavy lifting by offloading data
z e::cr peratiorlﬂ : :
cont® ity pricing (for10Wer capital expenses end operating expenses)
t side vendor offering on-demand services

plies an out
omies of multiple tenants sharing a larger pool
i e
These higher costs might b_ejustiﬁed if"the benefits of quicker and
ansier sclf-scf"ic‘? pmvisionmg and service-oriented access are large.

.é-"'m What are the types of private cloud -
ue

s of Pﬁ"ate

. Shared prive

Thisisa shar

to business un
centers

rnal profit center to take over or buy infrastructure

p. It requires an inte ke ov
made available through account conselidations.

2 Dedicated private cloud:

a. Dedicated private cloud has IT service catalog with o
provisioning. dynami
It depends on standardized Service-Oriented Architecture (S0A)
assets that can be broadly deployed into new and exsting accounts

andisa lower-cost model.

cloud :

te cloud:
od compute capacity with variable usage-based pricing

its that are based on service offerings, accounts data

b.

3. Dynamic private cloud: _
a Dynamic private cloud allows client workloads to dynamically

migrate from and to the compute cloud as needed.
b. ‘This model can be shared and dedicated.
c. Itdelivers the ultimate value of clouds.
4 This is a very low-management mode
scalability.
Que 8.9. | Write down the advantages and disadvantages of private

| with reliable SLAs and

cloud.

‘Answer' |

Advantages of private cloud :

1. Highly private and secured: Private clou
secured,

d resource sharing is highly

—
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2 Control oriented : Private clou

resources than public cloud as it can
boundary.

ds provide more control ¢

. . ? i
be accessed within °F ity

the Organization
Disadvantages of private cloud i

L Poor scalability : Private type

of cloudsi ithini imi
i u mscnledmthmmtemajl.muod

2  Costly : It provides secured and more features,
than a public cloud.

3 Pricing:Itisinflexible i.c.
is more costly.

Al
so 1t's more expensiye

» purchasing new hardware for up-gradation

4  Restriction : It can be ga¢
difficult to expose globally.

-_Q_.'i"’_s'_“_"_ | Explain hybrid cloud.
Answer I

1L Ahybrid cloud is a combination of an interoperating public and private
cloud.

2 Thisis the model where consumer takes the non-critical application or

information and compute requirements to the public cloud while keeping
all the critical information and application data in control.

3. The hybrid model is used by both public and private clouds
simultaneously.

cessed locally within an organization and is

4. Itis anintermediate step in the evolution process, providing businesses
on-ramp from their current IT environment into the cloud.

5. It offers the best of both cloud worlds - the scale and convenience of a
public cloud and the control and reliability of on-premises software and

infrastructure - and let them move fluidly between the two on the basis
of their needs.

6. This model allows the following :

a. Elasticity is the ability to scale capacity up or down within minutes,
without owning the capital expense of the hardware or datacenter.

b. Pay-as-you-go pricing. _

c¢.  Network isolation and secure connectivity as if all the resources
were in a privately owned datacenter.

d Gradually move to the public cloud configuration, replicate an entire
datacenter, or move anywhere in between,

3-13E(CSIT-Sem.7)

Clouﬂ computing

Community

cloud
Private cloud

Fig. 3.10.1. Hybrid cloud.

Que s 11.’| How can we manage hybrid cloud ? Explain.

A management strategy for hybrid eloud should define what we need to
manage and how best to dt:.- that. ‘ .
Hybrid cloud consists of an internal private cloud and contracts with one
or more public cloud providers. ' ‘ ‘

3. Hybrid cloud administrators are re.sponml_)le for managing computing,
" petworking and storage resources in multiple domains.

4. Overthe time, combination of deains will change, but our management

strategy and tools should remain the same. .

5. In a hybrid cloud, the management system should provide thg means
for the user to make submissions without the need to choose or indicate
the localization of the computational resources to be used.

6. The hybrid cloud management system must implement means to de_p]oy
interfaces with each public cloud to be used, as well as with the private
cloud resources.

7. The workload management system is tightly coupled to t.he resource
management system. Besides the submission interface, which interacts
with users, two other main actors appear to manage the wquj?ad
execution in hybrid cloud : the dispatcher/scheduler and the app!tcatlon.

8. Configuration and installment management policies shqu]t? specify rules

governing the creation, deployment, patching and rebu:ld_;qg of images.

a.  Access control policies should be in place when stfn.-_sut.wo.data and
restricted applications, such as programs containing hJB_h""'ﬂ-l‘-’e
intellectual property, are being used in the private or a'pubhc cloud.

b.  Budget management and reporting policies should specify how cloud
users will receive information regarding costs and use.

=

‘Q‘ue&_.l& Write down the advantages and disadvantages of hybrid

Ll e

cloud.
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Answer |

1. Flexible
3 Cost effective

Advantages of hybrid cloud :

2. Secure
4. Scalable

Disadvantages of hybrid cloud:
1. Complex networking problem
2 QOrganization's security compliance

Qna 3..‘.3_._ ‘ Differentinte between public, private, hybrid cloud.

2 Ofuppl]mﬁom req

Answer
S. No. | Public cloud Private cloud Hybrid cloud
1. | Adeployment A deployment model| A composition of

that renders services

private and public

internal hosted
resources.

model that
operates for a over a network for cloud that offer
single public use. benefits of multiple
arganization. deployment models.
2 It offers more It is less secure. [t is more secure than
| security. public cloud.
3 It offers services to | It offers services to| It offers services of
an organization. the general public. both private and
public cloud asitisa
combination of both.
4 | Not very scalable | Itis highly scalable as| It provides scalability
because it can be | itcan be scaled up or | according to the
scaled only with | down depending on| public cloud scalnbility
the capacity of | the requirement. and private cloud
scalability in it.

5 | More expensive.

Requires a minimum
cost.

Cost effective than

3. [n cns€e of I

4. The bi

5 It
whether w

=]
:

private cloud.

' ldaS, PaaS, SaaS.

Questions-Answers

: Long Answer Type and Medium Answer Type Questions

o —— g,

A
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Cloud CO™

Que 3.14. Explain Infrastructure-as-n-Service ([aaS)

e .as-a-Service ([aaS), an izati
mfraﬂtmcwre ns v Crganization outsources
1. 'I:[rﬂsuuc‘ure related to the storage, hardware, uwm& u“
i 15 to the service provider. netwerking

campan{!ﬂ d HB.l'ﬂ
s also referred to as Hardware-as-a-Service (HeaS). Deploymesy
Iﬂns uires huge 1ni tial investment for setting up bardware
0 orage devices and networking components in addition to n;e'
B ntenance of the hardware and storage devices, a large amount of
. is also needed to power the seﬂersnawellumkuptbgd:.

aaS, the client typically pays on a per-use basis to the servi
vider. Common characteristics and components of laaS inchde utili
gervice, billing model, automation of administrative m::
aling, virtualization, policy-based services and nemr}:

pro ;
dynnmic sc
cgrmectivil)’-

lling is usually on an hourly, daily or monthly basis based on the

actual consumption of the resources.
is not like the conventional services in which we pay a fixed amount
¢ use the resources or not.

H H

Load balancer J

| Virtualization Layer J

Physical shared infrastructure

'Fig. 3.14.1. TanS.

6. Use of laa$ is quite rational as it is cost effective and makes us free from

huge investment on hardware.
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can configure the required resources pg Per thy
user can increase or decrease capacity Withip

7. With Iaa8, one
requirement and the
minutes.

ren thousands of server jng
J for one, hundreds or even ¢ ‘ .

: :;Lat:nl:itsly as per our computing need. Good service provider engyyp,
69 99% availability of the service within a region over a trailing 365 day
period. .

9. The laaS service provider ensures that the_mfrastrucj;ural needs of e

" virtual machine are continuously met. W:_th t_h(e quick availability of
1aaS and infrastructure delivered as a service, it frees the organizqyj,
to focus their time and resources in bringing innovations in applicationg
and solutions. _

10. However, it is the responsibility of the user to invest on the Operating
system and application software.

Que 3.15. | What are the advantages and disadvantages of laa§ 7

*""‘_’E_I

Adva.mages of IaaS:

L AllowsIT to shift focus : With the quick availability of InaS services,
infrastructure delivered as a service (ready to consume), it frees an
organization to leverage and focus their time and resources in bringing
innovations in applications and solutions.

2 Hassle free service :
L Eachinfrastructure component is provided as a service.

i Forexample, hardware as a service, server as a service, computing
as a service, storage as a service.

iii.  This adds lot of flexibility to anyone looking for only specific services.

v. Some require more computing power and others more storage.
3 Utility service :

L laaS follows a utility service model - pay per-use/pay per-go
subscription based model,

Availability of ready to go laaS offerings with limited time for
implementation and customization (if provided).

lii. This is hallmark of cloud services,
4 Dynamic sealing :

L Scales up and down o

applicnlion usage, bes
significant spikes and t

f infrastructure services based on the
t for the applications where there are
roughs on the usage of infrastructures.

This again is one of the pillars of cloud computing services.

Cloud Computing

N i

g Multiple tenants : St_.-nrice provisioni
accessing same piece of infrastructure,

6 Investmm;: cal!: E] .

i e beneficial for companies with |imi ) _

) ﬁf:'l;lware and inl’rastrucr::::_ with limited capital ¢, invest in

ii. Most small and medium businesses cann
of their IT infrastructure as they wan
product offering/core business,

Disadvantages of IaaS :

1. Security:The enterpﬁsﬁioes I::; have any control
in an [aaS environment. They need to review the cloud servi :
:‘.‘:-Iervice Level Agreement (SLA) to help them “ndfﬂmum: ;
obligations and thereby identifying gaps in their security coverage.

2 Lack of flexibility : Service providers maintain the software, but they
do not upgrade the software for some of the businesses,

3. Technical problems : Organizations faces some down-time with IaaS,
and it will restrict their access to applications and data.

4. Over dependency: Having IaaS in our organization means have a full
dependency on the provider or third party for our data.

5. Upgrade and maintenance : The organization is solely responsible
for any upgrades of software and maintenance of tools or data system.

6 Virtualization services and user-privacy : [aaS depends on
virtualization services. Also, restricts user-privacy and customization.

Que 3.16. l Discuss the vendors of [aaS cloud computing platform.

Answer |

Vendors providing laaS cloud computing platform :
1. Amazon web services :

L Itssolution are Elastic, Elastic Compute Cloud (EC2), MapReduce,
Route 83, Virtual Private Cloud, etc,

it. The cloud computing platform pioneer, Amazon offers auto scaling,
cloud monitoring, and load balancing features as part of its portfolio.
2 Reliance communications :
L Its solution is Reliance Internet Data Center (RIDC).

‘i RIDC supports both traditional hosting and cloud services, with
datacenters in Mumbai, Bangalore, Hyderabad, and Chennai. The
cloud services offered by RIDC include Iaa$ and SaaS.

3 Sify technologies :
i Itssolution is Sify [aaS.

i Sify's cloud computing platform is powered by HPs mnve!-gvcd_
infrastructure. The vendor offers all three types of cloud services:
laaS, PaaS, and SaaS.

HITE (CITem.)

ng includes multiple users

ot “m“dtheupfmntmn
t to focus more on thejr

over cloud security

B m——— e xa-

rr—

— T

——— e
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4 Tata communications :
i Itssolutionis InstaCompute.
i InstaComputeis Tata Communications laaS offering, Instagy

datacenters arc located in Hyderabad and Singﬂpore m::,h
operations in both countries. " Witk
Que 3.17. | Explain Platform-as-a-Service (PaaS) in brier,
Answer
L Platform-as-a-Service (PaaS) is a category of cloud computing Servie
that provides a platform allowing customers to gievelop, run, and o
applications without the complexity of building and maintaining yp,
infrastructure typically associated with developing and 1aunching o,

app.
9 PaaS can be delivered in two ways :

i As a public cloud service from a provider, where the consumg,
controls software deployment with minimal configuration optigps
and the provider provides the networks, servers, storage, (g
‘middleware’ (i.e., java runtime, .net runtime, integration, “1-:_}'
database and other services to host the consumer’s application,

ii. Asa private service (software) inside the firewall, or as software
deployed on a public infrastructure as a service. '

Application developers

=

] Load balancer ]

Application runtime Database
instance instances

Paa8

[ Virtualization layer |

Application runtimes Database

0 Y |

Development platform

fﬂig!.l'l’.’l-._?n.ﬁ_ﬂl.j

_%

clowd Computing

&lng[cgﬁhn
. e

Features of PnaS:

5 Operating system

i

i Server-side scripting environment
i Database management system

iv. Server software

v. Support

vi. Storage

vii. Network access

viii. Tools for design and development
ix. Hosting

a;'—m_—l What are the advantages and disadvantages of Paas 2

Raswer |
Advantages of PaaS :

. Simple and convenient for users : It provides much of the
infrastructure and other IT services, which users can access anywhere
through a web browser.

2 Cost effective : It charges for the services provided on a per-use basis
thus eliminating the expenses one may have for on-premises hardware
and software.

3. Efficiently managing the lifecycle : It is designed to support the
complete web application lifecycle: building, testing, deploying, managing
and updating.

4 Efficiency : It allows for higher-level programming with reduced
complexity thus, the overall development of the application can be more
effective

Disadvantages of PaaS :

1. Developers may not be able to use a full range of conventional tools (for
example, relational databases with unrestricted joins).

2 It locked into a certain platform. However, most PaaS are relatively
lock-in free.

an 3.19, | Give characteristics of PaaS.

Answer |
The main characteristics of Paa$ are :

L. Runtime framework :

& This is the “software stack” aspect of PaaS, and perliaps the aspec
that comes first to mind for most people.
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b The PaaS runtime framework executes end user codg accorg;
policies set by the application owner and cloud provider. "Bty
Paa$ runtime frameworks come in many flavours, some

traditional application runtimes, gthcrs based on 4GL and v; on
programming concepts, and some with pluggable support f, rnu;m]

i ti
application runtimes. Pl
2 Abstraction:
a  Platform-oricnted cloud platforms are distinguished by the high
level of abstraction they provide. er

b. With IaaS, the focus is on delivering to user raw access to hysi
v Physicy)
or virtual infrastructure.

c. Incontrast with PaaS, the focus is on the applications that the cloyg
must support.

d  Whereas an IaaS cloud gives the user a bunch of virtual machipe
that must be configured and to which application componentg mus:
be deployed, a PaaS cloud provides the user a way to deploy the
applications into a seemingly limitless pool of computing resoure
eliminating the complexity of deployment and infrastructyye
configuration.

3 Automation : PaaS environments automate the process of deploying

applications to infrastructure, configuring application components,
provisioning and configuring supporting technology like load balancers
and databases, and managing system change based on policies set by the

user.
4. Cloud services :

o PaaS provide developers and architects with services and APIs that
help to simplify the job of delivering elastically scalable, highly
available cloud applications.

b. These cloud services provide a wide varicty of capabilities key
differentiators among competing PaaS offerings.

Que 3.20. | Write down the vendors of PaaS cloud computing
platform.

Answer |

Vendors providing PaaS cloud computing platform :

1. Google Apps Engine (GAE)
2. SalesForce.com

3. Windows Azure

4. AppFog

5. Openshin

6.

Cloud foundry from VMware

/;;ﬂ what do you mean by cloud platform ?
Eaf

]

] C!Uud p]ﬂtrﬂ
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rm lets developers to write applications that ryp ;

p O or use services provided from the cloud, or both. Cloud pl‘luanifzrr:;h;
dzo k'.no“’“ as on-demand platform and Platform-as-a-Service (PaaS),
When 8 development team cres:i:;:g ;Jl:’Pre}:ni.Fea ;:p!ication (ie.,one

§ ot will run within an organ » much of what that applicatiop
needs already exISts: basi ;

operating system provides : CS“PPOI']; f;or ex:cutmsthe application,

' interntlinﬂ with storage, an hmurf:. while other computers in the
epvironment offer services suc 'as remc‘l.e s.borage_

{f the creators of every on-premises ap_phcgtwn first had to build all of

i hese basics, we have many fewer applications today.

gimilarly, if every develypn::r.'nt. team that wishes to create a cloud

appliwliﬂn must ﬁr.sl build its own cloud platform, we would not see

many cloud applications.

vendors are rising to this challenge, and a number of cloud platform

tochnologies are available today. :

The goal is to categorize and briefly descri}:e those technologies as they

are seen by someone who creates enterprise applications.

To get a grip on cloud platforms, it is useful to start by looking at cloud

services in general.

3 Three broad categories of services in cloud :

a. Software-as-a-Service (Saa8):

i ASaaSapplication runs entirely in the cloud (ie., on serversat
an internet-accessible service provider).

ii. The on-premises client is typically a browser or some other
simple client. For example, salesforce.com.

h.  Attached services:

.. Every on-premises application provides useful functions on its
own. An application can sometimes enhance application-specific
services provided in the cloud.

i Because these services are usable only by this particular
application, they can be thought of as attached to it. For example,
Apple’s iTunes.

il. The desktop application is usetul for playing music and more,
while an attached service allows buying new audio and video
content. .

iv. Microsoft's exchange hosted services provides an enterpnse
example, adding cloud-based spam filtering, archiving, and
other services to an on-premises exchange server.

qes
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c. Cloud platforms : w W 3-23E (cany
. A cloud platform provides cloud-based ) o major categories of SaaS: Sem-7)
applications. Rather than building their gxt:::‘!a for ¢, § i’ Line of business services:
for example, the creators of a new 8§ m foy, , # . These are business solutions
instead build on a cloud platform. a8 “Pplimiiﬁ Y enterprises. offered to companies ang
i InFig.32L1 the direct usersofacl i Theyare sold through a subsecriptio .
e cloud platform ared i _ﬁ.pplications covered under this c:‘:emw_.
Sorvi mhh‘l rocesses, like supply chain mann::q include by
Software-as-a-Service Attached Cloud customer relations applicatiom,andainﬁl‘:l:m applications
(SaaS) services platforms tools- business-oriented
b Customer-oriented services:

Application

Cloud} Applicati xtra
@ functions
Platfx
3 ‘:’m

Browser —
A t
client pplication

Application

=] om =

Users P Use ki Developers
Fig. 3:21.1.

gpm | Explain Soft.ware—as-a-Scrvice (SaaS) in brief.

1. SaaS (Software-as- a-Service) is an applic

and accessed through the internet.
| service offer

9 SaaS is the web-based e-mai
Microsoft (Hotmail), Google (Gmail), and Yahoo! (Yahoo Mail)
3, Eachmail service meets the basic criteria, the vendor (Microsoft, Yabee
and so on) hosts all of the programs and data in a central localict
the data and software, which®

providing end users with access to
accessed across the World Wide Web.
d to client

Saa$ application delivere

World Wide Web

g SanS

Client :
- applicatio?

ation hosted on a remote serer

ed by companies such s

These services are offered to
: the general public o 5

subscription basis.
i Theyare offered for free and supported by advertising,

For example, web mail services, online gami
banking, among others. gaming, and consumer

World Wide Web

Client Online e-mail service
Fig/8.22:9, E-mail s st red by the vendor, and accessed b the cicat

'Que_ssﬁ.: What are the advantages of SaaS ?
o

’mwar..:-l

,;armtages of SaaS:

| Thereisa faster time tovalue
tothe long implementntian cyel

1 SanS offerings feature the biggest €oS

by eliminating the need for enterprises
pay labour costs, and maintain the applications.

1 SaaS can be used to avoid the custom deve
applications to the organization quickly.
{ SaaS vendors typically have very accurate security audits.

and improved productivity, when compared
es and failure rate of enterprise software.
t savings over insta lled software

Jopment cycles to get

Que3.24. I Explain software considerations in SaaS.

Huawer |
Using the existing software paradigm, the user purchases a softwar®
package and license by paying 8 on¢ time fee. The software then becomes
the property of the user who bought it-

L Support and updates are provided by the vendor under the te!;; :hut:
license agreement. This can be costly if we are installing a pew 8
on hundreds or thousands of computers.

to install and maintain hardware,
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3. SaaS, has nolicensing. Rather than buying the opplication R

through the use of a suha:riptinn. and wn»nnly pay for ""I;ul,e Pay,
we stop using the application, we stop paying. We uyy 1

World Wide Web

Client
ie Cloud vendor

Fig; 3241,
Que 3.25. l Give vendor advantages and limitationg of Sans

-Al:ls'wfe-r : |
Vendor advantages of SaaS :
1. SaaS not only does the end user benefit, but so does

(They are in the business to make money, so there ig ,:thﬁe :.u?dﬁr'
benefit.) thay
2. Financial benefit is vendors get a constant stream of income, ofien whyy
is more than the traditional software licensing setup,
3. Vendors can fond off piracy concerns and unlicensed use of software
4. Vendors also benefit more as more subscribers come online, '
5.

They have a huge investment in physical space, hardware, tee

hn
staff, and process development, ology

6. The more resources are used to capacity, the more the provider ean
clear as margin.

Limitations of SaaS :

1. Technical obstacles to SaaS have included an effective, multi-tenar
architecture. This has become less and less of a problem due to
virtualization, but designing an application to efficiently deliver it to
thousands of customers via the internet is hard work.

Software companies are being asked to become service companies, ad
the two do not necessarily mesh well.

They tend to have a corporate culture that is dominated by engineerizg
innovation and a license-sales mindset. These are fine traits to haved
we are writing programs and applications, but it is not the best whenwe
are called upon for customer service.

Further, a business model that is built on selling licensed softwarede:
not easily transform into n subscription model very cleanly. Not only
does the vendor face challenges, but so does the customer.

While some applications are ideal for SaaS, others are not good 10 ¥
employing an SaaS mode).

Que 3.26, | Write a short note on driving forces of SaaS.

ﬁm

of SaaS are:

Driflrlﬂ ﬂ;:;f: y:

1. fOP Snusu}:?:ghgcome big buzz in the already buzzy issue of g
;on";g is becoming trendy, because of its a number of factors, Byt
there are solid reasons other than type that make it so popular.

nty of SaaS platforms : -

There are many SaaS platforms which grow each rapidly,

For example, Oracle is developing its own Saa8 platform while
Microsoft is working to make their own applications Saa$ ready.
. AsSaaS becomes more r!nd more popular, more vendors are going
i A eced to make their platforms SaaS-friendly for SaaS-based

ﬂpplil:iltiﬂns ‘ )

Another reason Saa$ platforms will continue to grow is because of

the interest in Green IT and the efforts to move toward virtualized

infrastructure.

v. That means clients are likely to move toward SaaS platforms so

" they can reduce the number of servers.

g Virtualization benefits :

i Virtualization makes it easy to move to a SaaS system.

i Itiseasier for Independent Software Vendors (1SVs) to adopt SaaS
is the growth of virtualization.

i The growing popularity of some SaaS vendors using Amazon's EC2
cloud platform and the overall popularity of virtualized platforms
help with the development of SaaS.

4, SaaSand SOA:

i AService-Oriented Architecture (SOA) is one in which IT supports
the business processes that cover current and emerging
requirements to run the business end-to-end.

ii. This ranges from Electronic Data Interchange (EDD) to online
auctions. By updating older technologies like Internet-enabling EDI-
based systems companies can make their IT systems available to

internal or external customers. )

ill. SOA unifies business processes by structuring l_arge applications as
a collection of smaller modules known as services. I

iv. SOA presents a design fra?.mewm.'k for reuh:‘nng mﬂ:ﬂi !: ey
system development and improving total system quatiy p——
SOA are quite similar; what they have in common 13 that they

" aservice model.

Economic impact : ;

L Many industry observers think conventional ISVs will have a
tougher time than SaaS vendors.

—— e

2 rle
L
"

iv.
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ii The subscription-ba payment model of SaaS mqy b th y
appealing in these tough times. o8 jt Mor, Q/ﬁeﬁﬂ write short note on the architectura) d"""fhllmm
i The ability to quickly and easily turn on new “Fplif-‘alium ' i ' ﬁd-
significantly lower initial cost of ownership makes Saa§ angy With inclo
offering for small and mid-sized businesses, significant)y o tractjy, M",gr_ |
the market for software applications. thmg ;j'g}chimt“"ﬂ design challenges :
. The benefits are likely to be key in a slower economic envi Clov G availability and data lock-in problem,
where purchn.sers_of software may be incrensingly ske:;im nt 1. Scm privacy and security concerns.
significant upfront investments which we anticipate to charyey m:f 2 Ezpredicmble performance and bottlenecks.
Que 3.27. | Differentiate between IanS, PaaS, SaaS, & Dislfib“wd storage and widespread software bugs.
| — ; 4 Cloud scalability, interoperability, and standardization,
! Answer ] : Software licensing and reputation sharing.
' S.No.| IssaS PaaS *" Saag T Write a short note on storage.
L | Infrastructure-as- | Platform-as-a-Service. | Software-ag.gq. E.;ﬁ-l
a-Service. Service, T
2 Aservicemodelin | A cloud computing| A service mode] i ,  The necessary storage is provided and configured in much the same
cloud computing | model that delivers cloud computing &u:: ¥ way as the computing resources. [P-based storage systems are deployed
:?;LEE:::ES :::JIE c:::::::san- for hostfaS s&?;'t,war:d:.];,d o To reduce hardware congg}xra;ivc:: effort, Lh;z ;Cn:puﬁng sg,t-;::m use
2 make 5 them available . _ect-attached storage. USIng £ r-Channe cards in the servers
computing tieve]opmcnl over the !‘or clients over the ;,,m;cd:pzoying an FC network increases overall system complexity
resources. internet. internet. substantially. The IP storage systems are linked via Giga-bit Ethernet.
3. |Itprovides access | It provides runtime It provides softwar === === =|I=][= ===
to resources such | environments as services to the en; u [jL
avirtual development and users.
machines, virtual | deployment tools for s o
storage etc. applications. Backup ‘ E\ E' IEI
: 2 . integrate
R ::elti?;s:? " ;:9;;5;3'2! Hinmoiby ot Data storage  Application 08 Archive
=L @) 5 (6

- I g e ) Mg

. Architectural Design Challenges, Cloud Storage, ! " DC1 E‘ DWDM El E|Dil
g !

Storage-as-a-Service, Advantages of Cloud Storage, Cloud Storage
2 i) Broviders:S3:sih 6 atmemy £15 o Mirror

' Fig, 8.29.1. Storage resource : backup-integrated. |
: : . read-only and archive storage-. . -~ o
uestions . 3. Storage is automatically allocated to theser\'ermte:;:‘zﬂ:ﬁ’:in

i HadiumAnns;arWQupnﬂ : Storage resources are located in different fire 20

—— different datacenters, preventing data loss

* Questions-Answers . . .

in the event ofa disaster.




3-28E (CIT-Sem-7)

4.

(=]

=1

Q

Cloud Architecture, Serviceq X
— lorage

m handles replication of data between datag,

The storage syste | -
computing resources are not needed for this Ilur:?r'

and fire zones. So,
In addjtion to storage resources, backups are necessary 1o gaf,
against data loss. For this reason, and in the interests of ayg,
the Dynamic Data Center model directly couples backup to gy
other words, Backup-Integrated Storage (BIS) is provided, o)
full management functionality. I
To accelerate backup and reduce the volume of data transfery
are backed up on hard disks within the storage system by m’-‘a.n:
shooting.

This simplifies the structure of the computing systems and mjn;-:
the potential for temporal bottlenecks. Storage systems nnmnu},nm’_""s
for 35-day storage period. Usually, the last three days are acceam!];f'“de
line, with the rest being accessible from a remote site., eon.

Archive and other storage :

o Archive systems are also avai lable for long term data storage, Ljj,
BIS, these are hard disk-based and linked via IP to the rt:5pe.¢t‘ :
systems. Data for archiving is replicated within the archive g .sl::e
and in a separate fire zone, as well as at a remote datacantr.-::- g

b. Replication is handled by the archive system itself.

¢ Archivingcan be initiated either from the applications themselves
which then handle administration of all data, or via a document
management system. Some systems require a hard disk cache.

d Thi's is not worth backing up via BIS, since data in a cache change
Fap:dly. and the original data are stored and backed up elsewhere
in the system,

s,
Buarg
Matj
Orage; in
ONg with

rjl dala
ngnap

Queso.|

e 3.30. | Describe cloud storage. What are the types of cloud

storage ?

-

s

C!t:aud storage is defined as the storage of data online in the cloud,
:l'-: erein a company’s data is stored in and accessible from multiple
istributed and connected resources that comprise a cloud.

g;:ﬁﬂgttu rage can provide the benefits of greater accessibility and
g ; a]:::npld deployment, strong protection for data backup, archival
r recovery purposes, and lower overall storage costs as 2

result of not having t
o purch intai .
hardware, purchase, manage and maintain expensive

Cloud &
tﬂm:crn.su:ﬁnﬁeudws have the potential for security and compliance
re not associated with traditional storage systems

clovd Computing

__-___-_-__—__—'_‘_

g of cloud storage:
pcrsonnl cloud storage:

. [tisalso knownas mobile cloud storage. Per

i gubset of pu blic cloud storage that applies taso
data in the cloud and providing the individ
data from anywhere.

It provides data syncing and sharing capabilities across multipl
ple

devices. Apple’s iCloud is an example of perso ol st
B,
Public cloud storage :
Public cloud storage is where the enterprise and storage servic
]

na! cloud storage is o
storing an individual's

.
1L

i
rovider are separate and there aren't any cloud reso
in the enterprise’s datacenter. urces stored
ii. The cloud storage provider fully manages the enterprise’s public

cloud storage.

Private cloud storage:

A form of cloud storage where the enterprise and cloud storage

provider are inte grated in the enterprise’s datacenter.

i Inprivate cloud storage, the storage provider has infrastructure in
the enterprise's datacenter that is typically managed by the storage
provider.

i Private cloud storage helps to resolve the potential for security and
performance concerns while still offering the advantages of cloud
storage.

Hybrid cloud storage: Hybrid cloud storage isa combination of public

and private cloud storage where some critical data resides in the

enterprise’s private cloud while other data is stored and accessible from

a public cloud storage provider.

Que 831, I Write short note on Storage-as-a Service (SaaS).

L

a busine s model in which a large compasy

Storage-as-a Service (SaaS) is
ure to a smaller company or

rents space in their storage infrastruct
individual.

In the enterprise, SaaS vendors ar backu
applications by promoting SaaS asa convenient way tomanage backups:

The key advantage to SnaS in the enterprise is in cost savings, 10

personnel, in hardware and in physical storage space.
alternative fora snsmli

S -as-a- ice i nasa
torage-as-a-Service 1S generally see 5 ) budget an Yor technical

or mid-sized business that lacks e ‘
c i 1y their own storage infrastructure.

e targeting secondary storage

personnel to implement and maintain

-z
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W
5 SaaSisalsobeing promoted asa way for all businesses 1

: Mitigatn .
in disaster recovery, provide long-ton:n‘rolcnuon for records unﬁ 01: };':h
both business continuity and availability. &

Que 332, | What are the advantages and disadvantages o cloy,
storage ?

Answer |

Ad\ﬁﬁée; of cloud storage :

1. Usability: All cloud storage services have desktop folde
PCs. This allows users to drag and drop files between t
and their local storage.

Bandwidth : Avoid emailing files to people and send an
recipients through email.

rs for Mm's
he cloyg storag,

te

internet ling y,

3. Accessibility : Stored files can be retrieved from anywhere vig Interne
connection.

4 Disaster recovery : It is highly suggested that businesges have an
emergency backup plan ready in the case of a crisis. It can be useq asa
backup plan by companies by providing a second backup of importang
files. These records are saved at a remote location and may be obtained
through an online connection.

5  Price savings : Businesses and organizations may frequently lower
annual operating costs by using cloud storage. Users may observe extrg

cost savings because it does not require internal ability to store
information remotely.

Disadvantages of cloud storage :

L Usability : Be careful when using drag/drop to transfer a file to the

cloud storage folder. This may permanently move our record from its

original folder to the cloud storage place. Do a backup and paste instead
of drag/drop if we want to retain the record's unique location in addition
to transferring a backup on the folder.

2 Bandwidth : Many storage services have a particular bandwidth
allowance. When an organization exceeds the specified allowance, further
charges could be important. But some suppliers allow unlimited
bandwidth, This isa

actor that firms should consider whon looking at a
cloud storage su pplier,

% Access : If we have no internet connection, we have no access to our
information,

4 il’;atn ri.‘:ncrd]:ty :There are concerns with the security and privacy of all
. ports La stored remotely, The possibility of personal information
ommingling with other businesse

8 ics
uncomfortable, makes some compani

; 3I1E (CHIT-Sem.7)
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/"] Explain cloud storage providers.
333
ane et

BT S ¢ provider, also known as a Managed Service Provider
-7 Acloud stofﬂ:lpnny that offers organizations and individuals the ability
L (MSP), 18 nfjﬂrewjn data in an off-site storage system. Customers can
to p]ﬂzfozz storage capacity per month or on demand.
lease

rovider hosts a customer’s data in its own datacenter,
A clo}:tri St';’_:gt;g ed computing, networking and storage infrastructure.
Pmrtd.m:vidual and corporate customers can get unlmted storage
3, Both _’:‘ ;lm a provider’s servers at a low per-gigabyte price.
tﬂpr;ﬂ Jv; han store data on local storage devices, such as a hard disk
4. Rat er

hoose a cloud storage provider
i orage or tape, customers ¢
dnve.:l ;:::ast:n a Eystem in a remote datacenter. Users can then access
r: ha:ﬁles using an internet connection.

thos ' : .
| the internet is broadly defined as eloud
livery of IT services via the inter G
5. The d:ungol'“ tility computing. This business model first hit mainstream
W':::_prises with the rise of application service providers,
en F
A cloud storage provider also sells non-storage services for a fee.

Enterprises purchase compute, software, storage and related IT
ct:;ponenls as discrete cloud services with a pay-as-you-go license.

g For example, customers can opt to lease Enfrn.structure—ns—a—ser_vice,
platform-as-u-service, or security, software and storage-as-a-service,

Que 334. | What are the challenges faced by cloud service

providers ?

Answer I
Challenges faced by the cloud service providers:

L. Data corruption : Cloud services which host consumer data are usunlly
burdened with the responsibility of ensuring the integrity and availability
of these data, depending on the subscribed service level. ‘

2 Logical security : In terms of information security, an appropriate
control of logical security should be adopted by the producer to ensure
adequate confidentiality (i.e., data and transactions are open only to
those who are authorized to view or access them). N

3. Data interoperability : Producer should follow the inFONPOT“t;}lll:Y
standards in order for the consumers to be able to combine any of the
cloud services into their solutions. ‘ :

4 Software vulnerability and breaches : There are ocfnslﬂn;: °eﬂ
the public community discovers vulncrnhitilies: of specific 50 3 nlrhc'
middleware, web services, or other network services components in
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Cloud :\rchitoclure Servi
» co

software components. The producer sho

and processes are in placed to address
prevent breaches.

B&Slu

Tage

uld ensure that 5 Pro
such vulpe rnbilitiesper P

ng ﬁ"edtu
Que 3.35. ‘ Describe the two charging models of ¢
o
provider. e

TVige
Answer l

Two charging models of cloud service Provider are .
1. Utility model:

L Pay-per-use model where consu

mer is charged o
cloud services usage and utili

_ N the ;
: zation. This mg Wantity o0
traditional electricity charges.

del ig Simila, to

L. Forexample, aconsumer uses secured storage tg gy : ;i
woﬂg documentation. The consumer is charged yeafﬂ?grﬁ,f g
10 gigabytes of storage that is used. This model Provides g ;eve
startup cost option for a customer in translating TCQ to aor o
utilization, Sl

2 Subscription model :

L Here the consumer is charged based on time-based cloud SeTvices
usage.

i

For example, the consumer is charged yearly fee for a dedicated
storage of 10 gigabytes to host the company website. This model
provides predictable cost outlay and provides a steady stream of
revenue for the services provider.

©0©

/
u Resource Management

NIT and Security in Cloud
|l

= il \
CONTENTS
psdntops Az it

1 : Inter Cloud ReSOUICE woovunemencse
Part-1 s gament
4-9E
isioni d: i RS 4-6E to
+  Resource Prowsmm_ng an
Part-.-‘l - Rﬁiource Provisioning Methods
E to 4-10E
part-3 : Global Exchange of cooiiinisennnencnens 4-9
Cloud Resources
i 5E
Part-4 : Security Overview, .....eemeiseesinninnens 4-11E to 4-1

Cloud Security Challenges

Part-6 : Software-as-n-Service .......ccecveressrenanns 4-15E to 4-26E
Security, Security
Governance, Virtual
Machine Security, IAM, :
k Security Standards /




_“

R ¢ Managem 3 .
4-2E (CHMT-Sem-7) peouiree Tanagement & Securigy, in ), s Computing +3E(
= _ﬁ*ﬁ_*"“‘“ﬁaxﬁ Eif;fﬂ"__ﬁ_rd onél T Sem)
i x : T ] . is types of federation ¢ ouds arp PBQI'-I.D.P
PART-1 5 S A i n 7 20 Centrajizeg

Multi-Cloud : .
. namulti-cloud,a °‘=9"t°'$9Wif-‘eu5esmulup|e ;
. “"Eﬂﬂdm
A multi-cloud environment has ng volunteer v, ‘dmdg.
sharing of the cloud service provider infrasy #etion ang

Tuctures,
= Aanaging resource pfO\'ISlOn[.ngandthdu!. is -
il of client or their representatives, Mg isthe responsihilty

——\\‘\ iv. This approach is used to utilize resources from both
Que 4.1. | Write a short note on inter cloud. P clouds and private cloud portfolios. Sovernmenta)

. Questions-Answers

Lo'::qﬂnlm; . r Type mdMedi“ﬂAmwerhme

ii.

VR e

v. This types of multi-cloud are services ang libraries.
Answer . )
T A ; | Describe the challenges faced in federat
L Intercloud is the concept of connected cloud networks, ineluding Public Qued3 eration of cloggd
private, and hybrid clouds. ' infrastructure.
2. Itincorporates a number of technology efforts that are put togeth, ’———-I
i ei ility ili Tto ‘Answer
mpm\emtemp?mbﬂlty a o} portahll_lfy Among cloud networks, following are the challenges faced in federation of cloud
3. The goal was to imprave interoperability of cloud networks, The terms The B iy
inter cloud computing and intercloud were used to address this concep, infras ru'c \ b
4. Inter cloud is used to connect different cloud computing platforms and 1. APlecaflon servi P n: _
allows the data and applications to be ported between datacenters & i Itisimportant that the system should be able to predict the demands
cloud services.

and the behaviour of the services,

5. The main focusis on direct interoperability between public cloud service
providers,

6. To provide cloud services as utility successfully,
are required and interoperability and portability
ininter cloud.

7. The limitations of cloud are that the

i.. Only when it can predict, it can take decisio
dynamically scale up and down,

interconnected clouds ii. Prediction and forecasting models must be built.
are important factors

ns intelligently to

iv. The challenge is to build such models that accurately learn and fit

statistical functions suitable to different behaviours. It is more
y have limited physical resource.

challenging to correlate between different behaviours of a service.
Que 4.2. | Explain the types of inter cloud resource management. & Flexible mapping of services to resources :
. Itis important to maximize the efficiency, custrefl'ecti\'qnesa and
Answer utilization because of high operating costs and energy requirements.
Types of inter cloud resource management are : i The system has to compute the best software and hardware
L Federation clouds : configurations which result in a complex process of mapping services
L Afederation cloud is an inter cloud where a set of cloud providers to cloud resources,

willingly interconnect their cloud
.~ resources among each other.
i The cloud providers

infrastructures in order to share Uil. Mapping of services must guarantee that QoS targets are satistied

along with maximum system efficiency and utitization.

it in the federation voluntarily eollaborate to 1 Economi. models driven optimization techniques:
ange res . s "
il Thist : 0;-‘ i P : | L Combinatorial optimization problem is a mark-_:t dp\cn dms_lon
.‘r'!-t*‘ inter cloud is suitable for collaboration of governmenta kit otk hes the optimal combinations of services |
clouds (Clouds owned and utilized by non-profit institution o lid g strategy which searc| .*
Bovernment) or private cloud portfolios (Cloud is a part of n portfolio ~ anddeployment plans. hich optimize both ]
_ of clouds where the clouds belong to the same organization). L Optimization models must be developed whic

resource-centric and user-centric QoS targets.
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WA
4 Integration and interoperability :

Sensitive data in an enterprise 4_1130 may not be
cloud for security reasons and privacy.

i Anced related to integration and interoperability arisey
assets on premises and the cloud services. Issues elated e,
management, data management, and busines, * Sentiy
orchestration need to be resolved. Toce,)

5 Scalable monitoring of system components ;
i The components in a federated system are distributeq

techniques employed for system monitoring ang Manag;
centralized approaches.

i, Due toconcerns of scalability, performance and reliabilipy 50 .
from the management of multiple service queues ang ﬂrgz Uising
of service requests, centralized approaches are gt suiu;fhm"
architectures using service monitoring and management et
based on decentralized messaging and indexing models o need:

—_Qne__{;‘l. - | Describe the topologies used in inter cloud mhit&hue'

Resource Management & s,_.c,."_“.yl
n

L Misrated o

Answer
Topologies used in inter cloud architectures :
1. Peer-to-peerinter cloud federation:

i Clouds collaborate directly with each other but may use distribuseg
entities for directories or brokering.

ii  Clouds communicate with each other and negotiate directly withoy
mediators.

ii. The inter cloud projects that use Peer-to-Peer federation are
RESERVOIR (Resources and Services Virtualization without
Barriers Project).

2 Centralized inter cloud federation :
i.  Clouds use acentral entity to perform or facilitate resource sharing

i The central entity acts as a storehouse where the aveilable cloud
resources are registered.

ii. Theinter cloud projects that use centralized inter cloud federation

arcinter cloud, Dynamic Cloud Collaboration (DCC) and federated
cloud management.

3. Multi-cloud service :
L Clients access multiple clouds through a scrvice.

. Aservice s hosted by the cloud client either éxternallyor in.].wuse-
. The services contain broker components,

clovd computing . .

W ontrail, MOSAIC, STRATOS and commercig) c[ﬁ?ham OPTIMs,
gystems. %nt

Mu]ti-cloud libraries :
: Cbm“enl.? develop their own brokers by using 5 unified ¢f
18 ]j , h lb . f M mua
. [nter clouds that use libraries facilitate the y4, clouds ;
L uniform way. " N
i Examplesof Several Multi-cloud Libraries are Jav, ki

- Lib-Clouds, Ry o= 20%ary J-<louds,
Python library Apache » Ruby library Apacy
Cloud. oy Delta-

| Explain the extended cloud computing services,

‘Answer

pere

i Fig. 4.5.1 shows six layers of cloud services ranging from
" petwork, and collocation to infrastructure, platform, and wn“ﬂ:
nppucﬁﬁDﬂS.

—

Cloud application (SaaS)

Cloud software environment (PaaS)

Cloud software infrastructure

Computational Storage Communications
resources ([aaS) (Daa8S) (CaaS)

Collocation cloud services (Laas)

Network cloud services (Naa8S)

Hardware/Virtualization cloud services (HaaS)

Fig. 4.5.1. A stack of six 'lﬁy'aré_ of c-idqd nmmsni E:vw‘

2 The top three service layers are SaaS, PaaS, and laaS.

3. The cloud platform provides PaaS, Which sits on top of the laaS
infrastructure.

4 The top layer offers SaaS. These must be implemented on the cloud
platforms provided. Although the three basic models are dissimilar in
usage, they are built one on top of another.

The implication is that one cannot launch Sass applications witha cloud

(=]

Platt‘orm. The cloud platform cannot be built if compute and StOrae
infrastructures are not there.
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6.

b

w

Q

ue 4.6. I Give the cloud difference in pers

vendors and users.

--_._______h_“_'-lﬂ[:', il'l t‘]
. Uy
Physical peq i

-Service (Hﬂag;"memg. e

. ardware ey,
208, Virtual Ly e,
wil}iin

The bottom three layers are more related o
bottom most layer provides Hardware-as.n

The next layer is for interconnecting all the hardwarg
is simply called Network-as-a-Service (N

the scope of NaaS.

The next layer up offers analion-a.s-a-Sen-ice{Lm,sjj whih

collocation service to house, power, and secure all the e PPOVidy,
Physica)y L]

and network resources, 'm"d\'«a;e

The cloud infrastructure layer can be further subdivideg

Service (DaaS) and Communication-

85-a-Service (Caag)  Meas,

Pectives of Prov; dany

Answer

Answer |

—

Table 4.6.1, shows that cloud players are divide

a.  Cloud service providers and IT administra
b.  Software developers or vendors,

dinta three flﬂﬁses )
tors.

¢ End users or business users,
These cloud play
models,

The table entries distin
different players.

ers vary in their roles under the laaS, Paag and S

guish thg three cloud models ag Viewed by

From the software vendors perspective, application
given cloud platform is most important.

From the provider perspective, cloud infras

primary concern,

From the end users pers

15 the most important.
Table 4.6.1.

Performance op
tructure performance js the
pective, the quality of services, including security,

Cloud difference in perspectives of providers, v

endors and
users.
Cloud Players Ina8 Pan8 SaaS

IT sdministrations Manitar 51 As Monitor SLAs and cnable | Moniter SLAs and
cioud providers service platforms deploy saftware
Softw ure developers Todeploy and store Enabling plotferms via Develop and depley
{vendars) data wonfiguraters and APls | soltwore
Foird users o business Todeploy and stare | To develop ond st web | Use business softwand
Lnra d_." a

soflware

I

and Resource Provisioning Methods.

Resourre Pmm'xfoning

Resource provisioning means the se|pet;
m;;ngggmcnt of software (for example, ¢
load balancers) and hardware resources (for example, Cpy) o
and network) for ensuring guaranteed Performance fo, aPPE;:aﬁuns
This resource provisioning takefs Service Leve] Agreement (SLA) ; '
consideration for providing service to the cloud users, inte
9. ‘This is an initial agreement between the
- providers which ensures Quality of Se
performance, availability, reliability, res
i Based on the application needs static
" and static/dynamic allocation of re
cificiently make use of the resource
these QoS parameters.

5. Owve

I on, deplurmenl. and Tun-time

ﬂtah&.&e mmagement Sérvery

{5

cloud userg and cloug Servies

rvice (QoS) Pdrameters |k,
Ponse time etg,

Provisioning dynamje provision;
sources have to be made ip order to
8 without violating ST.A ang Meeting

r provisioning and under Provisioning of resources must be avoided.

Que 4.8. | What are the types of resource provisioning ?

hr.n_swer |

Types of resource Provisioning :
L Static provisioning :

L For applications that have predictable and generally unchanging

demands workloads we use static provisioning effectively.

i Withadvance provisioning, the customer contracts withthe provider
for services and the provider prepares the appropriate resources in
advance of start of se rvice.

. The customer s charged a flat fee or is billed on a monthly basis.
2 amic provisioning :

i Incases where demand by applications may chang mvmc%mn;k
Provisioning techniques have been suggested whereby I udm ’

) migrated on-the-fly to new compute nodes within the cloud.

ii

WVith dynamic provisioning, the provider allocates more restlﬁ
as they are needed and removes them when th?ismdn:uamit
Customer is billed on a pay-per-use basis. When 0
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pm\*isioningisuscdtomtcn hybrid cloud, it iuornullrnea
to as cloud bursting. e
8 User gelf-provisioning :

. With user self-provisioning (also known as cloud .
customer purchases resources from the cloud Provider g} }'ula
web form, creating a customer account and paying fo, N,- ugh
with a credit card. =

Que 49. | Describe briefly parameters used for resoy
. <8

| =

provisioning.

Answer |

Parameters used for resource provisioning are ;

i Response time : The resource provisioning algorithm des;

< take minimal time to respond when executing the task.

i Minimize cost : From the cloud user point of view cost ghoylg be

iii Revenue maximization : This is to be achieved from the cloud Berviee
provider's view.

iv. Fault tolerance : The algorithm should continue to provide serviee ip
spite of failure of nodes.

v. Reduced SLA violation : The algorithm designed must be able t,
reduce SLA violation.

vi. Reduced power consumption : VM placement and migration
techniques must have lower power consumption.

Resource Management & Sﬁturil:,.|
ne

L

‘Que 4.10. | Describe the resource provisioning methods.

‘Answer e

e

Resource provisioning methods are :
L Demand-driven resource provisioning :

i  This method adds or removes computing instances based on the
current utilization level of the allocated resources.

ii The demand-driven method automatically allocates two Xeon
processors for the user application, when the user was using on¢
Xeon processor more than (A) percent of the time for an extended
period.

iii. In general, when a resource has surpassed a threshold for a certaid
amount of time, the scheme increases that resource based 02
demand,

iv. When a resource is below a threshold for a certain amount of time,
that resource could be decreased accordingly.

putil‘lg

1-9
o E(CHIT S,
Amazon implements such an auto-scale featyry in

; i
V. This method is easy to implement, The scheme s EC? Platforn,
right if the workload changes abruptly, dﬂ'“‘““'ﬂrkm

at-driven resource provisioning :
Eve

Thi,,schemeaddsorremavesmachimmhmml —
timec\ﬂ!nl- M

The scheme works better for seasonal or predictaq Srenis

aring events, the nurqber of users grows before _
e End then decreases during the event period. the event periog

This scheme anticipates peak traffic before it i

i

w. - - .

v. The method resultsmnmuumnl!ossofqgsi“hemmh ‘
" correctly. Predicted
. Otherwise, wasted resources are even greater due tg ey

" do not follow a fixed pattern. ents that

popularity-driven resource provisioning :

3 i Inthis method the Internet searches for popularity of _—
applications and creates the instances by popularity demand
i Thescheme anticipates increased traffic with popularity.

ii. Theschemehasa minimal loss of QoS, if the predicted popularity is
correct. Resources may be wasted if traffic does not oceur as

= B e T S

e N e ey s el

expcct!’.'d‘
‘[ ParT3 [T SRS
\ 0 Glabal Exchanie of Cloud Resourcs. -

- e . .;-'..‘_'__.."..':'
Do Anewee™ ,p,mluedimmwm

Que 4'.11._' Write a short note on global exchange of cloud resources.

1. Enterprises employ cloud services in order to improve the scalability of
their services and to deal with bursts in resource demands.

2 However, at present, service providers have inflexible pricing, generally
limited to flat rates or tariffs based on usage (_hresholds_. and consumers
are restricted to offerings from a single providerat a time. '

3. For cloud computing to mature, it is required that the serces follow
standard interfaces.
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Tity in

4. This would enable services to be commoditised

H m‘d thus. W
way for the ercation of a market infrastructur %

e for tradip, ld py

Vo
5. The market directory allows participants to locpto provi dcmg in .Qni::le
with the right offers. or ¢, 1,
6. The banking system ensures that financial transaet; ot n
agreements between participants are carried oyt Ponnimngh

Que 4.12. | What are the market-oriented techniqueg 7

Answer

Various market-oriented techniques are ;
L Ancka:

L Anekaisimplied in Platform-as-a-Service type ang offers
in cloud computing to its users making it convenient g, Platfurm
create and deploy applications. F they, "

ii. Itsunique feature is its flexible design and Customizatj,
that allows it to target different application scenaripg. H “Pa]:ﬂ;tj

2. Workflow engine :

i The Workflow Management System (WMS) as
representing their applications asa workflow,
i Itthenexecutesthese workflows on the
level of abstraction.
w  The WMS provisions an easy to use workflow e
application composition.
3 MetaCDN:
L MetaCDN creates anintegrated overlay network
by exploiting storage cloud resources being o
[aaS vendors.
i Iteradicates the difficulty arose due to de
providers.
4. CloudSim:

i The CloudSim toolkit offers an environment to the users that enghle
them to model and simulate extensible clouds.

i They offers platform where user can get their applications executed

i It is a complete customizable tool that allows extension and

description of policies in the software stack.
5  Resource management :

Sistg users i,
cloud platform from higp,,

ditor that allowy fg,

ataverylgw cost
ffered by multiple

aling with multiple storage

L Resource management in cloud computing is considered as a
important aspect as it leads to proper utilization of availsble
resources for making a cloud as an optimum computing
environment,

o

The taxonomy of resource management falls under various
categorics such as energy-aware, SLA-aware, market-oriented,
load balanced, hybrid cloud and mobile cloud computing.

s Security OW"”{‘"”CIMSM'&’CM l

> F

m-l Give a schematic diagram of Various ¢}
éha:uengeﬂ 7

. Fi-g.—-l.l:!.l represents the-schemetic diagram showip the ki
1 the cloud computing, with security challenges op bot erarchy of

oud security

. h the ¢
computing models, deployment and Service models and algg the i,;:::
related to networks.
Cloud computing
Security challenges
1
| —] '
rDeplu_Tml.‘nt models l |_ Service model —l | Network iasues I
I ] - [ Browser security
Privat tr:hnc Hybrid| [ Saas mai] [ 1aas ]
SQL injection attack
Cloning and Data leakage Totips i
resource pooling problems XML sigrature
T element wrapping
Mnlll'l'l.)' of data and Malicious attacks
data residuals Incomplete data
Elastic perimeter Backup and storage deletion
Locks-in
Shared multi-tenant Shared techaological
environment issues
Unenerypted data Service hijacking
Authentication and Virtual machine
Eentiuv management hopping

PR LT, Ty T o R 5 e

Fig. 4.13.1. Clas

= e g
ication of security challenge.

ar AEA—rn: meia

i
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i 0
2 Theclassification shown in Fig. 4.13.1 reveals varipys 0 w‘l
under cloud computing. The deployment model is ¢l
private, public and hybrid cloud and the security jggy

,one
08sifiog ruh“"&nge,
been exposed in common.

ol the Samg :1:‘
W &
3. Thescrvice model is classified into the SaaS, Paas a

security challenges in common. The security challen

;Eﬁng ht
network are also known as for any internet baseq

Be8 with Tes

Seryy t
considered as the backbone for cloud computing. MViee, Networkl:
Que-l.llvl Explain various security challengeg relag
: a
deployment models, ed ¢

Answer |

Various security challenges related to deployment model ;
L Cloning and resource pooling :
L Cloning deals with replicating or duplicating the data,
i Cloning leads to data leakage problems rev
authenticity.
2. Motility of data and data residuals :
i For the best use of resources, data is moved to cloud inf

t‘astruqun
i Asaresult, the enterprise would be devoid of the location whe %
data is put on the cloud. e

i Thisis true with public cloud.

iv. With this data movement, the residuals of data
may be accessed by unauthorized users.
3. Elastic perimeter:

ealing the Maching,

is left behind which

L Acloud infrastructure, particularly com
creates an elastic perimeter.

Various departments and users throughout the organization allow
sharing of different resources to increase facility of access but
unfortunately lead to data breach problem.

4. Shared multi-tenant environment :

L Multi-tenancy is one of the vital attribute of cloud computing, which
allows multiple users to run their distinct applications concurrently
on the same physical infrastructure hiding user data from each
other,

i But the shared multi-tenant
risks such as ille
hardware,

5 Unencrypted data:

L Dataencryptionisa process that helps to address various external
and malicious threats,

prising of private cloud,

i

haracter of public cloud adds security
gal access of data by other renter using the same

ool Computing

c +13p csIT
{ Sem.7)
Uncnt‘-rJ’Pt‘-‘d datais vulnerable for 5
ii.

provide any security mechanism, Usceptible datg,_yy iy o
nencrypted data can easily pe

:I:::rs:- ’ ¥ De dccessed by Unauthri;ag
!-uthentfcation and identity management .

with the help of’ 4_:laud. auser is facilita
and make it available to various servi
Identity management helps in authe
their credentials.

Que 4.15. | Discuss security challenges related with the

;,,o:i;:ls.
-*Mgl'_ﬁl
{F::i;;s security challenges related with the service models :
1. Data leakage and consequent problem :

. i  Datadeletionor alteration without backup leads to certain drastic

data related problems like security, integrity, locality, segregation
and breaches.

iii.

ted to access ity Private daty
€€S actoss the netwpr.

i Dticating the Users througt

S€TVice

i Thiswould lead to sensitive data being accessed by the unauthorized
users.

2 Malicious attacks :

i  The threat of malicious attackers is augmented for customers of
cloud services by the use of various IT services which lacks the
intelligibility between the procedure and process relating to service
providers,

ii. Malicious users may gain access to certain confidential data and

thus leading to data breaches.

3. Backup and storage :

L The cloud vendor must ensure that regular backup of data is
implemented with all measures, .

i But this backup data is generally found in unencrypted form leading
to misuse of the data by unauthorized parties.

iil. Thus, data backups lead to various security threats.

41 Shared technological issues :

L lIaaS vendors transport their services in a scalable way by
contributing infrastructure. :

i But this structure does not offer strong isolation properties for 8
multi-tenant architecture. i :

i, Hence, in order to address this gap, a virtualization hypervisor
intercede the access between guest operating systems
physical compute resources.
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5 Service hijacking:

L Service hijacking 18 associated wi!h gaining an illegal ¢
certain authorized services by various unauthorizeg ey

4-14 E (CHIT-Sem-7)

Ontrg)

. . s, ﬂi‘l

& 1t accounts for various techniques like phishing,
software and fraud.

i Thisis considered as one of top most threats.

6. VM hopping:

i WithVM hopping, an attacker on one VM gains rights t, use
victim VM's Anothey

xploitatiq, o

i. The attacker can check the victim VM's resource Procedure
its configurations and can even delete stored data, thus, pmi ,a"'E,r
in danger the Vs confidentiality, integrity and “"ﬂﬂnbilil_yhng“

iii Arcquirement for this attack is that the two VM's must by operatj
on the same host, and the attacker must recognize the vicetin W?
IP address. s
7. VM mobility :
i  Thecontents of VM's virtual disks are saved as files such that Vs

can be copied from one host to another over the system or vis
moveable storage devices with no physically stealing a hard drive

i VM mobility might offer quick use but could show the way to security
problems likewise, the rapid spread of susceptible configurations
that an attacker could make use of, to endanger the security of o
novel host,
8 VMdenial of service:
i Virtualizationlets numerous VM's split physical resources like CPU,
network bandwidth and memory or disk.

ii  ADenial-of-Service (DoS) attack in virtualization takes place when
one VM occupies all the obtainable physical resources such that the
hypervisor cannot hold-up more VM's and accessibility is endangered

iii. The most excellent move towards preventing a DoS attack is to
bound resource allocation using correct configurations.

Que 4.16. | What are cloud security controls ?

'Aluwm: |
Cloud security controls are :

1. Detective control : This type of control is used to detect and react
instantly and appropriately to any incident.

Preventive control : It strengthen the system against any incident or
attack by actually eliminating the vulnerabilities.

2

. 4_ [ 4
oud Computiné w
Cle

Y pr control : This type of control is used is meany 0 reduce
q 2 cloud system. It reduces the threat leve] b)"gi\fing 8 warning
. o

o). :
SIE’ rrgctl
wntfﬂ'“i”
typ*

ve control : It reduces the ccnsequences of an jp
g the damoge. Restoring system backup is an exam

| PART-5 I

\are-as-a-Service Security, Secu'rify Governance, Virtual
Softwa ‘Machine Security, IAM, Security Standards,

cident by
ple of such

Questions-Answers _ = : : —|

mngAngwerTy'peandMéﬂiﬁmm.T— ==

Que 4.17 What is cloud security governance ? Describe its
ue .14

challenges-

. Cloud security governance refers to the management model that

facilitates effective and efficient security management and operations
in the cloud environment so that an enterprise’s business targets are
achieved.
This model incorporates a hierarchy of executive mandates, performance
expectations, operational practices, structures, and metrics that when
implemented. result in the optimization of business value for an
enterprise.

Cloud security governance challenges :

1. Lack of senior management participation and buy-in:

i The lack of a senior management influenced and initial secunty
policy is one of the common challenges faced by cloud customers.

ii. Anenterprise security policy is intended to set the executive t?ne.
principles and expectations for security management and operations
in the cloud. .

ii. The result of this situation is the ineffective definition n'n'd
communication of executive tone and expectations for secunty 10
the cloud. ..

iv. To resolve this challenge, it is essential to engoge entt;;];ir:};z
executives in the discussion and definition ql’tuﬂe and e:p;t
for security that will feed a formal enterpnse security poiicy:

L
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s e rity in %
g Lack of‘.mhedded management opernllom

\ontrols are interpreted as an auditor's cheeklist or g
t;r:tdures. and as a result, are not effectively ﬂrnt‘::;gaﬁ*d“
security operational processcs and procedures ag they g ed gy
for purposcs of optimizing value and reducing dn,f:‘“ ‘
operational risks vy
This lack of embedded controls may resultin operatigng; -
may not be apparent to the enterprise, nal righ, thy

4 Lack of operating model, roles, and responsibilities ,

. enterprises moving into the cloud environme

¥ T;n:.nfu ogepmﬁng maodel for security, or do not h_a\r: :::: d 10 lagy
tactical roles and responsibilities properly dﬂﬁned
operationalized. dnd

i This situation stifles the eﬁettivengss ofa security
and operational function/organization to support security im
cloud.

i Establishing a hierarchy help an enterprise to better Manage
control security in the cloud, and protect associated inve-’*"-menu'
accordance with enterprise business goals. o

iv. This hierarchy can be employed a8 in-sourced, out-soure
sourced model depending on the culture, norms, and risk
of the enterprise.

4 Lack of metrics for measuring performance and risk :

i Another major challenge for cloud customers is the lack of defined
metrics to measure security performance and risks. A problem thy

also stifles executive visibility into the real security risks i the
cloud.

L

=

Ed| or -
lOlErmu

Que 4.18. | What are objectives of cloud security governance ?

ijecthrea of cloud security governance :

1. Strategic alignment : Enterprises should mandate that security
investments, services, and projects in the cloud are executed to achieve
cstablished business goals (For example, market competitiveness,
financial, or operational performance).

2 Value delivery: Enterprises should define, operationalize, and maintain
an appropriate security function/organization with appropriate strategk
and tactical representation, and charged with the responsibility 1o
maximize the business value (Key Goal Indicators, RGI) from the pursut
of security initiatives in the cloud,

Risk mitigation : Security initiatives in the cloud should subject 10
measurements that gauge effectiveness in mitigating risk to the

puting +17E (CSIT-Sem.7)

et y Risk Indjcalors}.msoirdt_jnli.\-egw
enterpr oasively demonstrate a reduction in these rigkg over time
that ProF” e of resources: Itisimportant for enterprises tg egtay:
rating model for managing and Wfﬂrmingem‘mh
in the cloud, including the Proper definitipg a::;

jnng the instituts

b zation of due processes, the institution ol‘am

0 dmt;;:l:,zibili‘ic"- and use of relevant tools for overa)] EEMMNE
an b = -

eﬂcdi.vcnm‘ . a7 2

. .d performance: Security initiatives i the cloud should be
Su’m“;ble in terms of performance, value and risk to the enterprise
mcaﬂ';: s Indicators, Key F_{i.sk Indicators), and yield Tesults
that demonstrate attainment of desired targets (Key Goal Indicators)

over time:

..-—--.‘ 19 I Write down properties and characteristics of VM.
Que 3.2%

) unl machine is open-source software that runs an operating system and
VirtL ion. It is comprised of a set of specification and configuration files and
Fp::ﬁed by the physical resource of a host.
I" -
virtual machine properties :
1 Dispatcher: Hypervisor starting point to decide which module to call
" for the given trap.

2 Allocator : Ithasto decide what system resources are to be provided.
3 Interpreter:It peeds one interpreter routine per privileged instruetion

each routine hasto simulate the effect of the instruction which is trapped.
Characteristics of VM :
L A virtual machine (VM) is a special program, which must meet the
following three characteristics :
a.  Theefficiency property
b. The resource control property
¢. Theequivalence property ‘
The virtual machine can run any program in its virtual environment.

i i I the program

The efficiency property requires that the large portion of 0
instructions will be exccuted directly on the pal;ys.lml hfﬂmcessﬂ:;1 thout
any changes or interventions from the virtual machine momtor.
This requirement is not enly set for performance reas?ns.db;l Ptlj:un.w
exclude emulators or simulators from the virtual machine defas

als0 yield ey,

w s

-

Answer |

There are two main implementations of Virtual Machines (VMs):

H

Que 4.20, | Discuss implementations of virtual machines.
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virtual machines :

j, Process VM i a virtunl machine capable of supporting an ingjyig

1A as long as the process is alive. Fig. 4.20.1(a) demonglmm
rocess )
smg %IB —
- ._._----—'"""_" Application
Application Processes
Guest Processes Guest VM
e
= - i 0s
Runtime Virtualization fid
i software Virtualization
| os Hypervisor | Software
Host Hsiware Host Hardware
machine L
— I-.—-—-_'_-_-_-
@) (b)

[

=

4.20.1. Virtual machine types (a) Process ,?irtu_gl-'
machines, and (b) System virtual mnch_inu;, g ‘l

A pmcéss VM terﬁlinaies when t!le hostec':l process ceases. Froma
process VM perspective, a machine cnn'smts of a v:rtua} memory
address space, user-level registers and instructions asmgned toa
single process so as to execute a user program. e

A regular process in a general-purpose OS can also be deemed a
machine. However, a process in an OS can only suppor.‘t user
program binaries compiled for the ISA of the host machine. In
other words, executing binaries compiled for an ISA different than
that of the host machine cannot be ensued with regular processes.
Conversely, a process VM allows emulation. As :aho'wn in Fig. 4.20.2,
emulation is the process of allowing the interfaces and
functionalities of one system (the source) to be employed on a
system with different interfaces and functionalities (the target).

Fig.

Guest
(Source ISA)
N S

Host
(Target ISA)

Fig. 4.20.2. Emulation process. Y
The abstraction of the process VM is provided by 2 p]ecle(ﬂ}
virtualizing software called the runtime as shown in Fig. 4'20i] or;
The runtime is placed at the Application Binary Interface (AB t:m‘-'
top of the host OS, and the underlying hardware. It i8 this run lesl
that emulates the VM instructions and system calls when g1
and host ISAs are different.

Cloud Computing
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6.

A process VM may not directly correspond to any physical platform
but employed mainly to offer cross-platform portability, Such kinds

of process VMs are known as High Level Language Virtual Machi
(HLL VMs). e

An HLL VM abstracts away details of the underlying hardware
resources and the OS and allows programs to run in the same way
on any platform. Java VM (JVM) and Microsoft Common Language
Infrastructure (CLD) are examples of HLL VMs.

A process VM is similar to a regular process running on an 0S,
However, a process VM allows, through emulation, the execution
of an h?pplication compiled for an ISA different than that of the host
machine.

ji. System virtual machines:
1.

A system VM is a virtual machine capable of virtualizing a full set of
hardware resources including processors, memories, and [0 devices,
thus providing a complete system environment.

A system VM can support an OS along with its associated processes
as long as the system environment is alive. Fig. 4.20.1(b) illustrates
system VMs. The hypervisor (or the Virtual Machine Monitor (VMM)
is a piece of software that provides abstraction for the system VM.

It can be placed at the ISA level directly on top of the raw hardware
and below system images (for example, 0Ss). The hardware
resources of the host platform can be shared among multiple guest
VMs. The hypervisor manages the allocation of, and access to, the
hardware resources to/by the guest V)Ms.

The hypervisor provides an elegant way to logically isolate multiple
guest VMs sharing a single physical infrastructure (for example,
the cloud datacentres). Each guest VM is given the illusion of
acquiring the hardware resources of the underlying physical
machine.

There are different classes of system VMs as shown in Fig. 4.20.3.

Guest Guest
applications applications

Guest 08 Guest 0S

Guest

applications Unprivileged

e

i}ipplia:aticms

mode
Privileged

Guest 0S Hypervisor Hypervisor |

9

Host 08 Host O8 mode

Hypervisor

Hardware

Hardware Hardware Hardware

Traditional  Native system User-mode hosted Dual-mode hosted
systems VMs

system VMs system VMs

Fig. 4.20.3. Different system VM classes.

.....
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. stem, the OS5 rung jn e .
| time-shared system, ;403 in py;
gdc] while the applications associated wity, i:'l%{d
ode). Mnip

g Ina wnvnn;onr:
i:f::liﬁ:;:d mode {user m

0 evstem virtualization, however, the guest OS(g) i
With S!i" mode while the hyperviser can operate i pﬁﬁhgmn
unpn"]s ch a system is denoted as native system VM, 1, uu:d
mofc!.n \"JM every privileged instruction issued by a user Prograp,
:.“l“:sa;; gucs.t 0OS has to trap to the hypervisor. -

. s to specify and implement every g,

K T ?:e?:;:sga:?;ing hardware resources. In l.‘ontzqﬁ?a::
:ﬁ;nm, operates in unpri\:ri]cgod _mpde on top of a host 0S, the
guest 0S(s) will also operate in unprivileged mode,

9 This system is called user-mode hosted system VM. In th;
privileged instructions from guest 05(s) still need to tra
hypervisor. Inreturn, the hypervisor also needs to trap to
0s.

8 case,
P to the
lhe ]_“HL

Clearly, this increases the overhead by adding one more trap per
every privileged instruction. The hypervisor can utilize the funetiong
already available on the host OS to manage hardware resources,

Finally, the hypervisor can operate partly in privileged mode ang
partly in user-mode in a system referred to as dual-mode hosteq
system VM. This way, the hypervisor can make use of the host 0Ss
resource management functions and also preclude the one more

trap per each privileged instruction incurred in user-mode hosted
systern VMs,

10.

11.

LQ_IH_*I.S]__. Write a short note on IAM.

Identity and Access Mana
and manages user identit
It ensures that use
applications and re
Some of the mos

gement (LAM) is a system that secures, stores,
ies and access privileges.

rs are who they say
sources only if the
; tcommon IAM solyt
Mulu-PactorAuthenucaLion (MFA),
can be deployed On-premige
Modern technology enghle

ever before,

For instance,
time on any d

they are and will grant access to
y have the permission to use them.

ions include Single Sign-On (SS0),

A), and access management, all of which
80rin the cloud,

- i & N
businesses ¢q be more agile and efficient

the cloud Jeig
cts the
evice, ¢employe

€5 work from anywhere at any

rotectj w,
protections of on-premige Becurity orkforce has moved beyond the

of TAM,

L]

Imp

Enhancing security

L
.

Sim

L
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are? 2
ger experiences:

need for use
2:5 different areas of the system.

of user authe ntication schemes r:ls.ntg;nnﬁ
factor authentication to federated soluty

g user gecurity profiles.

: multiple
roving ¥ rs to remember and input P

e t
0 mln[ltc&
s80ech i to acc

assWor :
F\]l vendorsoffer 8 \'Dljlcl_',’
from more strict multi-

that leverage existin o
rofiles:
can iuthenticutc and authorize users based on the
EAM SS;StceT;xdicnwd in their directory profiles. _
e .cally control user access using other
LAM system can also anutomatically ¢
factors to specific functions of our system.

i diting and reporting: '
plifies au o ‘ . -
Consolidating user identities and Passv.orcb; with SS?hmnke‘i 1:
casier for IT departments to audit where and how these use
credentials are used. .

In the event that user credentials are cnmpro:_msed, ‘IA.M systems
make it casier for IT departments to identify which user was
compromised and which data was accessed during the breach.

Allows easy access no matter where we are :

L

IAM/SSO allows users to access to all interconnected systems,
regardless of where the user is physically located.

This can be especially useful for large companies doing business

globally, providing ease of access to employees, partners and clients
alike.

Increases productivity and reduces IT costs :

1

i

The original benefit of SSO for IT departments was to eliminate the

cost of internal help desks helping users locked out of their
application accounts.

IAM leverage in already existing identity stores such as Active
Director. IAM allows to extend what we have into the future.

Cloud-based and mobile-based IAM tools not only allow users to
authenticate from anywhere anytime, they also provide the
extensive audit trails, analytics, access rules and policies to truly
automate identity access and management across the enterprise.

| Que 423, l What are the advantage and disadvantages of LAM ?
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Answer l

Advantages of IAM are:

1. Users have fewer accounts and passwords to manage,

2 Less password fatigue related to managing multiple —

4 Less user time needed to log separately into different Systems

4. Fewer support requests for password resets.

5. Provides acentral location for administrative managemeng of g

Disadvantages of [AM are : Ccounty,

1. The primary concern with S50 systm:_:s isthatit creates slngi
.ailure ifthe authentication server fails. This forces the addeg b‘l.lpr::l of
multiple authentication servers to provide redundancy, nof

This single point also creates a single breach point. If USer aceoyn ;
breached, an attacker can gain access to all protected systems {hy tm
compromised user account has access to. the

Que 4.24. , Explain the architecture of IAM.

'Answgr
Architecture of IAM are:
L Cloud-based and multi-tenant architecture :

[ ]

a. A multi-tenant architecture provides lots of benefit such as the
vendor can issue updates, security fixtures, and improves
performance.

b. It also modifies the vapability to manage access provision and
governance eflectively.

ii. Security, management architecture :
a.  Themost important need of IAM is identity and access management.

b. IAM in Cloud computing offer features like multi-factor
authentication, digital access cards, and biometrics.

¢ These features help to easily retrieve the information in a secure
manner,

iil. Single Sign-On (SS0) and federation:
a  SS0 enhances the experience of the end user while maintaining
security and availability of the network Lo users as intended.
b. The user can use the safest password combinntion without working
hard to remember, which s used to access services on regular
is,

It also benefits in another way, as it helps to manage secure

authentication for third-party cloud services.
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iv. Analytics ond intelligence :

a.  Analytics and intelligence capabilities are used to report the use of
access privileges in the context of multifaceted relationships.

b.  This relationship is between users, their roles and responsibilities,
job function, and data usage.

c. This information allows the organization to identify anomalies for
former employee’s nwesome specific type of workforce segment.

v. ‘Governance, risk, and compliance :

a.  The governance, risk and compliance are supported by modifying

the automation and intelligence capabilities of an identity as a service
system.

b. This IAM function helps an erganization to define and automate
the application specific processes, which will get familiar with the
access and usage patterns.

Que 4.25. I Discuss the cloud security standards,

.Answer I

Following are the cloud security standards :
1 Information Technology Infrastructure Library (ITIL) :

L Itisaset of best practices and guidelines that define an integrated,

| process-based approach for managing information technolegy
services.

ii. I‘I'I_L helps to make sure that proper security measures are taken at
allimportant levels, namely strategic, tactical, and operational level.

ii. Many IT organizations employ security management framework-
Information Technology Infrastructure Library (ITIL)

iv. This industry standard mana
for planning and impleme
sustaining management p
and thus provide security.

Hence, it provides a framework with continuous improvement that

gement framework provides guidance
Diing a governance program with
rocesses that protect information assets

IS necess i i : . -
s, ary to align and realign IT services to changing business

'F)pen Virtualization Format (OVF):

—

| & Open }’jrtun]izution Format (OVF) is a standard pertaining to
| E;l('it ability concern. DVF Pprovides the ability for an efficie nt, flexible
- secure distribution of enterprise software over the ¢loud.

i

OVF thus provides cust
L B omers, vendor and platform independ
| asit facilitates mobility of virtual machines. pendence

*
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i Across the cloud OVF plays a major role in providing _
portability. It also helps to provide simplified depl, S-Dhu%
multiple platforms. Yment

iv. AnOVF format virtual machine can be deployed casily by
They can do so on the platform of their choice. It helpg f:‘hmen
customer experience as it provides customers with, nhape,
platform independence, verification, signing, ‘,emi:m_“h‘li;rl
licensing terms. Ming, ang

3. ITU.-TX.1601:

i The ITU standard presents a sketch of issues pertain;
computing and proposes a framework for cloud sucum;g

ii It talks in detail about various security challenges and
reduce these security risks in cloud computing. 1t alsg g; Waya tg
framework that provides an insight into what security capabks: a
are required for making the cloud secure and facip, o
challenges.

h C]u.ud

B Security

ITU-T X.1601 starts by listing down major security threats that
cloud can encounter. the

iv. The standard discusses the security challenges based on the py
of the role that an individual or an organization plays in the '.:1::;
computing paradigm. ) Fun

v. The standard divides the roles of an individual or an organizatioy
into following three categories : i

a. Cloud Service Provider (CSP) : An individual or ap
organization responsible for making cloud services available,
b. Cloud Service Customer (CSC) : An individual or an
organization that uses cloud services,
c. Cloud Service Partner (CSN) : A partner that helps support
the CSPs or the CSCs.
4. PCIDSS:

L

Payment Card Industry Data Security Standard (PCI DSS) was
released by PCI security standards council. i

PCI's main objective is to provide security guidelines for credit card
usage and address CSP's and CSC's.

Cloud security is a shared responsibility between the CSP and its
clients

The di\fiaion of responsibilities between the client and the CSP fnr
managing PCI DSS controls is influenced by multiple factors, which
are: i

a. The client uses the cloud service for what purpose.

b. What scope of PCI DSS ; . : sourciog
to the CSP? requirements is the client ou

Cloud Computing 4-25 E (CS/IT-Sem-7)

c. The CSP validates which service and system components within
its own operations.
d. The service option that the client has selected to engage the
CSP (1aaS, PaaS or SaaS).
¢. The scope of any additional services the CSP is providing to pro-
actively manage the client's compliance.
5. ISOMEC 27017 Code of practice for information security controls:
i This standard is yet to be launched in the market.
i It aims to provide further guidance in the information security
domain of cloud computing.

It is aimed at supplementing the guidance in ISO/IEC 27002 and
various other 1S027k standards including ISO/EC 27018 on the
privacy aspects of cloud computing, ISO/IEC 27031 on business
continuity, and ISO/IEC 27036-4 on relationship management, as
well as all the other ISO27k standards.

iv. The scope and purpose :
a. It aims is to provide an advancement to ISO/IEC 27002 in terms
of adding value to its practices of control implementation

b. Additionally, the standard will provide further security advice

for both: clients and service providers. It will do that by offering
advice for both side-by-side in each section.

OO
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Que 5.1%- Describe briefly the term Hadoop 7

l
‘a
| i CONTENTS | | mwe

morm |

[

|

|

1

" Hadoop is an open-source software framework usf.d ?;::;mg -
b and running applications on clusters of commodity har . s
Part-1 = Hudoop, MagRedusd. e ommongorn St 0.6 - - r any kind of data, enormous processi
B - z :;:??: ;ieds tﬁﬁ;;?tzb::alf;nze vif'rtually limitless concurrent tasks or
-2 : Google App Engine, ...cccoiiiinnnninninns +.. 3=10E to ' jobs. .
Part Pro:rnm:ali)ng E[I;:wironment 5-4E 5 The Hadoop ecosystem is a framework of various types ofcomgl;f?rx anc:
for Google App Engine evolving tools and components. Some of these elements are very differen
from each other in terms of their arcl:ut_ecture however, tht keeps
Part-3 : Openstack, Federation in the ............5-14E to 6-21E them all together under a single roof is that they all derive their
Dhnd, Fotie Lavaleof functionalities from the scalability and power of Hadoop.
Federation, Federated Services
and Applications, Future 4.

Hadoop ecosystem can be defined as a comprehensive collection of tools
' and technologies that can be effectively implemented and deployed to
/ I provide big data solutions in a cost-effective manner.

| 5. MapReduce and Hadoop Distributed File System (HDFS) are two core
components of the Hadoop ecosystem that is used to manage big data.
However, they are not sufficient to deal with the big data challenges.

l\_ of Federation

| 6. Along with these two, the Hadoop ecosystem provides a collection of

various elements to support the complete development and deployment
of big data solutions.

ml Why do we use Hadoop ?

Answer

Use of Hadoop:

1. Ability to store and process huge amounts of any kind of data quickly.

% Computing power:

Hadoop's distri .
big datafogt adoop's distributed computing model processes

5-1 E (CS/1IT-Sem-T)
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3 Fault tolerance : Data and application processing “W
hardware failure. If a node goes down, jobs are automatically l'c:d"'mm’t
to other nodes to make sure that distributed computing doeg nlrmed
Multiple copies of all data are stored automatically. ot faj,

4. Flexibility : Unlike traditional relational databases, we do not |,
preprocess data before storingit. We can store as muchdata ag wemr& .
and decide how to use it later. That includes unstructured daty like :
images and videos. tex,

5 Low cost : The open-source framework is free and uses commog;
hardware to store large quantities of data. Y

6  Scalability : We can easily grow our system to handle more daty timp}
by adding nodes. d

Que53. |Explain features of Hadoop.

e T e

Features of Hadoop :
L Suitable for big data analysis :

i  As big data tends to be distributed and unstructured in nature,
Hadoop clusters are best suited for analysis of big data.

i Since it is processing logic (not the actual data) that flows to the
computing nodes, less network bandwidth is consumed.

iii ‘This concept is called as data locality concept which helps to increase
the efficiency of Hadoop based applications.

2. Scalability:

i  Hadoop clusters can easily be scaled to any extent by adding
additional cluster nodes and thus allows for the growth of big data.

i  Scaling does not require modifications to application logic.
3. Fault tolerance :

i  Hadoop ecosystem has a provision to replicate the input dataonto
other cluster nodes. -

i Incaseofa cluster node failure, data processing can still proceed by
using data stored on another cluster node.

Write a sliort note on modules of Hadoop. :

—

Advancements

7 Cloud Technologies &

G4E (CSAT-Sem-
‘Answer _ |

ules of Hadoop :
Modl[DFﬂ (Hadoop Distn'but:ld:t‘:)l:e
be broken into blocks an
architecture.

YARN (Yet Another
2. scheduling and managing t
3 MapReduce:

This is o framewo
computation on d2&

i t
The Map task takes Inpu '
i alue pair.
can be computed in key v N
. The output of Map task is consumed by reduce task and then
- reducer gives the desired result. |
4 Hadoop common : These Java libraries are used to start Hadoop an

sed by other Hadoop modules.

files will

: It gtates that u?e !
?iy?rt:c::,dcs over the dlstnbutcd
1.

: b
Resource Negotiat.or} . It is used for jo
r

he cluster.
lel

rk which helps Java p:.'ng'rams to do the parallel

ta using key value pair.

data and converts itintoa

L

data set which

are u
‘Que EJI.’-JI What are the advantages of Hadoop ?

Advantages of Hadoop :

L. Fast: In HDFS, the data distributed over the cluster helps in faster
retrieval. As tools are present on the same server, reducing the processing
time. It is able to process terabytes of data in minutes and peta bytes in
hours. 2

2 Scalable : Hadoop cluster can be extended by just adding nodes in the
cluster.

3. Cost effective : Hadoop is open-source that uses commodity hardware

to store data so it is cost effective as compared to traditional relational
database management system.

4 Resilient to failure : HDFS has the property with which it can replicate

d:{ta over the network, so if one node is down or some other network
failure happens, then Hadoop takes the other copy of data and use it.

Normally, data are replicated thrice but the replication factor is
configurable.

QF' 8.6. | Explain the architecture of Hadoop.



tracker

MapReduce layer HDFg laye
e

Master

Task

Slave tracker

node
il y)

‘Fig.5.8.17
NameNode :

L Itisasingle master server that exists in the HDFS cluster.

i Asitis a sin
failure,

Gi It manages the file system namespace by executing an Operation
like the opening, renaming and closing the files. '

iv. It simplifies the architecture ofthe system.

DataNode :

i.  The HDFS cluster contains multiple DataNodes.

ii. EachDataNode contains multiple data blocks.

ui.  These data blocks are used to store data,

iv. Itisthe responsibility of DataNode to read and write requests from
the file system’s clients,

v. It performs block creation, deletion, and replication upon instruction
from the NameNode.

Job tracker :

L. Therole of job tracker is to accept the MapReduce jobs from client
and process the data by using NameNode.

ii. Inresponse, NameNode provides metadata to job tracker.
Task tracker :

i. It works as a slave node for job tracker.

i Itreceives task and code from job tracker and applies that code on
the file. This process can also be called as a Mapper.

gle node, it may become the reason of single pojng

5-8 E (CS/IT-Sem-7)
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Answer

Differentiate between cloud computing and Hadoop.

| S.No.

Cloud computing

Hadoop

1

Storing of data, applications
and software are in cloud
servers accessible through
the internet on-demand
basis.

Hadoop process and store large
volume data sets in a distributed
GDFS computing environment
across clusters and data nodes,

Business can apply Hadoop to

T O e

ing reduces

2 :ﬂguc{:;sio:}p::::ngging and | analyze a variety of business
maintaining IT systems, | problems such as product
instead of purchasing | recommendation, ﬁ'al{d detection,
expensive systems and | and sentiment analysis.
equipment for the business.

3. Cloud computing offers a | Hadoop HDFS provides
reliable, secure and | appropriate response times and
consistent Quality of Service | increased system availability.
(QoS) management as
decided in service level
agreements.

4. Cloud management console Hadoop database can be connected
provides a complete analysis | to many data reporting tools like
of cloud usage as reports and Microstrategy, and, data meter.,
graphs.

5. Computing behaviour like Big data with a large volume of
performance, scalability, | data s processed and analyzed
availability, and security is | using Hadoop.
analyzed.

6. Cloud computing focus on Hadoop focuses on manipulating
system performance, large data sets with structured and
network performance, data unstructured data.
security, and availability,

Cost is focused on delivering
Software-as-a-Service in the
cloud,
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Q_ua §.B.~ g | Write a short note on MapReduce.
Answer

1. MapReduce isbased on the parallel programming framew
large amounts of data dispersed across different system,

The process is initiated when a user request is received to exo
MapReduce program and terminated once the results are wﬁt:"le the
to the HDFS (Hadoop Distributed File System). €0 back

3. MapReduce facilitate the processing and analyzing of both Unstrye
and sem-structured data collected from different sources, w|
not be analyzed effectively by other traditional tools,

4. MapReduce enables computational processing of data stored inaf
i

system without the requirement of loading th initially :
df:ta ‘ out the req en 'g ¢ data initially into 5

5. It primarily supports two operations, map and reduce.

ork 1 Proces,

s

hil:h may

These operations execute in parallel on a set of worker nodes.

7. MapReduce works on a master working approach in which the maste,
process controls and directs the entire activity, such as collecting
segregating, and delegating the data among different working. '

Qne §.9. | Explain the working and phases of MapReduce,

‘Answer:

e i i s

1. The MapReduce algorithm contains two important tasks, namely Map
and Reduce :

i  The Map task takes aset of data and converts it into another set of
data, where individual elements are broken down into tuples (key-
value pairs).

ii The Reduce task takes the output from the Map as an input and
combines those data tuples (key-value pairs) into a smaller set of

tuples.
2. The reduce task is always performed after the map task.
Phases of MapReduce: y

1. Input phase : Here we have a record reader that translates each
record in an input file and sends the parsed data to the mapper in the
form of key-value pairs. :

2 Map: Mapis a user-defined function, which takes a series of key-value
pairs and processes each one of them to generate zero or more key-
value pairs.

3. Intermediate keys : They key-value pairs generated by the mapper
are known as intermediate keys.

5 Shuffle and gort:

E (CS/IT-Sem-T) Cloud Technologies & Advancements
5-8 .

4. Combiner:
i Acombinerisatype of local reducer that
' the map phase into identifiable sets.

‘ lies
ii akes the intermediate keys from e TP mil":t 50t agf one
b o: !:ieﬁ ned code to aggregate the values in a small scope 0+
n user-

groups similar data from

mapper. . " e,
i Itisnota partof the main MapReduce algorithm; it is optiona
h the shuffle and sort step.

Reducer task starts wit .
b G alue pairs onto the local machine,

i, It downloads the grouped key-v
where the reducer is running. '
The individual key-value pairs are sorted by key into a larger data
.Iiﬁ- 3
iv. The deta list groups the equivalent keys together so that their
" values can be iterated easily in the reducer task.

6. Reducer:

i  Thereducer takes the grouped key-value paired data as input and
runs a reducer function on each one of them.

ii . Here, the data can be aggregated, filtered, and combined in a
number of ways, and it requires a wide range of processing.

iii. Oncethe execution isover, it gives zero or more key-value pairs to
the final step.

7. Qutput phase:

i Inthe output phase, we have an output formatter that translates
the final key-value pairs from the reducer function and writes
them onto a file using a record writer.

| Input ll."'PlInpul.l Input I Input lInpuI‘.! Input I--—Inpulphnu

5605 50 omm

1u_.-vkl.-.-unr| | kl:vlkl:\'klﬂ\lvlilrvkl:‘ﬂwl tm[uwuwm‘i-o—lmm'-‘dim

keys
Group by key |- Combiner
(optional)

l:lw,v.v.vlu:ﬂ k&w.v‘ kd:v,v,v | k5w | «——uShuffle

and sort

Reducer

*————hase
-

L Output _I Output

phase




Answer
Features of MapReduce :

1,

"

Q

SCheduling :
L MapReduce involves tw i
nv 0 operations : map and redy, i
erecuted by dividing large problems into smaller chum‘:_;:’:nch s
. Parallel by different computing resources. € funip
L The OPeration of breaking tasks into subtasks
subtasks independently in parallel is called
performed ahead of the reduce operation,
Synchronization :

and runnjp,
: B thegs
mappms. “'hith is

- Execution of several concurrent processes requires synchrop

i The MapReduce program execution framework is 4
mapping and reducing operations that are taking
program.

Co-location of code/data (Data locality) :

L The effectiveness of a data processing mechanism depends on the
location of the code and the data required for the code to execute,

. The best result is obtained when both code and data reside on the
same machine.

iii. This means that the co-location of the code and data produces the
most effective processing outcome,
Handling of errors/faults :

L MapReduce engines provide a high level of fault tolerance and
rcbustness in handling errors.

Zalion,
ware of th,
place i the

ii.  The reason for providing robustness to these engines is their high
tendency to make errors or faults.

Scale-out architecture :

i MapReduce engines are built in such a way that they can
accommodate more machines, as and when required.

i  This possibility of introducing more computing resources to_lhc
architecture makes the MapReduce programming model more suited
to the higher computational demands of big data.

ue 6.11. | Write a short note on virtualbox ?

QuesiL]

Answer I

Virtualbox is an open-source software used for virtualizing the x86
computing architecture,

)

5-9E (CMT‘Bem ?’
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4 Arrange the output list properly to enable optimization for further
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2. It acts as a hypervisor, creating a VM (Virtual Machine) in which the
user can run another OS (Operating System).

3. The operating system in which virtualbox runs is called the host 0s.

4. The operating system running in the VM is called the guest OS.
Virtualbox supports Windows, Linux, or MacOS as its host OS.

5.  When configuring a virtual machine, the user can specify how many
CPU cores, and how much RAM and disk space should be devoted to the
VM.

6. Whenthe VM is running, it can be paused (system execution is frozen at
that moment in time), and resumed later when the user wishes to
continue,

Que 5.12. I Describe the working of MapReduce algorithm.

Answer |
working of MapReduce algorithm :
1. Take a large dataset or set of records,

2. Perform iteration over the data,

|3, Extract some interesting patterns to prepare an output list by using the

map function.

processing.
Compute a set of results by using the reduce function.

|6. Provide the final output,

- - S— -

Google App Engine, Programming Environment
for Google App Engine. _. i

-Questions-Answers
“Long Answer Type and Medium Answ er Type Questions

Que'5.13. | Write a short note on Google App Engine (GAE).

Answer |

L Google App Engine (GAE) is a Platform-as-a-Service (PaaS) produc‘t
that provides web app developers and enterprises with access to Google's
scalable hosting and tier-1 Internet service.
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9 ‘ﬂ\p App Engine requires that apps writtenin Java op Pyt 4]
in Google BigTable and use the Google query I““H'Jtlgu_ Ngn'm% g
Q

“applications require medification to use App Engine. N mhliﬂnt

3. Google App Engine provides more infrastructure than othe
i . ¥ ' r
hosting services such as Amazon Elastic Compute Cloug (ECQFML‘

4. The App Engine also eliminates some system adm

§ 4 3 inia
developmental tasks to make it easier to write scalable Lratj,,

. Mlop
"PPlzcati,,n:nd
5. Google App Engine is free up to a certain amount of Fesource ;

6. Users exceeding the per-day or per-minute usage rate ;
resources, storage, number of API calls or requests and zofur CPy

requests can pay for more of these resources. T

Que 5.14. l What are the advantage and disad\rnntageg of G AR
?

Answer |

Advantages of Google App Engine (GAE) :

1. GAE do not scale however, even after we empower billing, the
system is augmented to support only 500 requests per se;qnd,wﬂhnie
want more, we can reach Google's disposal to increase our thIEshg[;i:
so we can have millions of users, but more than 500 requests Der setind.

2. GAE feature set is good enough to build a decent website and
need to do the maintenance work.

3. It doesnot require any server administration. It has free usage allocation
and provides scalability. GAE has better access to Google user Becounts
and deployment process is very easy.

4. GAE has the highest admin load, but once it is set up, deploying and re-
deploying is quick.

5. We can get any feature from the store with GAE.

Disadvantages of GAE :

1. GAE is not stable enough and the budget would increase much when
the website becomes bulky.

2.

Without native file system read/write access, it is hard to process some

wedo not | Queb5.16. l Explain the services provided by Google App Engine.

5-12 E (CS1T-Sem-7)
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5.

The SDK/Java depth rest on IDE, and the default project directory
structure is different from normal web app.

It is not ensy to process unit test. It cannot fix the root cause and does
not support add SSL to website.

The GAE may be the development for future web application, but it is
not equipped for building a modern web site.

It suffers from the inability to weak server software. The file system

and many standard library modules are inaccessible. Only Pythonand a
few runs of Java Virtual Machine are accessible.

Que 5.15. | What are the features of Google App Engine ?

Kaswer |

Features of Google App Engine :

L

| ii

il
iv.

V.

vi.

Persistent storage with queries, sorting and transactions,

Automatic scaling and load balancing.

APIs for authenticating users and sending email using G-ogle accounts.
Task queues for performing work outside of the scope of a web request.

Scheduled tasks for triggering events at specified times and regular
intervals.

Dynamic web serving, with full support for common web technologies.

| Warwerid]

data transform with existing library, and it do not support some native |

file system base library s well,

3. It does not provide full text search API.

unsatisfactory to accomplish lots of external libraries.

SDK (Software Development Kit) Java is unfavorable with GAE asitis |

1.

Services provided by Google App Engine:

Data store :

L App engine provides a
that features que
are schemaless.

powerful distributed data storage service
ry engine and transactions. Data store entities

u.  Thestructure of data entities is provided and enforced by application

Fode. The Java interfaces and the Python data stcre interface
include features for applying and enforcing structire within app.
uL  The datastore is stron

gly consistent and uses optimistic concurren
. cy
control. An update of an entity occurs in a transaction that retried

a fixed number of times if other i
; ° processes are trving to update t
Same entity simultaneously, G eEh

i". 1] : ) .
The application can execute multiple data store operations in a

single transaction which either all su i ir
: : cceed or all fail e
Integrity of our data, v
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7.

Google accounts :
i  App Engine supports integrating an app with Google ,
user authentication. Our application can allow a yg, Ceoyp, s
with a Google account, and access the emnil address nndr to Bign i;
name associated with the account. d“plnmle
& It also saves the effort of implementing & user account
for the application. System jusg
i Ifthe application is running under Google apps, it can
features with members of the organization and (‘;‘ze the sy,
accounts. ogle Apps
iv. The users API can also tell the application whether g,
user is a registered administrator for the application, Th.L: Curren
easy to implement admin-only areas of the site, Makegjy
URL fetch : Applications can access resources on the Internet
web services or other data using App Engine's. URL fetch mch_as
retrieves web resources using the same high-speeqd é&w
infrastructure that retrieves web pages for many other Google pmfi:f::
Mail : Applications can send email messages using App Engine's \
service. The mail service uses Google infrastructure to send emn!l
messages. mail
Image manipulation : The image service lets the application manipulate
images. With this AP, we can resize, crop, rotate and flip images in
JPEG and PNG formats.

Memcache:

i  Thememeache service provides application with a high performance
in memory key value cache that is accessible by multiple instances
of the application. ’

i Memecache is useful for data that do not need the persisience and
transactional features of the data store, such as temporary data or
data copied from the data store to the cache for high speed access.

Scheduled tasks and task queues:

i An application can perform tasks outside of responding to web
requests.

ii ‘The application can perform these tasks on a schedule,
a daily or hourly basis.

iii. The application can perform tasks added to aqueue by the application
itself, such as a background task created while handling @ request.

such ason

ng.'ﬁ.l_'f._ | Describe briefly the supported environments for Google
App Engine.

|
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Answer - I

'supported environments for Google App Engine:

1

. Java Runtime Environment :

i Developapplication using common javawe

API standards.

It includes java Runtime Environment 6, platform and libraries.

iii. App interacts with the environment using Java Serviet standard
and can use common web application techniques such as Java Server
pages.

3 Python Runtime Environment :

Implement app using the Python runtime environment, and run it

on an optimized Python interpreter.

i, Appengine includes richdata modelling APIs and tools for managing

and accessing app's data.

Uses Python version 2.5.2, in future being considered Python 3.

iv. Provides rich APIs for the data store, Google accounts, URL fetch,
and email services.

v. It provides simple Python web application framework called web
app to make it easy to start building applications.

b development tools and

PART-3

Openstack, Federation in the Cloud, Four Levels of Federation
Federated Services and Applications, Future of Federation. :

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 5.18, I Explain openstack.
Answer |

L O i
mz?\[:t:;-.k IS an open-source software that allows the deployment and
gement of a cloud Infrastructure-as-a-Service (1aaS) platform.

0 S :
penstack supports both private and public cloud deployments.

It fulfills two mai i
 tulfill main requirements of the cloud i ili
e bl , massive scalability and

Openstack is hi
il’nplemcck; is highly configurable as user can choose whether or not to
nt several services offered by the software.

1
-

1
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n
5. The configuration of cach component is also up tom

made through the Application Programming Interface ( APY), in Cay,
6. Therefore, there are many different ways to use openstack, which
it a flexible tool that is able to work along with other softwarg

7. Another reason to adopt openstack is that it Supports g;
hypervisors (Xen, VMware or Kernel-based Virtual Maching h‘ere“
and several virtualization technologies (such as bare-metq) o, VM)
performance computing). or hig)

Que 5.19. | What are the components of openstack ?

Answer

Components of openstack : Openstack ha.s open nature, anyopg can
additional components to openstack to help it to meet their Deeds, By,
openstack community has collaboratively identified nine key mn; 5
that are a part of the core of openstack, officially maintained by the
community :

L. Nova:

i Itisthe primary computing engine behind openstack.

i It is used for deploying and managing large numbers of y
machines and other instances to handle computing tagks
2 Swift:
i Itis astorage system for objects and files.

ii It allows the system, rather than the developer, to make sure that
data is backed up in case of the failure of a machine or network
connection.

3. Cinder:

L Itis a block storage component, which is more analogous to the
traditional notion of a computer being able to access specific locations
on a disk drive.

i This more traditional way of accessing files might be important in
scenarios in which data access speed is the most important
consideration, Z

Openstacy

irtua)

4. Neutron:

i Itprovides the networking capability for openstack.

i It helps to ensure that each of the components of an openstack

deployment can communicate with one another quickly and
efficiently.

8. Horizon :
i Itisthe dashboard behind openstack.

i Developers can access all k
sy of the components of openstac
individually through an Application Programming Interface (AP

Ponenty
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| but the dashboard provides system administrators a Jook at what is

going on in the cloud, and how to manage it.

Keystone :
i, It providesidentity services for openstack.
It is essentially a central list of all of the users of the openstack

ii. : :
cloud, mapped against all of the services provided by the cloud,
which they have permission to use.

ii. It provides multiple means of access, so that, developers can easily
map their existing user access methods against keystone.

Glance :

i It provides image services to openstack.

| & In this case, images refers to images (or virtual copies) of hard

[ digks.

ii. Glance allows these images to be used as templates when deploying
new virtual machine instances.

| Ceilometer:

i It provides telemetry services, which allow the cloud to provide
billing services to individual users of the cloud.

ii. Italsokeeps c verifiable count of each user’s system usage of each
of the various components of an openstack cloud.

| Heat:

Li Itis the orchestration component of openstack, which allows
| developers to store the requirements of a cloud application in a file
| that defines what resources are necessary for that application.

| i In this way, it helps to man
cloud service to run.

jue 5.20, I Write down the benefits of using openstack ?

lnswer |

mefits of using openstack :
Enables rapid innovation :

age the infrastructure needed for a

L Openstack’s orchestr ti
it ation and self-ge
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i Inturn, they would be more capable of rolling oyt and 7
projects carlier than before. cumplﬂing

3. Boosts scalability and resource utilization :

i Although not as scalable as public clouds, openstack priv,
still offer a significant degree of scalability. We can gtjj) , e tloyg,
spin down servers on demand. PN up g

4. Eases regulatory compliance :

i  Because openstack enables the construction of private, o
clouds, it can help in regulatory compliance endeavorg, Prem;

ii. Ifour cloud is in our own datacenter, we will have more &
ACCESS pn'_vileges. securit.}’ measures, and security Pﬂliueg R |0f

iii. We can personally take charge of ensuring that policies fop g .
personal data, financial data, and other confidential anq r:::?:"g
information are actually enforced and not just printed on ,pimt“:

o

paper.
_Q_n_e 5:21_._. [ Write a short note en cloud federation.

Answer’)

1. Cloud federation refers to the unionization of software, infrastructyr,

and platform services from disparate networks that can be accessed by

a client through the internet.

The federation of cloud resources is facilitated through network

gateways that connect public or external clouds, private or intemal

clouds (owned by a single entity) and/or community clouds (owned by

several cooperating entities); creating a hybrid cloud computing

environment.

3. The federated cloud computing services rely on the existence of physical
datacenters.

4. Two approaches of cloud federation are :

P

a. Centralized federation model : This is the approach taken by’

several identity federation standards. It distinguishes two
operational roles in transaction :

i  Theidentity provider

ii. The service provider

b. Claim-based model : This approach addresses the problem of
user authentication from a different perspective and requires usérs
to provide claims answering who they are and what they can doin
order to access content or complete a transaction.

What are the benefits of cloud federation ?

logies & Advancements

Techno
E—IBE(CSJIT-Scm-’D Cloud Tec

Answer |
Benefits of clou

1. The federation ©
lient to choose best cloud

gervice delivery. pe
i loud resources allows 2 Rl S

2. The .fcdnrﬂt'lgn Of: terms of flexibility cost and ﬂ-}'m_mhth!.y ofscﬂ:"lci?on
i iness or technological need within their organizatiorn.

reach particular bus et
3. Federation across different cloud resources poo!s :Jnl:l;%:; :;pp cati
" run in the most appropriate infrastructure envir ol -
also allows an enterprise to distribute

tion of cloud resources r
% ;5:?3::5: ;.round the globe, move data between disparate networks

and implement innovative security models for user access to cloud

resources.

Que 5.23. I What are the levels of federation ?

‘Answe: l

Lévels of federation are:

1. Permissive federation:

Permissive federation occurs when a server accepts a connection
from a peer network server without verifying its identity using
DNS lookups or certificate checking.

The lack of verification or authentication may lead to domain
spoofing (the unauthorized use of a third-party domain name in an
email message in order to pretend to be someone else), which
opens the door to widespread spam and other abuses.

2  Verified federation:

i This type of federation occurs when a server accepts a connection
from a peer after the identity of the peer has been verified.

il. It uses information obtained via DNS and by means of domain-
specific keys exchanged beforehand.

iti. The connection is not encrypted, and the use of identity verification
effectively prevents domain spoofing.

iv. '_I‘o n:mke tl.‘lis work, federation requires proper ITS setup, and that
is still subject to DNS poisoning attacks.
V. Kﬁﬁed_federation has been the default service policy on the open
{PP since the release of the open-source jabberd 1.2 server.
3. Encrypted federation :
i

d federation are: enterprise IT

fcloud resources allows client to optimize

i

il?t:lhis mode, a server accepts a connection from a peer if and only
€ peer supports Transport Layer Security (TLS).




Cloud Computing

6-19E (Csﬂ'l‘.snmm

i The peer must present a digital certificate. The certificayo

sclf-signed, but this prevents using mutual uuthont'tcntion 5 be
iii.  If this is the case, both parties proceed to weakly verify jge
using Server Dialback. XEP-0220 defines the sory
protocol, which is used to provide identity verification,

ntj
er din]hal:i

iv. Server dialback uses the DNS as the basis for verifying ideny;
the basic approach is that when a receiving servor receives g “wlin
to-server connection request from an urig'inm.ing server, it der.
not accept the request until it has verified a key with an authnril.ntc‘ms
server for the domain asserted by the originating servey tve

v.  Although server dialback does not provide strong authent ication
trusted federation, and although it has effectively Prevented mo:r
mstances of address spoofing on the XMPP network sinee its releasy
in 2000.

vi. This results in an encrypted connection with wepk
verification.

Trusted federation :

L Here, a server accepts a connection from a peer only under the
condition that the peer supports TLS and the peer can present a
digital certificate issued by a root Certification Authority (CA) that
is trusted by the authenticating server.

identity

i The list of trusted root CAs may be determined by one or mare
factors, such as the operating system, XMPP server software, or
local service policy.

i Intrusted federation, the use of digital certificates resi Its not only
in a channel encryption but also in strong authentication.

iv. The use of trusted domain certificates effectively prevents DNS
poisoning attacks but makes federation more difficult, since such
certificates have traditionally not been easy to obtain.

Que 5.24. l What are the advantages provided by cloud federation ?

Answer |

Advantages provided by cloud federation )

Performance guarantees : By lending resources, it is possible to
maintain the necessary levels of performance to the rendered services.
Availability guarantees : Location diversity for data and services

allqws_n'!igra!.ian of services. For example, disaster-prone areas,
maintaining h:@eravuilnbﬂitytothe client.

i i to the client in relation

H ion provides convenience ' r :

- :JU nvf:a{:et:;e sef\ﬁg:;u ;;?o:ingnuniﬁed view from services of differen
ocon i

providers.

iv. Dynamic ;
scatter load according

I d
Que 525. | What are the approaches used to model clou
Pt

federation ?

Answer: |

Approaches

mantics based : :
1. Se A theoretical federation model based on semantics and

Infrastructure-as-a-Service (1aaS) is proposed.

The authors utilize ontology to provide interoperability between
autonomous clouds in a resource sharing environment.

workload distribution : Geographic distribution allows to

to the client location.

used to model cloud federation are :

i

The use of ontologies is justified by t!m difficulties offering
interoperability, which is a critical aspect in a federated cloud.

iv. The difficulties in providing interoperability include different
implementation schemes for the same type of entity or components
on each cloud, where ontologies are utilised to understand and
model such differences.

2. Market-oriented :
i. The federation model oriented to computation services was
proposed.
i.. It focuses on the commercialization of infrastructure resources in a
structure that resembles a services market.

ii Tosupport this medel, four components are utilized as the core of
the cloud federation :

a. Clouds: Where resources are located and the services will be
offered to the clients.

b. Application broker : Interface responsible for intermediating
operations between client and federation.

¢ Cloud coordinator : Component located in each cloud and
responsible for maintaining the integrity of the federation.

d.  Concentrator: Acts as the market of resources and services.
% Reservoir:

L The reservoir is a project leaded by IBM and developed with the

objective to provide a cloud federation environment that offers
software-as-a-service to providers,
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i

1.

The reservoir modelling is focused in loose coupling, 5
avoiding limitations shown by isolated clouds, such aa'- ™ als, in

a. Difficulties small providers have in providing sealabi]
b. Lackofinteroperability.
c.  Lackof support to Business Service Management (BSM)

The official documentation highlights four functional requir

rapid installation of applications and services, dynamie e]em'?’"_ :
semantic and continuous optimization, and independ&sumy.
virtualization technologies. ence of

ity,
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Define the term cloud. ' .
The cloud refers to a group of hardware computing devices,

software, storage devices, and application programming ‘mferfaces
(APIs) that integrate and interface with each other to deliver the
characteristics of cloud computing in a service model.

What do you understand by cloud computing ?

Cloud computing is a computing paradigm, where a large pool of
systems are connected in private or public networks, to provide
dynamically scalable infrastructure for application, data and file

storage.

What are the features of cloud computing ?
Features of cloud computing are :
On-demand self-service

Compatibility

Reliability

Disaster recovery

What are the advantages of using cloud computing ?
Advantages of using cloud computing are :

Cost saving

Excellent accessibility

High speed

Unlimited storage capacity

What are benefits of cloud computing ?
Bi_aneﬁts of cloud computing are :

High availability

High productivity

Easy to manage

Increased mobility

Less development time

What are disadvantages of cloud computing ?
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Ank Disadvantages of cloud computing are ‘\\
1. Technical issues
2. Performance can vary
3. Internet connectivity
4. Vulnerability to nttacks
5. Lack of support

1.7. What are the service models of cloud computing 7
AuE Service models of cloud computing are :
1. Infrastructure-as-a-Service
2. Platform-as-a-Service
3. Software-ns-a-Service

18. Mention platforms which are used for large scaje ol
computing. ond
AuE. The platforms that are used for cloud computing are .
1. Apache Hadoop :
2. MapReduce

19. List some visions of cloud computing.
Amk Visions of cloud computing are :
1. Cloud computing provides the facility to provision virtual hardware,
runtime environment and services to a person having money,
2. These all things can be used as long as they are needed by the yse,
there is no requirement for the upfront commitment. !
3. Acloud provider can also become a consumer of a competitor service
in order to fulfill its promises to customers.

1.10. Write the components of cloud.
Ang Components of cloud computing are :
1. Cloud service consumer
2. Cloud service provider
3. Internet medium
4. Data centre

1.11. What are the challenges of cloud computing ?
Ang. Challenges of cloud computing are :

1. Data protection

2. Datarecovery and availability

3. Management capabilities

4. Regulatory and compliance restrictions

L12. Define parallel computing.

Ank. Parallel computing is a type of combination in which many
calculations or the execution of processes are carried oul
simultaneously.

e
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puting.

1.13. Define distriblllret"’nc"l_:‘a computation type
ang Distributed comPUting 00 0 dinate the wor

unicate
omputers comm :
:nsa?ng to achirve a common goal

dvantages of distri't:.b ;
— :::nat::::i;distrl buted computing are :
Reliability
Incremental growth
Sharing of resource
Flexibility
Speed

:n which networked
k through message

uted computing ?

are the disadvantages of distributed computing ?

¢ :
1.15. Wha tributed computing are :

sax Disadvantages of dis
nt:.. Less software support
2. Loss of message
3
4

. Data secunity _ .
. Trouble shooting and diagnosing

Name the technologies used for distributed computing.
Technologies used for distributed computing are :

1. Remote procedure call
2 Distributed object framework

1.17. What are the categories of parallel computing systems 7
Ang; Categories of parallel computing system :

1. Bitlevel parallelism

2. Instruction level parallelism

1.18. Define the challenges in cloud.
Ans. Challenges in cloud are :

1. Lack of control

2. Interoperability

3. Resource management

-
it
=
b

](;ist the components in architecture of cloud computing.
omponents in architectu ing:
i re of cloud computing :

Back end platform

Cloud based delivery

Network

[
B Ll o

What are the various cloud computing technologies ?

Various cloud computi
puting t : i
Amazon Web Service ( AWSg) echnologies are :

-E
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;ng: com and salesforce.com

jssues in cloud computing ?

the
Whiat 49 puting are :

Issues in cloud com
Security issues
Dataissues
Performance 15Sues
Energy related issues
Fault tolerant

What are the advantages of parallel computing ?
Advantages of parallel computing are :
Save time and money

Solve larger problems
Provide concurrency
Multiple execution units

©00
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2.1. Define SOA.
amg Service Oriented Architecture (50A) is an architectural approach

in which applications make use of services available in the network.
It is a style of software design where services are provided to the
other components by application components through a
communication protocol over a network.

What are the major roles of SOA 7
Major roles of SOA are:

Service provider

Service consumer

What are the guiding principles of SQOA ?
Guiding principles of SOA are:
Standardized service contract

Loose coupling

Abstraction

Reusability

Autonomy

Lack of state

Discoverability

Composability

What are the advantages of SOA ?
Advantages of SOA are : '
Service reusability

Easy maintenance

Platform independent

Availability

Reliability

Scalability

What are the disadvantages of SOA ?

Disadvantages of SOA are :
High overhead
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2. Highinvestment
3. Complex service management

2.6.
AR

What do you understand by REST 7

Representational State Transfer (REST) is a Way of goyp:
information content from a website by reading a deﬁigﬂﬂled ting
page that contains an XML file and describes the desireq Wnl:;_h
2.7. What are the architectural constraints of web Serviceg 7
Architectural constraints of web services are ;

Uniform interface

Stateless

Cacheable

Client-Server

Layered system

Code on demand

What is RESTful API?
A RESTYful API is an Application Program Interface (API) that yse,
HTTP requests to GET, PUT, POST and DELETE data.

E;g 9‘.‘”:’*;-’5\93-*&

Define virtualization,

Virtualization is an abstraction layer that decouples the physical
hardware from the Operating System (OS) to deliver greater IT
resource utilization and flexibility.

B

What are the benefits provided by virtualization ?
Benefits provided by virtualization are :

. Cost saving

Dramatic increase in control

. Simplified disaster recovery

. Business readiness assessment

Eb‘?
o

What are the types of virtualization ?
Types of virtualization are :

. OS virtualization

. Application-server virtualization

. Application virtualization

Administrative virtualization

Network virtualization

Hardware virtualization

. Storage virtualization

§ B

ﬂm@&ww~E

2.12. What are the characteristics of virtualization ?

Ang. Characteristics of virtualization are :
1. Partitioning

I
:
1.
[
|
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Isolation

Encapsulation an
) evels of virtualization ?

entation | ' .
e aﬂ:;!:;:::;:zion levels of virtualization are :
?:;Zﬂﬂ:l?on set m‘c?}i tecture level
Hardware abstraction level
Operating system level
Library support level
User-application level

What are the tools of virtualization ?

Tools of virtualization are :
t‘ .

g:;:; {chrneI-based Virtual Machine)

oVirt

Packer

Vagrant

Xen

What are the mechanisms used for virtualization of the

system ? o

Mechanisms used for virtualization of the system are :

Binary translation

Hardware assist

Para virtualization

What are the benefits of using SOA?
Benefits of using SOA :

Language neutral integration
Component reuse

Organizational agility

Leveraging existing system

What are the four HTTP methods used by REST
architecture ?

Four HTTP methods are :

GET method

PUT method

DELETE method

POST method

Define the typ s o web services.

Two types of web iervices are :
AP web sorvi e
REST web serviie
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219. What are the application areas urSOAT—‘\\ | 3

Amx Application arens of SOA:

Cloud ArchjteC

1. Armies and airforce tu_re
2. Henltheare delivery . ’
3. Mobileso!u:inn apps Semces and Storage

@00 | (2 Marks Questions)

,..--"'_—' =
What are various cloud deployment mode] 2
;’_“ various deployment models are ;

1 Publiccloud
9 Private cloud
3.
4.

Hybrid cloud
Community cloud

12 Define publiccloud.
ang Public cloud is a cumputing service that offers resource pooling
self-service, service accounting, elasticity, multi-tenancy to manage
the solutions, deployment, and securing the resources and
applications.

39. Define private cloud.
agg Private cloud is a cloud computing model where S —

provisioned over private infrastructure for the dedicated use of a
single organization.

34. Define hybrid cloud.
Anx A hybrid cloud is a combination of an interoperating public and
private cloud. This is the model where consumer takes the non-
critical application or information and compute requirements to

the public cloud while keeping all the critical information and
application data in control.

35. Define community cloud.
Ang Community cloud is a cloud computing model which is created and
controlled by the group of organization who have shared same
Internet and they are all having same security policies.

3'6. What are the types of private cloud ?
Ang Types of private cloud are:

1. Shared private cloud
2. Dedicated private cloud
3. Dynamic private cloud
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Define Infrastructure-as-a-Service.
Infrastructure-as-a-Service is a model that allocates yjyy
computing resources to the user through the internet, Ualizeg
What are the advantages of InaS ?

Advantages of InaS are :

Cost saving

Flexibility

Utility service

Dynamic scaling

Multiple tenants

What is Platform-as-a-Service ?

Platform-as-a-Service (PaaS) is a category of cloud compys:
services that provides a platform allowing customers to de:ﬂ
run, and manage applications without the complexity ﬁfbuitd?;
and maintaining the infrastructure.

What are the advantages of PaaS ?
Advantages of PaaS are:

. Simple and convenient for users

Cost efTective

. Efficiently managing the lifecycle
. Efficiency

What are the disadvantages of PaaS?

ang Disadvantages of PaaS are:

3.14.

. Developers may not be able to use a full range of conventiona

tools.
Migration from one PaaS vendor’s application to another Paa$S
vendor will create some problem.

What are the characteristics of PoaS ?
Characteristics of PaaS are :

Runtime framework

Abstraction

Automation

Cloud services

. What is Software-as-a-Service ?

SaaS (Software-as-n-Service) is an application hosted on a remote
server and accessed through the internet. Saa$ is the web-
e-mail service offered by an organization.

What are the advantages of SaaS ?

dCo

Advantages of SaaS are:

o

Z
3.
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[mprove productivity
Require Jow maintenance
Ensy to buy

What are the challenges in cloud design 7
Cloud architectural design challengeg gp .
Service availability and-dnta lock-in p"‘blem,m H
Data privacy and security concerns,
Unpredicuxble performnnc_e and bottlenecks
pistributed storage and widespread software by
Cloud scalability, interoperability, and stang i'f:iim

Define storage.
Storage is a mechanism through which dataj L
storage device by means of computing techn;:;:d within a dagy

What are the types of storage devices ?
There sre tW0 types of Sloenge davices:

Block storage devices : It offers raw storage to the c}; _
raw storage is partition to create volumes. e clients, This

File storage devices : It offers storage to clients in {
files maintaining its own file systems. he form of

Define cloud storage.

Cloud storage means the storage of data online in cloud wherei
combine data is stored and ace2ssible from multiple distrib ztem
connected resources that comprise a cloud.

What are the types of cloud storage ?
There are two types of cloud storage :
Unmanaged cloud storage

Managed cloud storage

Define unmanaged cloud storage.

Unmanaged cloud storage means the storage is preconfigured from
the customer.

Define managed cloud storage.

Managed cloud storage offers online storage space on demand.
This system appears to the user to be a raw disk that the user can

partition and format.

Define Storage-as-a-Service. _
Storage-as-a-Service is a business model in which a large me”g
rents space in their storage infrastructure to a smaller company
individual.



SQ-12E (CSAT-Sem-7) Cloud Architecture, Servicos & Stora,
L]

WPPNPEQ

What are the advantages of cloud storage ?
Advantages of cloud storage :

Usability

Bandwidth

Accessibility

Disaster recovery

Price savings

©e0
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What is inter-cloud ?

Inter-cloud is the concept of connecteq clo
public, private, and hybrid elouds, ¢ NCOrporates 5 po S0
technologies to improve interoperability ang > 3 number of

networks. m”junxdm

What are the types of inter-cloud
Types of inter-cloud resource m
Federation cloud : A federation ¢}
set of cloud providers willing]
infrastructures in order to share resources among each other

Multi-cloud : In a multi-cloud, a client or service yses mu.lﬁple
independent clouds. A multi-cloud environment has no volunteer

interconnection and sharing of the cloud service provider
infrastructures.

resource management 7
anagement are :

o\_ld s an inter-clpud where 3
¥ interconnect their cloud

What are the topologies used in inter-cloud architecture ?
Topologies used in inter-cloud architectures are :

Peer to peer inter-cloud federation

Centralized inter-cloud federation

Multi-cloud Service

Multi-cloud Libraries

What is resource provisioning ?

Resource provisioning means the selection, deployment, and run-
time management of software and hardware resources for ensuring
guaranteed performance for applications.

What are the types of resource provisioning ?

Types of resource provisioning are : /

Static provisioning : For applications that have predictable nn::
generally unchanging demands workloads, static provisioning
used. Atid,
Dynamic provisioning : In cases where demand by :spmﬂm
may change or vary, dynamic provisioning technique
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. nrovisioning:
“slsrc?l'-ﬂcﬂi“«‘)- the customer purchases resources from g,
ou : hrongit web form, creating a customer accoun

urces with o eredit card.

as cl L
cloud Pm"ld” t

and paying for reso

parameters used for resource provisionlng ?

are the x
s ed for resource provisioning are :

Paramcfcrs us
Response time
AMinimize cost
Revenue maximization

Fault tolerant

Reduced SLA violation
Reduced power consumption

What are market-oriented techniques ?
Various market-oriented techniques are :
Aneka

Workflow engine

MetaCDN

CloudSim

Resource management

What are security challenges related to deployment models ?
Security challenges related to deployment models are :
Cloning and resource pooling -

Motility of data and data residuals

Elastic perimeter

Shared multi-tenant environment

Unencrypted data

Authentication and identity management

What are the security challenges related with service models?
Security challenges with the service models are :

. Data leakage and consequent problem

Malicious attacks

Backup and storage
Shared technological issues
Service hijacking

VM hopping

VM mability

VM denial of service

What are the properties of virtual machines ?

Properties of virtual machines are 1
Efficiency

Resource control

Cl

oud Computin

3.
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Equ jvalence

How can we implement virtual machines 2
We can implement-virtuxl machines in
Process virtuanl machines 0 ways -
System virtual machines

Define IAM.

Identity and Access Mnn.:;gement (IAM) is a system sey
stores, and manages user identities and acct.:s [l"l‘u'ihg:];a: ensures
that the users can only get access to applications and rez',cr;;n,,g,,1
only if they have the permission to use them,

What are the benefits of IAM ?
Benefits of [AM are :

Improving user experiences

Enhancing security profiles

Simplifies auditing and reporting

Allows easy access

Increases productivity and reduces IT costs

Define the resource provisioning methods.
Resource provisioning methods :
Demand driven resource provisioning

Event driven resource provisioning
Popularity driven resource provisioning

What are cloud security controls ?
Cloud security controls :
Detective control

Preventive control

Deterrent control

Corrective control

Define the objectives of cloud security governance.
Objectives of cloud security governance :
Strategic alignment

Value delivery

Risk mitigation

Effective use of resources

Sustained performance
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4.17. Write down the cloud security standards. SQ-I'IB{%
Ang Cloud security standards : fr i < Sem.7)
1. Information Technology Infrastructure Library (ITIL)
2. Open Virtualization Format (OVF) C
3. ITU-TX.1601 loud Techn
4. Payment Card Industry Data Sccurity Standard (PCIDSS) ) ologie
5. ISO/EC 27017 Code of practice for information Security contro} ol L.I T and A anCem ]
' (2 Mark et
dam= S u i
000 e Questiopg)

5.1. Define hadoop.

ang Hadoop is an open-source softwar framew
running applications on clusters :fmmmogl‘_'ti for Storing das, and
¥ bardware,

52. Why do we use hadoop ?
Azis, We use hadoop for:

1. Computing power

2. Fault tolerance

3. Flexibility

4. Low cost

5. Scalability

53. What are the features of hadoop ?
Ang Features of hadoop are :
1. Suitable for Big Data Analysis
2. Scalability
3. Fault Tolerance

54. What are the modules of hadoop ?
Ang Modules of hadoop are:

1. HDFS

2. Yarn

3. MapReduce

4. Hadoop common

5.5. What are the advantages of hadoop ?
Ans: Advantages of hadoop are:
1. Fast
2. Scalable
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3. Cost effective
4. Resilient to failure

5.6. Define Google App Engine.

ans  Google App Engine is a Platform-as-a Service (PaaS) product that
provides Web app developers and enterprises with access to Google's
scalable hosting and tier-1 Internet service.

5.7. What are the services provided by Google app engine ?

Services provided by Google app engine are:
Datastore

Google accounts

URL Fetch

Mail

Image manipulation

Memcache

Scheduled tasks and task queues

.—rms-'-:t-sa.wrﬁ

58. What are the environments supported by Google app
engine 7

Ang Environments supported by Google app engine are ;
1. Java runtime environment
2. Python runtime environment

5.9. What is openstack ?

An Openstack is open source software that allows for the deployment
and management of a cloud infrastructure-as-a service (laa$S)
platform.

5.10. What is cloud federation ?

Ang Cloud federation refers to the unionization of software,
infrastructure and platform services from disparate networks that
can be accessed by a client via the internet.

5.11. Define virtualbox.

Ang Virt.ual_l)ox is open-source software for virtualizing the X86
computing architecture. It acts as a hypervisor creating a VM in
which the user can run another operating system.

5.12. What are the features of virtualbox ?
Ani Features of virtualbox are :

Cloud Computing (2 Marks Questiong)

1. Running multiple operating system
9. Easier software installations

3. Testing and disaster recovery

4. [nfrastructure consolidation

8 8imulta, ly

5.13. What are the advantages of GAp, 7
Ani Advnnt‘ages of Google App Engine
1. Cost saving :
9. Platform independent
3. Performance and reliability
4. Easy to use
5. Scalability

{GAE‘“:

5.14. What are the components of openstack ?

ans. Components of openstack are ;
1. Nova

2, Swift

3. Cinder

4. Neutron
5. Horizon
6. Keystone
7. Glance

8. Ceilometer
9. Heat

5.15. What are the benefits of openstack ?
Ans. Benefits of openstack:

1. Enable rapid innovation

2. Cuts down time to market

3. Boots scalability

4. Resource utilization

5.16. What are the challenges of openstack ?
Ang. Challenges of openstack:
1. Scarcity of talent

2. Longer to implement

5.17. What are the features of openstack ?
Ans. Features of openstack are:

8Q-19 E [C&n‘&wﬂ
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Web frontend dashbonrd
Dntabﬂsc-as-n-Sen-ice

Messaging service
Backups and restore

Disaster recovery

What are the four levels of cloud federation ?
Four levels of cloud federation are :

Permissive

Verified

Enerypted

Trusted

©00
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. all sections. If i .
Note : 2&?&"13?; " AN any missing data; then choce,
SECTION-A
I questions in brief,
2 f;};i‘ffi ::]{oggegtosis:c: ? 2x721y9)

a.
ﬂ'f Ecosystem is a term used to describe the .
interdependent components that work together to e e m of
2. In terms of cloud computing that complex system Mﬁgm.

only traditional elements of cloud computing such e B ;:

infrastructure but also consultants, integrators, R rinrs. thirg

parties and anything in their environmeats that has bearing o

the other components.
3. The cloud is an ecosystem that has an interco _—

resources, services and applications which provide value for
businesses and consumers.

b. Differentiate between distributed computing and cloud

computing.
ARE
S. No. Distributed computing 4 Cloud computing

1. |A computing technique that | A computing technique that
allows multiple computers to | delivers hosted services over
communicate and coordinate | the internet.
work by passing messages
through the network to achieve
a common task.

‘ 2. | Helps to achieve computational | Provides services such as

tasks faster than using a single | hardware, software resources
L computer. through the internet.

¢. Explain grid computing. .

Ang. Grid computing is n processor architecture Lhnt.mmlq”"“?.mfnwlg;
resources from various domains to reach a main "bfec]tg“?:' a gk
computing, the computers on the network can wor 0
together, thus functioning as a supercomputer.
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Explain hybrid cloud. _
Refer Q. 3.4, Page SQ-9E, Unit-3, Two Marks Question,

Differentinte between public and private cloud,
Refer Q. 3.13, Page 3-14E, Unit-3.

What do you mean by full virtualization ?
Refer Q. 2.30, Page 2-25E, Unit-2.

What are the major challenges faced in cloud ?
Refer Q. 1.10, Page 1-11E, Unit-1.

SECTION-B

Attempt any three of the following : (Tx3aq
Illustrate the cloud adoption discussing its severa] poljd;f

Cloud adoption is a strategic move by organizations of regy;

cost, mitigating risk and achieving scalability of datg b g

capabilities, iin

Cloud adoption may be up to various degrees in an organizatj,

depending on the depth of adoption. n,

In fact the depth of adoption yields insight into the Maturity of

best practices, enterprise-ready cloud services availability,

Organisations that go ahead with the strategic decision of adopi;

cloud based technologies have to identify potential security thef,

and controls, required to keep the data and applications in the
cloud secured.

Hence there is a need for compliance assessment during clogd

adoption.

Following are the policies of cloud adoption :

Evaluation : The investigation will present the ultimate guidance

for estimating the advantages and disadvantages of Cloud

implementation. The following are analysed during evaluation ;

a. Judge the cloud consumption challenges, prospects in the market.

b. Find out the business value.

¢. Assessand manuscript the success stories, risks and obstacles
involved in cloud adoption.

d. Evaluate the cloud vendors for cloud association.

Plan : It is significant for an organization to build up un adapted

Cloud strategy. The following are analysed during planning :

a. It will recognize applications that are rapid to the market
and significant to business in terms of income and customer
fulfillment.

b. For premalure adoptors, it is a valuable strategy 1o decide
applications that are stand-alone anti straight forward to
migrate.

e. It is significant to identify the appropriateness of public
private or hybrid Clouds and cloud models such as SaaS,
{IBI'J:LSS;mcmre as a Service (InaS) and Platform as a Service

0aS),

Solved Paper (301,
)

d compuling

d. Consider recognizing and m
t

3

4.

b.

Ank

distribute to the client Qual; y ofpsl;n
assist to extend a Cloud strategy
gupen"iscd Cloud dEpIu}-menh
ption : The following are then ana} -
Control the cipud deployment arehd Uring adopgien
gophisticated. lit the Pl&lming phase and
migration approaches, and use caseg TPy
b. Recognize the servers and the datp g -
software to u:‘-dgrstind navigation rnadl t°m'“'1ﬂm with the
timize : Developing business
gf;; will assist the consumer to L;T“ " nd software licenses
enhanced org‘amzahonal capabilities to offer e of
the organizational and the customer are ag follws - value 1,
Prese::’tj.ni‘ lessons m:‘d or on educated sepss. B
cloud deployment and purify the Session every
consequently. procedures and methods
b. Develop required skill roadmaps and unite
prior to deployment.

Ado

a.

skilled resources

What is a Hypervisor ? Explain in detail with
{llustrations. T —
Hypervisor : Refer Q. 2.29, Page 2-24E, Unit-2.
Hypervisor reference model :

VM Instance

s

L

ISA Y L] (]

. Allocator : The allocator

l——‘ Interpreter ruuting—l

l— Alloﬂ:tor I —_—

L ]
Fig. 1.

There are three main modules coordinate in order to follow the
underlying hardware :
Dispatcher : The dispatcher behaves like the entry poiat aft}u
monitor and reroutes the instructions of the virtual machine
instance to one of the other two modules.
is responsible for deciding the system
resources to be provided to the virtual machine instance. It "'ﬁ
whenever virtual machine tries to execute an m_stmmql:h el
results in changing the machine resources mu:!:r
virtual machine, the allocator is invoked by the dispatcher. e
Interpreter : The interpreter module consists Ofrm‘::’mm
routines. These are executed, whenever virtual machine

a privileged instruction.
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c. What is the differcnce botween process virtual mogy,,
host VMMs and native VMMs. o,
AuE Process virtual machines :
1. Constructed at ABI level.
Runtime manages guest proceas.

. Not persistent. :
Guest processes may intermingle with host processes,

As a practical matter, guest :}nd host OScs are often the —_—
. Dynamic optimizers are special casc. :
Examples : 1A-32 EL, FX!23, Dynamo.

S.No.| . NativeVMMs. ... [ .. & _Host VMMs™
1. |A hypervisor that runs on Ahypcrvison!mtmmdj ;
conventional operating system | one the host's hardware s
just as other computer | control the hardware ang o

rorrams do. manage guest operatin
progr systems. g

Nonswwn

5 L3 S
2 | Called a Host OS Hypervisor. | Called a native or Bare mety)
hypervisor.

. T —
3. |Runs on an operating system Runs directly on the host'g
similar to other computef hardware. )

programs.

4. |Examples : VMware Examples : AntsleOs, Xen,
Workstation, VMware Player, XCP-ng, ‘Microsoft hyper Vv,
VirtualBox, Parallel Desktop VMware ESX/ESX3, Oracle VM

for Mac. server for x86.

d. What are cloud security challenges ? How is security

provided to data at various stages in context of cloud?
amE Cloud security challenges : Refer Q. 4.13, Page 4-11E, Unit-4.
Techniques to provide security to data in cloud :

1. Encryption : In this technique complex algorithm are used to
hide the original information with the help of encryption key. The
data is converted into unreadable form called cipher text and then
stored on remote server storage.

2. Authentication processes : In this process, a login mechanism
is used to verify that the only authenticated user is accessing the
cloud data. It requires creating a user name and password.

3. Authorization practices : A list of authorized client is used to
identify, who can access data stored on cloud system.

e. Explain the characteristics and type of virtualization in
cloud computing.

IE;: Fharucteristics of virtualization in cloud computing are:

. Increased security : The ability to control the execution of 8

guest programs in a completely transparent manner opens nev

D ——

Cloud Computing

SP-SE (cg; “Sem.
L3¢
possibilities for deliverinm\‘j

environment. ; Atrolled ®Xeculiog
2. Shariug : Virtualization allows the etexii

computing environment within l-h.eum.,b:::_‘““ of & separge

is used to reduce the number of active Sers ie feature

consumption. 7S and limit power

. Aggregation : In aggregation, a

s tigd together and represented to m z:'ww hﬂli& €an be

4. Emulation: Guest programs are mgnn?e Virtaal hogt,
that is controlled by the virtualization layer ,m'f' €DVironment
a program. Virtuali ol : Pitimatelyis

5. Isolation : Virtualization allows idi
are operating systems, applicm.is:: or ﬂw whether they
completely separate environment, in which M!ﬂimes with a
Types of virtualization : Refer Q. 2.26, Page 2205 (on .

SECTION-C

3, Auemptl an}:i one part tff the following : (Txiaf
a. :{o?:ra;:cu? computing provides scalability and fau)s
Ways to provide scalability in -
ﬂf. Emblr)loy :utﬂ ”; ing : TS cping :

a. Many cloud providers offer auto sealing, which
further help to manage resources and aﬂgcau_- lmun even
appropriately. -

b. Auto scaling is defined as automati scaling il
up or down based on user-deﬁnedmcil:ditiou i

c. 'Ttallows ustoensure that we always have the precise number
of instances available in order to handle our application's load.

2. Use load balancing :

a. Load balancers offer another automatic way of scaling up by
distributing workloads across various nodes in order to
maximize resources.

b. A load balancer will accept all incoming application traffic
and then acts as an user to find the best instance for each
incoming request that will best utilize the resources on hand.

3. Employ containers with container orchestration :

a. Containers and container orchestration systems is a popular
way to create more scalable and portable infrastructure.

b. Containers share a single kernel and require fewer resources
and offer more flexibility than virtual machines because they
can share things like operating systems and other

components.

c. This allows containers to function the same way ACTOSS
platforms, and thus can be easily and rapidly moved between
nodes.

Ways to provide fault tolerance in cloud comp

1. Reactive fault tolerance :

uting :
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policies reduce the effect of failurey

Reactive foult toleranee )
on application execution when the failure effectively occurg,

based on this policy are :

a.

b. Various techniques IR
Lnn%hﬂk po?ntinsfm'““ + When o task fails, it is alloweg
to be restarted from recently checked pointed state rather

than from the beginning. ;
ii. Replication : Replication means copy- Various task,
are replicated and they are run on different resources,
for the successful exccution and for getting the desired
result.
iii. Retry:Itis the simplest tec

task on the same resource.
Rescue workflow : It allows the system to keep

I'unclianing nﬂcr fnilura Uf ﬂ-n)' mk until it will not h
able to proceed without rectifying the fault.

Proactive fault tolerance

a. It refersto avoiding failures, errors and faults by predicting
them in advance and replaccs the suspected components by
other working components thus avoiding recovery from faults

and errors.
b. Someofthe techniques which are based on these policies are :

i. Self-healing: When multiple instances of an application
are running on multiple virtual machines, it
automatically handles failure of application instances.
A big task can be divided into parts. This division is done
for better performance. T
Pre-emptive migration : In this technique an
ion is constantly observed and analyzed. It relies
on a feedback-loop control mechanism where application
is constantly monitored and analyzed.
iii. Software rejuvenation : The system is planned for
periodic reboots and every time the system starts witha

new state.

hnique that retries the failed

iv.

it

Explain Vi
cloud computing.

Virtual LAN :

A VLAN (virtual LAN) is a sub
collections of devices on separa

(LANs).
A LAN is a group of computers and devices that share a

communications line or wireless link to a server within the same
geographical area. _

VLANS make it easy for network administrators to partition &
single switched network to match the functional and security
requirements of their systems without having to run new cables
or make major changes in their current network infrastructure.
VLANS are ofien set up by larger businesses to re-partition devices
for better traffic management.

network which can group together
te physical Local Area Networks

rtual LAN (VLAN) and Virtual SAN (VSAN) in

C!O“d Comp‘l-ltl ng

b.

4.

: 8P-7E (camy
VLANSs are important becaugn they can bn ( Bem.7)
performs? nce of a network by . "Phimm
communicate most frequently. RIOUDING Loguther ;tb_"“"!rﬂl
;,u':[s,.:ﬂsdnlm pro}wde security on thay
er degree of control which BET Detworky
other. e devices have 'Z;n:.m' .
VMNCL;end l.c:ﬁ ':::;ble Mobilice they o each
conne ns, ra t hysi are baged
Virtual SAN : i e o lopea)
Virtual SAN is a software-d
that enables enterprises to W %&mmm
instantly and automatically provisisg storage capabilities and
gimple policies that are driven by .h.,“?‘“" Sachine storage “
VMw_rure"ﬂ virtu.n‘l Storage Area wai' machine -
provides the ability to dynamically scale (SAN) solution glyy
perl‘onnani; a8 needed, and exposes m':‘:?'b‘zlmy and
storage to the virtual machines through derlying physial
2 policy-driven eonery]

Atmm?t any one part of the following :
Explain the Cloud Computing securi . (x1a7
suitable block diagram. 1y architecture using

Cloud security architecture based
goftware-as-a-service (SaaS), infru:m:&w of cloud mode] as
or platform-as-a-service model (PaaS). earTee (a5,

Presentation
modality

—

| Appliation |

| Data | | detadata |

—

[integration aod middieware]

| APLs ]

[Core comncctivity aad delivery |
]

Faal

I Hardware _I

[ Facbiim |
laaS cloud computing security architecture :

This infrastructure provides the storage and networking

components to cloud networking.
ing interfaces (APIs) to

It relies heavily on application programming
allow enterprises to manage and interact with the cloud-

The Cloud Service Provider (CSP) handles un :
infrastructure and the abstraction layers. The ente’pre s secunty
obligations include the restof the stack, including the applications.
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4.

1aaS cloud computing service models require these mlrlilion“

eocunty features

a Virtual web application firewalls placed in front of o wehsiy
to protect against malware. e

b Virtual network-based firewalls located at the cloud netwyyy:
edge that guards the perimeter. s

c¢.  Virlual routers.

d. Intrusion Detection Systems and Intrusion P“?"'Enlion
Systems (IDS/APS).

e. Network segmentation,

Saa$S cloud computing security architecture :

SaaS centrally hosts software and data that are accessible vig 4

browser. .

Security features for the SanS cloud environment include :

a. Logging  b. IP restrictions . API gateways

PanS cloud computing security architecture :

It is defined as the deployment of applications without the cosy

and complexity of buying and managing the underlying hardware

and software and provisioning hosting capabilitics.

The CSP secures a majority of a PanS cloud service model.

The essential components to secure the PaaS cloud include :

a. Logging  b. 1P restrictions

¢ Cloud access security brokers.

What is the importance of a virtual machine ? What role
do they play in cloud computing ?

Importance of virtual machines :

Multiple OS environments can exist simultaneously on the same
machine, isolated from each other.

Virtual machine can offer an instruction set architecture that
differs from real computers.

Easy maintenance, application provisioning, availability and
convenient recovery.

Role of virtual machine : Its purpose is to provide a platform-
independent programming environment that abstracts away
details of the underlying hardware or operating system, and allows
a program to execute in the same way on any platform.

Attempt any one part of the following : (Tx1=7
What are the major functionalities of Hadoop APL 7
Major functionalities of Hadoop API are :

The mapping operation :

In order for the Hadoop framework to recognize mapper and
reducer implementation, the Hadoop AP offers a base class for
them: org.apache.hadoop.mapred. MapReduceBase.

The mapper cluss also needs to implement the

Mapper<K1,V1,K2 V2> interface and provide functionality for
mapping input key-value pairs of type K1,V1 to intermediary key-
value pairs of Lype K2,V2,

('loud Computing

a—

N

c.
d.

Q.

. The reduction operatian .
. The reducer mu]: S

. The reducer can

S

—— — ap" B {

Input pairs are gop. cﬂ-'n‘.g,
the InputFormat M::t:gr M inpayy r.-,:n:;‘;*--\\_i'
Fach t'ntnf given by the lo . ""I‘lnzuw.-
one set of input key.vg},,a atter, ealley | —_— -
F;:'-r cnch’gf(hcg_- input il“ln. it Waray,
the MOPKLVL OutputCollectppe P ework s
INPUt pAIr can generate gne — V2 s oy caly
are collected in the O“‘Dulcﬂ”r severy] ip r Prbed oy
. The Reporter instance jy o .qir " <K2V2, Mm’“‘ thae

job progress,

interface. ‘Mplement the ermrdu_vz_.
Its role is to transform 4 sey o K3.v3,
type KZ.\_Q to a smaller gt uriw'“’fﬂ"‘duq kervajne oniry
intermediary value that shares 'm! ue pairs of 1ypy K3
collection. *ame key i Erouped m&]
i
FE?L’r,Itcr;tzf‘:Vb gztpma‘;r@ Broups, th,
automatically called, i (M'n"’ﬂ"ﬁ’r’-ﬂl m'::-:!::

also repore
instance. Pkt umg'“"’)'mrmdthﬂtwn

The job configuration :
To manage jobs exeeution,
configuration parameter,
The most basic of these parameters are the classes that

the mopper and reducer functionalis;
: tonalities t formats
runtime should use for parsing the inp:u-.mi ) e

the Hadoop Foutine needs to ksow wme

Explain the el
too[;s : e cloud management and services creation

Cloud management and services creation tools :

. Cloud manngement and service creation tools are responuihle far

mannging physical and virtual infrastructures

. These tools automate consumer requests, procesung, and creation

of cloud services.
These tools enable consumers to request cloud services and allow
operators to provide cloud services based oo consumer request.

. They also provide administrators a single management interface

to manage distributed resources.
Cloud management tools are classified in three categories :
First is the virtual infrastructure management soitware which
enables the management of the both the physical and virtual
infrastructure resources. ;
Second, there is the unificd management software which is
emploved for the creation of cloud services. _
Thi[:'t.l.-thcn: is the user access management software which m:.uu
consumers to issue requests for te cloud services that they require.
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6. These various soflware components interact | ]
overall provisioning of cloud services,

© futomag, o, -

6. Attempt any one part of the following :
a. What do you understand by Service Oriented A T, ) 3.
(SOA) ? How does it support cloud computing ;chit"'-‘ture 4
ABL Service oriented architecture : Refer Q. 2.1, p '
Unit-2. - T TARe 2.9k
Support cloud computing : 3
1. SOA binds both the deliver and leverage cloud-baseq .
2. Cloud computing relies on service orientation to 1003{““’“- 1
the applications with the under loying infrastructure 3 Thuke
using web services. Mode} for 2
3. SOA works as n foundation for the cloud. It embraces 1
characteristics of the cloud — such as sell-service, ghn,ndl the
dynamic infrastructure, and virtualization. ¢4 and
4

. Cloud share and leverage the characteristics of SO with Nexibil; 3
and agility. Applications and services and reused in new 'u“? '
dynamic ways and so rapid deployment happens in Soﬂ-hasg
cloud implementation.

5. Clouds enable the deployment of cloud services, and SOA ig th, 4.

most sophisticated architectural approach for building and delivery
of services.

6. SOA helpstobreak an application framework into discrete serviee

components so they can be reused as common services betweep 5.
different applications.

b. Draw the architecture and exphiin the importance of
workflow management systems in cloud.

Ans
Workflow portal
ity & identity
s Workflow Workflow modeling
editor and definition
I
Monitoring
Workflow enactment engine '
tabase ——
saene 2
—— Workllow . Resouroe Fault-telerant 3
Provenance schoduler] | allocation management | 1.
management - ., A
Resource broker Directory A
catalogue a
Workflow o
mansgement IPuhlicduudl |l'rivmu¢]uud| —w _ﬁ_______uﬂ" i
services

' tem.
Fig. 1. Architecture of cloud workflow munﬂhc{"}?}t’iusj;“iu ™ ofware N
1. A workflow management system (WMS urb U rocessos for
" lool designed to help streamline routine us
optimal efficiency.

Cloud Computing

. Workﬂnw portal -

. Identify NIST cloud computing refere

Workflow man
ang
data and set“ng";ment Bys

i

i Sequenyj \ Oive i

unti i s Flly procameq ) PO of L 5+
slanagemen 2 data

senmless execution gf \:::]r::fm (WPMS) . 25

It allows users 1o define e o toatey

and budget limitatig ol N

odel wq kN
to Th N8, and th Forkflows, )
thrf ;le::.;im ‘Ee" d“ : i'“i.;hm ;a'im’l:;"t::nu sy L deagyy,,
i ! + 10 which :
Components of o c?ou ;nnslrmnu_ e inputy w‘h'!! wish

: The U.'orknwm :

define abstract workflows i.e., tay et ds 1
Workflow enactment cl;gili;-T:s and their dape ool ang
takes the abstract workflows and o e“‘“ﬂmﬂm‘ j
parser. It also handles the I'uulbml?.-:;' lhlf"' using n?:r-ﬂuqr
contains a i 4
conaina kr:souﬂ:c allacation Wmmntw;i t:ﬂ workflow. |t 3le
2 sks through the resource broker ch allocates resourens
‘ ?source broker : The resouree broker ;
infrastructure layer and provides o unified et A the
enmne._'ﬂ'le resource broker commumcateg“'t;h the enactmens
%: provide the desired resource, TR ComPpute services

irectory and catalogue services : The 4; eatalogye
services house information about data oh?m:y mi i
the Fumputes resources. This information is used b;&llmmmnmm
engine, and the resourc : *

& broker to make critical decisi
Workflow management services A

a.

e

It provides important services that are essenti
i 3¢
working of a WFMS, ntial for the

b. Security and identify services ensure authentication and
secure access to the WEMS.

¢. Monitoring tools constantly monitor vital components of the
WFMS and raise alarms at appropriate times.

d.

Database management component provides a reliable storage

for intermediate and final data results of the werkflows.

¢. Provenance management services capture important
- nformation such as, dynamics of contral flows and dats and
their progressions.

ance of : .

:F.::l:):l:;ns manual processes to web-based d:gmu..i workflows

It eliminates paper forms and manual data entry.

Improve the efficiency of workflows

Lower cost

[Txl-ﬂ

Attempt any onc part of the I'ollo“mti_; : - co architecture with

a neat schematic dingran}; 4

Refer Q. 3.2, Poge 1_3E, Unit-d. = .

Explain the migration of memory, file
xplai

resources in detail.

4_——
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Memory migration : &

This is one of the most important aspects of VM migration’
Moving the memory instance of a VM from one physic'al‘;‘f _
another can be approached in any number of ways, 108t 1,
The techniques employed for this purpose depeng o '
characteristics of application/workloads supported % uf:n the
08S. ' i . : Buest
Memory migration can be in a range of hundreds of

a few gigabytes in a typical system today, and it mé":li:tgte, to
in an efficient rru:u:u’u:ir.Re " "R T be dong
The Internet Suspend-Resume (ISR) technique explo;
locality as memory states are likely to hnvéqconsigé?;tglae xmral
in the suspended and the resumed instances of a VM. V12D
To exploit temporal locality, each file in the fije system ;
represented as a tree of small sub files. A copy of this e m iy
in both the suspended and resumed VM instances, exists
File migration : :

. To support VM migration, a system must hruvide each VM with

consistent, location-independent view of the file system a
available on all hosts. : ._;y: fn that i
A simple way to achieve this is to provide each VM with its own
virtual disk which the file system is mapped to and transp, g
contents of this virtual disk along with the other states of the
Another way is to have a global file system across all machi

where a VM could be located. s e ’ hines

This way removes the need to copy files rfb‘m‘ one machine to

another because all files are network-accessible.

The actual file systems themselves are not mapped onto the
distributed file system. Instead, the VMM only, accesses its Jocal
file system. i .

The relevant VM files are explicitly copied into the local file system
for a resume operation and taken out of the local file system fora
suspend operation,

Network migration :

. A migrating VM should maintain al]llujaéh,net\@rgrk connections

without relying on forwarding mechanisms on the original host.
To enable remote systems to locate and communicate with a VM,
each VM must be assigned a virtual IP address known to other
entities. 2 i

. This address can be distinct from the IP address of the host

machine where the VM is currently located.

. Each VM can also have its own distinct virtual MAC address.

The VMM maintains a mapping of the virtual IP and MAC
addresses to their corresponding VMs. P
In general, a migrating VM includes all the protocol states and
carries its IP address with it. " 4

e




